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Note by the President of the Security Council 


In paragraph 2 of resolution 2515 (2020), the Security Council requested the 
Panel of Experts established pursuant to resolution 1874 (2009) to provide a final 
report to the Council with its findings and recommendations. 


Accordingly, the President hereby circulates the report received from the Panel 
of Experts (see annex). 
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Letter dated 2 March 2021 from the Panel of Experts established 
pursuant to resolution 1874 (2009) addressed to the President of 
the Security Council 


The Panel of Experts established pursuant to Security Council resolution 1874 
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 
resolution 2515 (2020), the final report on its work. 


The report was provided to the Security Council Committee established 
pursuant to resolution 1718 (2006) on 5 February 2021 and was considered by the 
Committee on 24 February 2021. 


The Panel would appreciate it if the present letter and the report were brought 
to the attention of the members of the Security Council and issued as a document of 
the Council. 


Panel of Experts established pursuant to 
Security Council resolution 1874 (2009) 
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Letter dated 5 February 2021 from the Panel of Experts 
established pursuant to resolution 1874 (2009) addressed to the 
Chair of the Security Council Committee established pursuant to 
resolution 1718 (2006) 


The Panel of Experts established pursuant to Security Council resolution 1874 
(2009) has the honour to transmit herewith, in accordance with paragraph 2 of 
resolution 2515 (2020), the final report on its work. 


The Panel would appreciate it if the present letter and the report were brought 
to the attention of the members of the Security Council Committee established 
pursuant to resolution 1718 (2006). 


Panel of Experts established pursuant to 
Security Council resolution 1874 (2009) 
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Summary 


During the reporting period, the Democratic People’s Republic of Korea 
maintained and developed its nuclear and ballistic missile programmes, in violation 
of Security Council resolutions. It displayed new short-range, medium-range, 
submarine-launched and intercontinental ballistic missile systems at military parades. 
It announced preparations for the testing and production of new ballistic missile 
warheads and the development of tactical nuclear weapons. In addition, it produced 
fissile material, maintained nuclear facilities and upgraded its ballistic missile 
infrastructure. The country continued to seek material and technology for these 
programmes from overseas. There were no reported nuclear or ballistic missile tests. 


In response to the coronavirus disease (COVID-19) pandemic, the Democratic 
People’s Republic of Korea imposed border controls that severely limited the licit and 
illicit transfer of goods and movement of people. The Panel investigated the country’s 
continued illicit import of refined petroleum, via direct deliveries and ship-to-ship 
transfers, using elaborate subterfuge. According to imagery, data and calculations 
received from a Member State covering the period from 1 January to 30 September, 
in 2020 these illicit shipments exceeded the annual aggregate 500,000-barrel cap by 
several times. 


The Panel investigated cases of acquisition by the Democratic People’s 
Republic of Korea of vessels and the sale of fishing rights and continued export of 
coal in violation of sanctions. The Panel notes that shipments of coal appeared to have 
been largely suspended since late July 2020. 


The Panel investigated cases of transfers, through different channels, of other 
sanctioned commodities and goods. It continued investigations into access by the 
Democratic People’s Republic of Korea to international banking channels, including 
through its own bank representatives overseas, joint ventures, shell companies and 
the use of offshore and virtual assets. It investigated cases related to the Mansudae 
Overseas Project Group of Companies and the Korea Paekho Trading Corporation 
and workers from the Democratic People’s Republic of Korea earning income in 
sub-Saharan Africa. It also investigated other cases of such workers continuing to 
earn income overseas, including information technology workers dispatched by the 
Munitions Industry Department. 


The Panel investigated malicious cyberactivities by the Democratic People’s 
Republic of Korea in violation of sanctions, mostly led by the Reconnaissance 
General Bureau, including the targeting of virtual assets and virtual asset service 
providers, and attacks on defence companies. 


The Panel updated information on alleged military cooperation, attempted 
violations of the arms embargo, illicit activities of designated entities, including the 
Korea Mining Development Trading Corporation, and the commercial use of the 
overseas diplomatic premises of the Democratic People’s Republic of Korea. 


The Panel reviewed information received from Member States and 
non-governmental organizations related to the unintended effects of United Nations 
sanctions. It also presents the results of its survey of international and 
non-governmental organizations on the effects of the COVID-19 pandemic and 
sanctions on aid operations. 


The report includes recommendations to the Security Council, the Committee 
and Member States. 
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I. 


I. 


Introduction 


1. In paragraph 2 of its resolution 2515 (2020), the Security Council requested the 
Panel of Experts established pursuant to resolution 1874 (2009) to provide the 
Security Council Committee established pursuant to resolution 1718 (2006) with a 
final report with its findings and recommendations. The Panel report covers the period 
from 4 August 2020 to 5 February 2021. The reporting period has coincided with the 
coronavirus disease (COVID-19) pandemic (see annex | for response measures taken 
by the Democratic People’s Republic of Korea). 


Recent activities related to the nuclear and ballistic 
missile programmes 


Nuclear 


2. The Democratic People’s Republic of Korea has continued its nuclear 
programme, including production of highly enriched uranium, construction of a light 
water reactor and maintenance of nuclear facilities. Several facilities underwent 
repairs in 2020, following damage by typhoons. 


3. The Panel observed plumes of steam at the uranium dioxide (UOz) Production 
Process Building in the uranium enrichment plant complex in Yongbyon. A cooling 
device was still removed (see annex 2).!A Member State stated that the uranium 
enrichment facility in Yongbyon was operating. 


4. The Panel observed construction of new infrastructure as well as modernization 
of the buildings at the Pyongsan uranium mine complex (see annex 3). The Member 
State assessed that such construction and modernization and variation of volumes of 
waste piles indicate continuation of mining and the operation of processing plants. 


5. Construction of the light water reactor in Yongbyon is ongoing. The Member 
State informed the Panel that signs of electrical testing activities associated with the 
reactor’s internal construction were observed in October and November 2020. The 
Member State has not observed signs of water discharge, which could imply no testing 
of the cooling device during the reporting period. 


6. Signs of operation of the 5 MW (e) reactor have not been observed since late 
2018. Nevertheless, constant traffic has been observed in the vicinity of the reactor, 
which suggests ongoing maintenance of the reactor. The Member State assesses the 
5 MW (e) reactor’s production capability to be around 7 kg/year of plutonium and 
that the Democratic People’s Republic of Korea could possess a total of 60 kg of 
plutonium. Satellite imagery indicates that typhoons damaged the Kuryong River 
dam, which controls water levels. Reconstruction was ongoing (see annex 4). 


7. Through satellite imagery, the Panel observed damage caused by typhoons and 
subsequent reconstruction of roads and bridges at the Punggye-ri test site. The 
Member State assessed that the presence of personnel showed that this site has not 
been abandoned. 


8. The Panel has been monitoring the facility in Kangson concerning its relation 
to the nuclear programme. The Member State stated that, based on imagery analysis, 
it was not able to confirm that Kangson was an enrichment facility (see annex 5). 


9. The Member State assessed, judging by the size of the missiles of the 
Democratic People’s Republic of Korea, that it is highly likely that a nuclear device 





' §/2020/840 and S/2020/840/Corr.1, para. 3. 


21-01647 


$/2021/211 





21-01647 


can be mounted on the intercontinental ballistic missiles, and it is also likely that a 
nuclear device can be mounted on the medium-range ballistic missiles and short-range 
ballistic missiles. The Member State, however, stated it was uncertain whether the 
Democratic People’s Republic of Korea had developed ballistic missiles resistant to 
the heat generated during re-entry (see para. 18). 


10. Several statements by the Democratic People’s Republic of Korea concerning 
further development of its nuclear programme were reported from several national 
events of the Workers’ Party of Korea (see annex 6, para. 17). 


11. The Panel continues research into “choke-point items”. In cooperation with a 
second Member State, the Panel has identified items which are not specifically listed 
as prohibited items in the relevant resolutions, such as vacuum equipment? and 
computer control systems (see annex 7). 


12. Recent publications of Kim Il Sung University and Kim Chaek University of 
Technology include research related to nuclear programmes (see annex 8). This 
suggests that universities of the Democratic People’s Republic of Korea continue 
research in academic fields which could contribute to the country’s programmes 
related to weapons of mass destruction. 


Intangible transfer of technology and activities of universities of the 
Democratic People’s Republic of Korea 


13. Further to its previous investigation on the intangible transfer of technology? 
the Panel is considering information from a Member State regarding 161 cases 
identified by the Member State as joint research or studies or jointly published papers 
with scholars of the Democratic People’s Republic of Korea since 2017 on topics 
which may include technologies prohibited from being transferred pursuant to 
relevant Security Council resolutions. 


14. The Panel has requested information from 37 universities identified by Kim I] 
Sung University as “sister universities” with which it currently conducts academic 
exchanges or has previously done so. To date, nine universities had informed the 
Panel that they did not have academic exchanges or cooperation with Kim I] Sung 
University (see annex 9) and had identified no violation concerning the Panel’s 
enquiries. 


Recommendations 


15. The Panel recommends that the Committee consider issuing a new list of 
weapons of mass destruction and ballistic missile-related items to which 
measures imposed in paragraph 8 (a), (b) and (c) of resolution 1718 (2006) apply. 


16. The Panel recommends that Member States exercise vigilance in screening 
international academic exchanges involving scholars of the Democratic People’s 
Republic of Korea by verifying both subjects and sponsors to comply with 
paragraphs 10 and 11 of resolution 2321 (2016), paragraph 17 of resolution 2270 
(2016) and paragraph 8 (a), (b) and (c) of resolution 1718 (2006). 


Ballistic missiles 


17. At the military parade marking the seventy-fifth anniversary of the Workers’ 
Party of Korea in Pyongyang on 10 October 2020 (see figures 1 to 4), the Democratic 
People’s Republic of Korea presented its most recent, updated and operational 





nN 


For the attempt to pressure transducers, see S/2019/691, para. 43, and S/2019/171 and 
S/2019/171/Corr.1, para. 65. 
3 See S/2020/151, paras. 201-203. 
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ballistic missile systems and unveiled a new intercontinental ballistic missile* (see 
annex 10) and a new medium-range ballistic missile/submarine-launched ballistic 
missile (see annex 11). As the Panel has previously reported, the Democratic People’s 
Republic of Korea has not only continued to develop and modernize its ballistic 
missile programme but has also increased its nuclear strike capability, as well as its 
ability to counter foreign missile defence systems (see annex 12) while safeguarding 
itself with its own new air defence system. Consistent with this, the report of the 
eighth congress of the Workers’ Party of Korea, held in January 2021, declared that 
the tactical and strategic nuclear weapons and their delivery systems are the country’s 
primary elements of deterrence.> 


18. The subsequent military parade on 14 January 2021 confirmed the developing 
capability of the Democratic People’s Republic of Korea to deliver tactical and strategic 
nuclear weapons. A further variant submarine-launched ballistic missile® and a new short- 
range ballistic missile’ were unveiled (see figure 5 and annexes 11 and 12). 


19. In parallel with the ballistic missile system improvements revealed at the 
parades, the Democratic People’s Republic of Korea continued to upgrade the 
industrial infrastructure related to its ballistic missile programme and its ballistic 
missile bases. The country has endeavoured to cultivate partnerships abroad for 
specific technological exchange and for the supply of components. 


20. The parades (see figures 1 to 5) showcased diversity and innovation,* as well as 
the renewal of the missile arsenal, with solid-fuel missiles replacing liquid-propellant 
short-range ballistic missiles and medium-range ballistic missiles. They showcased 
the mobility of the different systems, °® which included the transporter erector 
launchers and also a submarine, currently under construction,!° capable of launching 
the submarine-launched ballistic missile Pukguksong-3, as well as probably the new 
Pukguksong-4 and Pukguksong-5 missiles (see annexes 11 and 15). 


21. The Panel has observed that the Democratic People’s Republic of Korea 
continued to renovate its production infrastructure at the “Kusong Tank Factory”, 
which is involved in the production of caterpillar track transporter erector launchers 
for the Pukguksong-2 and for other ballistic missile systems (see annex 13). 


22. Activities continued at the “March 16 Factory” automotive plant in the 
Pyongsong!! area, where the Hwasong-15 was assembled and launched in 2017. 
Earthworks were carried out to improve the communication routes at the site (see 
annex 14). 


23. At the Sinpo south naval shipyard,’ continuous activity since July 2020 at the 
secure boat basin could be related to the handling of submarine-launched ballistic 
missiles. There has been repair or upgrading of the dock in front of the entrance to 





4 See S/2017/742, para. 7 and footnote 3. 

5 According to the report of the Party Central Committee in January 2021: “By succeeding in the 
test-fire of the intercontinental ballistic missile ‘Hwasong-15’ on November 29, 2017, the Party 
Central Committee declared with pride to the world the accomplishment of the historic cause of 
building a State nuclear force and the cause of building a rocket power.” 

© The new submarine-launched ballistic missile identified as Pukguksong-5 was described by the 
Korean Central News Agency as “The world’s most powerful weapon, submarine-launch ballistic 
missile.” 

7 The new short-range ballistic missile looked like an upgrade of the KN-23 mounted on a 5-axle 
wheeled transporter erector launcher. 

§ See S/2020/151, paras. 194-195. 

° See S/2020/840, paras. 10 and 13. 

0 See also S/2020/151, para. 196; S/2017/150, para. 40; and S/2016/157, paras. 41-44. 

'l See S/2020/840 and S/2020/840/Corr.1, para. 15. 

? Tbid., para. 12. 
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the facility in which the Romeo-class submarine that could potentially be equipped 
with such missiles is believed to be under construction. !* This might be related to the 
preparation of the dock for an upcoming submarine launch. Similar activity was 
detected at the Nampo naval shipyard (see annex 15). 


24. Through satellite imagery, the Panel continued to observe work on the 
infrastructure of ballistic missile operating bases, including construction and 
logistical activities at such sites as the “Yusang-ri missile operating base”, '* the 
“Kal-gol missile operating base”!> and the “Hoejung-ri missile base”!* (see annexes 
16 to 18). 


25. The Panel continued to investigate allegations concerning the cooperation 
between the Democratic People’s Republic of Korea and the Islamic Republic of Iran 
on ballistic missiles. In its previous reports,!’ the Panel reported on the continuous 
involvement of representatives of the Korea Mining Development Trading 
Corporation in the Islamic Republic of Iran and on technical cooperation between the 
two countries in this field. According to a Member State, the Democratic People’s 
Republic of Korea and the Islamic Republic of Iran have resumed cooperation on 
long-range missile development projects (see annex 19). This resumed cooperation is 
said to have included the transfer of critical parts, with the most recent shipment 
associated with this relationship taking place in 2020 (see annex 19-1). In an interim 
reply of 21 December 2020, the Islamic Republic of Iran stated that: “Preliminary 
review of the information provided to us by the Panel indicates that false information 
and fabricated data may have been used in investigations and analyses of the Panel” 
(see annex 19-2). 


26. The Democratic People’s Republic of Korea has continued its illicit efforts to 
procure specific components from overseas (see annex 20 and S/2020/840 and 
S/2020/840/Corr.1, paras. 8 and 18 and annex 6) and to seek opportunities to transfer 
its own products to its partners (see annex 19-1). Moreover, it strove to develop 
scientific and technical cooperation with universities and laboratories abroad (see 
para. 13). 





'3 See S/2020/151, annex 60. 

4 Aka “Milchon-ri” (39°27'01"N 126°15'35"E). 

5 (38°40'09"N 126°44'14"B). 

16 (41°22'44.93"N 126°54'38.16"E). 

'7 See S/2020/840 and S/2020/840/Corr.1, para. 101, and earlier reports, such as S/2019/691, annex 32, 
para. 6, and S/2010/571, para. 50. 
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Figure | 

11 newly developed ballistic missile systems featured at the military parade on 
10 October 2020, upgrading the tactical and strategic missile capability of the 
Democratic People’s Republic of Korea,'* including the new super-large 
intercontinental ballistic missile’? (see annex 10), the Hwasong-15 
intercontinental ballistic missile and the Hwasong-12 intermediate-range 
ballistic missile 


New ICBM 
4 ICBM systems 
11 axle wheeled TEL 





ICBM 

Hwasong-15 

4 ICBM systems 
(possible five see 
footnote below) 

9 axle wheeled TEL 
See S/2020/840 annex 


11, Fig. 11-1, 

See S/2020/151 para.194, 
annex 65-66, 

See $/2019/171 para.173, 
annex 4. 

See S/2018/171 para.1, 7- 
10, Tab.1, Fig. II 





IRBM 

Hwasong-12 

6 IRBM systems 

6 axle wheeled TEL 

See S/2020/840 annex 12 
Fig 12-11 

See S/2019/171 para.174, 
annex 84. para 1 fig. 1,2, 
sect.4 

See $/2018/171 para.7 
Tab.1, Fig.1, para. 12, 
See $/2017/742 para. 7-8 
Tab.1, Fig.3, para.11-13 





Source: Korean Central Television (images), Member States and the Panel (text). 





'8 Regarding the exact number, one or more spare systems may have been kept out of the parade, 
available to replace a vehicle in case of a breakdown, a common practice in military parades (see 
annex 10). In the figures, “rounds” describes the number of missiles on one transporter erector 
launcher and “system” describes the system consisting of the missile and its transporter erector 
launcher. 

') The new super-large intercontinental ballistic missile is tentatively referred to as “Hwasong-16” 
by observers. 
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Military parade on 10 October 2020, including the short-range ballistic missile 
“KN-24” and the short-range ballistic missile “KN-23””° (see annex 12) 


KN-24 

9 SRBM systems 
caterpillar track TEL 
2 rounds 


See S/2020/840 para.11, 
Tab.1, annex 7 

See S/2020/151 para.194. 
Tab.3, annex 59 


KN-23 

8 SRBM systems 
caterpillar track TEL 

2 rounds 

See S/2020/151 para.194. 
Tab.3, annex 58.1, annex 
59 


KN-23 

8 SRBM systems 

4 axle wheeled TEL 

2 rounds 

See $/2020/151 para.194, 
Tab.3. annex 58.1, annex 
59 


Source: Korean Central Television (images), Member States and the Panel (text). 


0 The short-range ballistic missile was previously identified by the Korean Central News Agency 
as a “new type tactical guided weapon” (KN23), a “tactical guided weapon” (KN24) and 
“multiple launch rocket long-range artillery” (KN25). 
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Figure 3 

Military parade on 10 October 2020, including the new medium-range ballistic 
missile/submarine-launched ballistic missile Pukguksong-4, the medium-range ballistic 
missile Pukguksong-2 and the short-range ballistic missile “KN-25” (see annexes 11 
and 12) 


New Pukguksong-4 
4 SLBM systems 

6 axle wheeled semi- 
trailer 


Pukguksong-2 

6 MRBM systems 
caterpillar track TEL 

See $/2020/151 para.194 
annex 58.7 

See $/2019/691 annex 32 
sect. 4 

See $/2019/171 annex 84 
sect. 4-5 

See $/2017/742 para.7-10 


KN-25 

Super-large multiple 
rocket launcher 

9 SRBM systems 

4 axle wheeled TEL 

5 rounds 

See S/2020/840 para.11. 
Tab.1, annex 7 

See $/2020/151 para.194. 
Tab.3. annex 59 


Source: Korean Central Television (images), Member States and the Panel (text). 
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Figure 4 
Military parade on 10 October 2020, including the short-range ballistic missile 
“KN-25” (see annex 12) 


KN-25 

Super-large multiple 
rocket launcher 

9 SRBM systems 
caterpillar track TEL 

6 rounds 

see S/2020/840 para. 11, 
Tab.1, annex 7 

see S/2020/151 para. 194, 
Tab.3, annex 59 


KN-25 
Super-large multiple 


rocket launcher 

9 SRBM systems 

4 axle wheeled TEL 

4 rounds 

see S/2020/840 para. 11, 
Tab.1, annex 7 

see S/2020/151 para.194, 
Tab.3, annex 59 





Source: Korean Central Television (images), Member States and the Panel (text). 
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Figure 5 

New ballistic missile systems featured at the military parade on 14 January 2021, 
except for the intercontinental ballistic missile, including all short-range ballistic 
missiles exhibited at the 10 October 2020 parade, a new kind of short-range ballistic 
missile resembling the “KN-23” and a new submarine-launched ballistic missile, the 
Pukguksong-5 (see annexes 11 and 12) 


New Pukguksong-5 
4 SLBM systems 

6 axle wheeled semi- 
trailer 


New SRBM 


resembles KN-23 

6 SRBM systems 

5 axle wheeled TEL 
2 rounds 


Source: Korean Central Television (images), Member States and the Panel (text). 


Sectoral and maritime sanctions 


27. The Democratic People’s Republic of Korea continues to engage in activities 
that are prohibited under and evade various Security Council resolutions. According 
to a Member State, at least 121 shipments of refined petroleum products were 
delivered to the Democratic People’s Republic of Korea by the latter country’s 
tankers, as well as other tankers,”! during the first nine months of 2020. None of the 
deliveries were reported to the Committee in accordance with paragraph 5 of 
resolution 2397 (2017).”? A table providing data on ship name, International Maritime 
Organization (IMO) number, arrival date and port, last known flag State and tonnage 
is contained in annex 21. 


28. The Member State has assessed that the volume of refined petroleum delivered 
to the Democratic People’s Republic of Korea through these illicit shipments 





2 
22 


These deliveries were procured mainly through ship-to-ship transfers. 

China notified the Committee of deliveries of 5,043.33 tons of refined petroleum to the 
Democratic People’s Republic of Korea in 2020. The Russian Federation notified the Committee 
of deliveries of 12,833.976 tons, a combined total of 17,877.306 tons. 
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(see figure 6 (a)) exceeded by several times the annual aggregate 500,000-barrel cap 
stipulated in that paragraph.??4 


Figure 6 (a) 
Cumulative undeclared refined petroleum imports since January 2020 


Cumulative Refined Petroleum Imports Since January 2020 





Source: Member State. 


29. Several Member States assessed that the importation of oil-related products to 
the Democratic People’s Republic of Korea possibly became larger in volume in 2020 
due in part to the acquisition of new and larger third country-flagged vessels. See 
figure 6 (b) for the calculated monthly imports and figure 6 (c) for the breakdown of 
monthly deliveries by vessel type. 





23 In January 2021, the Committee agreed on rate formulas for the conversion of tons to barrels. 
Using these formulas, barrel calculations for deliveries of which the Committee has been notified 
will be recorded on its website in due course, as will barrel figures contained in any future 
notifications as they are posted. 

4 See S/2020/840 and S/2020/840/Corr.1, footnote 14, and previous reports for methodology. The 
Member State has assessed that deliveries amounted to more than eight times the cap if the 
vessels were 90 per cent laden, nearly five times if 50 per cent laden and over three times if only 
33 per cent laden on delivery. 


21-01647 15/419 


S/2021/211 





Figure 6 (b) 
Calculated monthly imports 


Monthly Refined Petroleum 
Imports Since January 2020 
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Figure 6 (c) 
Calculated monthly refined petroleum imports by vessel type 
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Source: Member State 


Recommendations 


30. The Panel reiterates its recommendation that Member States report any 
known transfers of refined petroleum products to the Democratic People’s 
Republic of Korea in full conformity with resolution 2397 (2017). 
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Deceptive shipping practices and due diligence 
Swapping of vessel identities: New Konk and Mouson 328 


31. A significant development the Panel has observed involved vessels that have 
conducted sanctionable activities and assumed the identities of other vessels, 
sometimes swapping identities with them through the use of fraudulent profiles, 
physical modifications and manipulation of automatic identification system 
transmissions. Unlike previous vessel identity fraud cases investigated by the Panel,”> 
recent identity swaps demonstrated a greater level of sophistication in the way the 
vessels transitioned from one automatic identification system profile to another and 
the depth of the cover identities used. To raise awareness of identity swap techniques 
to facilitate due diligence and sanctions compliance, the Panel is highlighting the 
illustrative example of the Mouson 328 and the New Konk. 


32. The unknown-flagged New Konk (IMO No. 9036387) was previously identified 
by the Panel as transitioning from a feeder vessel conducting ship-to-ship transfers to 
a vessel delivering refined petroleum cargo directly to Nampo on multiple 
occasions.”° Based on the results of several lines of investigation, the Panel notes that 
the New Konk at some point in 2020 sailed as the MOuson [sic] and transmitted a 
maritime mobile service identity number formerly registered to the Mouson 328 (IMO 
No. 9021198) when the latter vessel was sailing under the flag of Palau, making such 
a transmission fraudulent (see figure 7).7” Panama confirmed that the vessel was 
deleted from its registry on 29 August 2020.78 


Figure 7 
“Mouson 328” changing its identifiers in March 2020 








Source: Windward, annotated by the Panel. 


33. On 26 August 2020, high-resolution satellite imagery captured the vessel 
transmitting a maritime mobile service identity number (511444000) historically 
associated with Palau near Dongyin Island, China. Imagery analysis shows that the 





5 See, for example, the case of the Yuk Tung (IMO No. 9030591) (see S/2019/171 and 
S/2019/171/Corr.1, paras. 5—9). 

© See S/2020/151, para. 32, and S/2020/840 and S/2020/840/Corr.1, paras. 27-28 and 62. 

27 All times and dates reflected in the report on the Windward platform are Eastern Standard Time. 

°8 The Mouson 328 was flagged under Panama from May 2019 to August 2020. 
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physical dimensions of the vessel were a close match with the New Konk’? (see figure 8). 
The New Konk last transmitted its assigned IMO number and maritime mobile service 
identity number in October 2019. 


Figure 8 
Vessel dimensions and physical comparison of satellite imagery, 26 August 2020°° 


2] 16 MAR 2020 M/V NEW KONK Delivering Refined Petroleum 


Nampo, North Korea 
38:42:56 N 125:22:02E 


Wy. 
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AX 
' 





GW747955 


Source: Maxar Technologies (left) and Member State (right). 


34. The Panel also traced the then Panama-flagged Mouson 328 as a vessel of 
interest when the vessel was recorded in May and June 2019 in the waters of the 
Democratic People’s Republic of Korea before its automatic identification system 
signals were dropped. 


35. Additional investigations revealed an earlier attempt to launder the Mouson 
328’s identity by registering the vessel under a new IMO number as the newly built 
Dominica-flagged Cherry 19 in late 2019.3! Maritime authorities subsequently 
withdrew the IMO number after the application documents were found to be 
fraudulent. In October 2020, the vessel was reportedly registered as the Thai-flagged 
Smooth Sea 29 based on fraudulent documentation of the Cherry 19, essentially 
removing the historical data of the vessel as the Mouson 328. The Panel wrote to 
Thailand to inform its authorities of the vessel’s location in Thailand and use of 
fraudulent documentation as a likely cover for the Mouson 328. Thailand responded 
that the Panel’s request for information was under consideration by its authorities. 


36. Once the Mouson 328 assumed its new fraudulent identity as the Cherry 19, this 
also allowed the New Konk to transmit the Mouson 328’s identifiers without 
generating significant automatic identification system anomalies that would reveal 
the swap. The Panel continues to investigate other potential identity swap cases 
involving tankers linked to the Democratic People’s Republic of Korea. Details of the 
Panel’s investigation and responses are available in annex 22, sections (a) to (c). 





°° The New Konk’s dimensions are 112 metres long and 18.5 metres wide. The Mouson 328’s 
dimensions are 107.5 metres by 16.5 metres. 

3° All dates unless otherwise stated are given in Universal Time Coordinated (UTC). 

3! Each vessel is assigned only one IMO number, which stays with the vessel throughout its 
lifespan. 
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Vessel disguise 
New Regent as the “Hang Yu 11” 


37. Vessels of the Democratic People’s Republic of Korea and other designated 
vessels continue to disguise their origin, requiring additional due diligence on the part 
of ship owners, operators and commodity traders. 


38. A designated vessel featured in previous Panel reports, the New Regent (IMO 
No. 8312497), utilized vessel disguise and fraudulent documentation in an attempt 
to receive refined petroleum through a ship-to-ship transfer with a Republic of Korea- 
flagged vessel. In response to the Panel’s queries, the latter vessel’s owner stated that 
the vessel it had encountered was the Panama-flagged Hang Yu 11 (IMO No. 8694194) 
and due diligence had been carried out “to make sure this vessel was equipped with 
all documents and we regarded this vessel to be a normal operation vessel’. The Panel 
has independently verified that no ship-to-ship transfer occurred. 


39. Several factors should have raised suspicions during the due diligence process 
concerning the Hang Yu // (actually the New Regent). These include the transmission 
of incomplete, as well as invalid, identifiers; physical differences between the Hang 
Yu 11 and the New Regent, which would have been evident from a photographic 
comparison; outdated ship documentation; and lack of due diligence in processing the 
request to purchase the petroleum cargo. Additional photographs obtained by the 
Panel show the embossed outline of the painted-over IMO number belonging to the 
New Regent (see figure 9). Publicly available information that showed the Hang Yu I] 
as having been involved in a salvage incident in February 2019*? was separately 
confirmed by the owner of the actual Hang Yu 11, which was sailing as the Togo- 
flagged Xin Sheng. Details and responses are contained in annex 23 (a) and (b). 


Figure 9 


Painted-over false identifiers to disguise the New Regent and its IMO number, 
30 June 2019 


ae 
Team's eh 
HANG YUE 


- 
— 


iIivid 8694194 


= _— a 2 2 
¥ AE SRE i, 
? A A IVE -* 





Source: Member State. 


Infinite Luck and Myong Ryu 1 


40. The Panel previously reported a ship-to-ship transfer between the Panama- 
flagged Infinite Luck (IMO No. 9063811) and Democratic People’s Republic of Korea 
tanker Myong Ryu I (IMO No. 8532413).** Uniform Shipping, the registered owner 
of the Infinite Luck, responded through lawyers, providing “evidence” (see annex 24) 





32 Designated on 16 October 2018. 

33 A commercial maritime database platform registered an automatic identification system 
transmission gap for the Hang Yu 1] between February 2018 and April 2020. 

34 See S/2020/840 and S/2020/840/Corr.1, para. 33 and annex 20. 


19/419 


$/2021/211 





20/419 


that “Infinite Luck was deceived [into conducting] a prohibited fuel transfer” with the 
Myong Ryu 1, which was disguised as a Chinese tanker, the Mingbo No. 5 (see figure 10). 


41. For its due diligence checks, Uniform Shipping “would ask for a photos of the 
receiving ship [...] to confirm the ship”. As an additional compliance measure, a 
“bunker delivery receipt” signed by the receiving vessel “also prove[s] that Infinite 
Luck had no intention of engaging [in] illicit shipping practices with North Korea[n] 
vessels”. 


42. The Panel has documented multiple cases of vessels of the Democratic People’s 
Republic of Korea and other vessels disguising and passing themselves off as other 
vessels, along with other deceptive tactics to illicitly procure refined petroleum. 
Given the deliberate nature of the obfuscation employed, the Panel does not deem 
paperwork signed by the receiving vessels as sufficient to absolve supplier vessels of 
their responsibility. A combination of effective due diligence measures and controls 
is required for ship owners and relevant counterparties to prevent the risk of their 
involvement in sanctionable activities. 


Figure 10 
Photograph supplied by the Infinite Luck’s owner 


Mingbo No.5 





Source: The Panel. 


Foreign-flagged and unknown-flagged vessels delivering to the Democratic 
People’s Republic of Korea 


43. The continued illicit import of refined petroleum products by the Democratic 
People’s Republic of Korea is enhanced by the inclusion of a growing number of 
former and current foreign-flagged tankers in its import regime. Use of these vessels, 
which have a larger carrying capacity and deliver their refined petroleum cargo 
directly to ports in the Democratic People’s Republic of Korea, is more efficient than 
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the ship-to-ship transfers conducted by typically smaller tankers of the Democratic 
People’s Republic of Korea with other smaller vessels at sea. During the observed 
time frame from January to September 2020, these vessels delivered directly to 
additional ports in the Democratic People’s Republic of Korea, a departure from the 
concentration of past deliveries by such tankers at Nampo port. 


44. The Democratic People’s Republic of Korea appears to be balancing 
coronavirus disease (COVID-19) precautions with its need to import refined 
petroleum products by utilizing its tankers to receive petroleum cargo through 
ship-to-ship transfers with foreign tankers directly outside of the Nampo lock gate. 
According to a Member State, since late July 2020, the country had likely prohibited 
all foreign vessels from entering Nampo port as part of its COVID-19 restrictions. A 
statistical representation of the concentration of vessels outside the Nampo lock gate 
observed by the Panel on satellite imagery is set out in figure 11. 


Figure 11 
Chart showing vessels outside the Nampo lock gate from May to September 2020 
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The vessels outside Nampo lock gate were counted only on days when satellite images were available. Taking this into account, the 


Panel assesses that the actual number is higher. 


@ Daily number of vessels located at less than 20 km from the West Sea Barrage (without counting coastal barges) 
@ Number with a length larger than 150 m 
Number with a length smaller than 150 m 


© Number of coastal barges in area 38° 42’ 44” N 124° 59’ 08” E, One 190 m length barge almost continuously anchored in the area 38° 42’ 19” N 124° 58’ 28”E 





Source: The Panel. 


45. The Democratic People’s Republic of Korea has also augmented its petroleum 
imports through additional foreign-flagged vessels not previously featured in the 
Panel’s reports. These vessels join the list of previously featured former foreign - 
flagged tankers that continue to deliver refined petroleum to the country. All of the 
vessels also recorded unaccounted for automatic identification system transmission 
gaps during the periods under investigation. 
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Additional foreign-flagged vessels delivering refined petroleum to the Democratic 
People’s Republic of Korea 


46. The number of foreign-flagged vessels delivering refined petroleum to the 
Democratic People’s Republic of Korea increased in 2020. *>-*° Sample satellite 
imagery from a Member State between May and October 2020, other instances of 
these vessels delivering refined petroleum to the Democratic People’s Republic of 
Korea, details of the Panel’s investigations to date and responses obtained by the 
Panel are contained in annex 25, paragraphs (i) to (vi), and annex 25 (a) to (d). These 
vessels included: 


(a) The An Ping (IMO No. 7903366), formerly Sierra-Leone flagged,*” was 
recorded berthed at Nampo on 8 July 2020 (see figure 12). The Panel requested 
information from Samoa and the current or former owning and/or managing entity 
responsible for the vessel based in Kaohsiung City, Taiwan Province of China (see 
annex 25 for relevant replies); 


Figure 12 
An Ping delivering refined petroleum at Nampo, 8 July 2020 


M/V AN PING Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:07 E 


Petroleum 
delivery line 
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Source: Member State. 


(b) The Heng Rong (IMO No. 7913098)°8 was recorded on 6 August 2020 and 
on 23 August 2020 laden at the Nampo lock gate (see figure 13). It also conducted a 
ship-to-ship transfer on 15 August 2020 in the Yellow Sea; (see annex 25 for relevant 
replies); 
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35 All information in the present report relating to vessel flagging and the listed entities serving as 
the vessels’ registered owners, managers and operators is drawn from the IMO website and IHS 
Markit, unless otherwise stated. 

36 As of December 2020 or January 2021. 

37 The vessel was de-registered from the Sierra Leone flag registry on 2 July 2020, with a reason 
provided for the vessel’s sale and transfer. 

38 The vessel was de-registered from the Sierra Leone flag registry on 7 October 2018. 
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Figure 13 
Heng Rong outside the Nampo lock gate, August 2020 
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Source: Member State 


(c) The Rich United (IMO No. 9129213) was unknown flagged when it was 
recorded delivering refined petroleum to Songnim on 13 June 2020 (see figure 14). 
The Panel requested information from the Cook Islands, Mongolia, Seychelles, China 
and the relevant current or former owning and/or managing entity or entities 
responsible for the vessel based in Singapore (see annex 25 for relevant replies); 


Figure 14 
Rich United delivering refined petroleum at Songnim, 13 June 2020 
M/V RICH UNITED Delivering Refined Petroleum 


Songnim, North Korea 
38:44:21 N 125:36:48 E 





Source: Member State. 


(d) The then Mongolia-flagged Run Da (IMO No. 8511172) was recorded 
berthed at Nampo’s petroleum delivery pier on 1 May 2020 (see figure 15). The Panel 
requested information from Mongolia, the Philippines and the relevant current or 
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former owning and/or managing entity or entities responsible for the vessel based in 
Hong Kong, China. Mongolia deleted the vessel from its registry as of September 
2020 due to “infringement of trading areas and breach of United Nations embargo”. 
Subsequent information provided showed the vessel was sold in April 2020 to a 
company based in Fuzhou, China, without the knowledge of, or a request to 
de-register or re-register with, the flag registry and classification society (see 
annex 25 for relevant replies); 


Figure 15 
Satellite imagery of the Run Da at Nampo port, 1 May 2020 


1 MAY 2020 
Ry 


MI/V RUN DA Delivering Refined Petroleum 
Nampo, North Korea 
38:42:54 N 125:21:59 E 





Source: Member State (map provided by the Panel). 


(e) The Xin Hai (IMO No. 7636638) was unknown flagged during the time 
the vessel delivered refined petroleum to Nampo on 1 September 2020. 
Investigations continue; 


(f) The Xing Ming Yang 888 (IMO No. 8410847) was recorded on 3 June 2020 
at Songnim and on 28 June at Nampo. The vessel, sailing unknown flagged since 
November 2018, was recommended by the Panel for designation for having engaged 
in a ship-to-ship transfer with the Mu Bong 1 (IMO No. 8610461) in 2018.*° The 
vessel was fraudulently transmitting a maritime mobile service identity number 
associated with the United Republic of Tanzania when it was near Luoyuan Bay, 
China (see figure 16). The Panel sought the assistance of China and the United 
Republic of Tanzania (see annex 25 for relevant replies). 
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3° The vessel was flagged under Sierra Leone until November 2019. 
40 See S/2019/171 and S/2019/171/Corr.1, paras. 15-17 and figure VII. 
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Figure 16 
Xing Ming Yang 888 transmitting false identifiers in May 2020 and delivering 
refined petroleum at Songnim port in June 2020 
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M/V XING MING YANG 888 Delivering Refined Petroleum 
Songnim, North Korea 
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Source: Windward, annotated by the Panel (top); Member State (bottom). 


47. The above vessels share a number of common elements. All the vessels recorded 
gaps in automatic identification system transmissions, lasting from several days to 
several months, which coincided with the dates the vessels were in the Democratic 
People’s Republic of Korea. These vessels also recorded unaccounted for gaps in their 
automatic identification system transmissions outside of these dates, indicating other 
possible illicit deliveries. Despite the majority of the vessels no longer registering a 
flag and having no updated ownership information on maritime databases, the vessels 
continued to trade in international waters, obtaining refined petroleum supplies for 


delivery to the Democratic People’s Republic of Korea. 
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48. This aspect of outdated or not updated ownership information has been reported 
by the Panel in its investigations into previous vessels that directly delivered refined 
petroleum to the Democratic People’s Republic of Korea.*! 


Foreign-flagged vessels that continued to deliver refined petroleum to the 
Democratic People’s Republic of Korea 


49. The following (formerly) foreign-flagged vessels continued to deliver refined 
petroleum to the Democratic People’s Republic of Korea between January and 
September 2020 (see annex 21). Most of these vessels have been de-registered by 
their last known ship registries (see annexes 26 and 27): 


(a) Bonvoy 3 (IMO No. 8714085), formerly Sierra Leone-flagged; 
(b) Diamond 8 (IMO No. 9132612),** formerly Sierra Leone-flagged; 
(c) Hokong (IMO No. 9006758), unknown flagged; 

(d) New Konk (IMO No. 9036387), unknown flagged; 

(e) Subblic (IMO No. 8126082), unknown flagged; 

(f) Unica (IMO No. 8514306), unknown flagged; 


(g) Yun Hong 8 (maritime mobile service identity No. 413459380), China- 
flagged. 


50. Anumber of these vessels recommended for designation by the Committee have 
been observed by the Panel on commercial maritime databases within Chinese coastal 
waters.“* A Member State separately provided the Panel additional dates and locations 
of some of these vessels (see annex 28). The Panel also obtained information that 
indicated the continuation of a previously reported* practice of suspect vessels 
moving into Chinese territorial waters, where they cannot be followed by foreign 
monitoring vessels.*° The Panel wrote to China, inter alia, seeking information should 
these vessels be detained at port or in its territorial waters.*’ Regarding the vessels 
listed in annex 28, China replied that it could not investigate their activities based on 
limited information from the Panel, and could only confirm that those vessels had not 
entered Chinese ports. 





41 See S/2020/151. 

” According to the Member State, the Bonvoy 3 referenced as the direct delivery vessel is the 
formerly Sierra Leone-flagged Bonvoy 3 with IMO number 8714085, not IMO number 8978784. 
The Sierra Leone Maritime Administration de-registered the vessel on 12 November 2019. The 
Panel’s expanded research into the Bonvoy 3 with IMO number 8714085, given the lack of 
tracking and other commercial information on the Bonvoy 3 with IMO number 8978784, showed 
sailing routes and network information that lined up to indicate the former as the concerned 
vessel. Investigations continue into both Bonvoy 3s. 

43 The Sierra Leone Maritime Administration confirmed the cancellation of the vessel’s registration 
on 7 August 2020, as it had violated sanctions against the Democratic People’s Republic of 
Korea. 

“4 Coastal waters refer to the 12 nautical mile territorial waters or waters within the 24 nautical 
mile contiguous zone. 

4 See S/2020/151, annex 8. 

4° Two experts are of the view that all information contained in the first three sentences of 
paragraph 50 can be further corroborated. They also believe that relevant Security Council 
resolutions do not grant any Member States the rights to follow and monitor. 

47 See resolution 2397 (2017), para. 9. 
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Democratic People’s Republic of Korea vessels delivering refined petroleum 


51. Formerly foreign-flagged tankers that have transitioned to Democratic People’s 
Republic of Korea tankers*® and designated Democratic People’s Republic of Korea 
tankers continued to deliver refined petroleum at various ports of the Democratic 
People’s Republic of Korea (see annex 29 for details). 


Facilitation of illicit supply of refined petroleum to the Democratic People’s 
Republic of Korea 


52. The Panel continued its investigations into networks that facilitate the illicit 
supply of refined petroleum to the Democratic People’s Republic of Korea through 
vessel- and entity-related linkages. T Energy International Co., Ltd. (T Energy), an 
entity with addresses at Zhongzheng District and at Taoyuan District, *? Taiwan 
Province of China, was involved as consignee of the refined petroleum cargo onboard 
the Viet Tin 01 IMO No. 8508838), which made a port call at Nampo on and around 
26 February 2019.°° (An update from Viet Nam on the vessel is contained in annex 30.) 
The Panel has since opened investigations into additional cases of suspected 
involvement of T Energy in such procurement and/or suspected delivery through 
ship-to-ship transfers with Democratic People’s Republic of Korea tankers. Drawing 
on information and documentation obtained from various Member States, entities and 
individuals, the Panel is investigating the extent to which the company has played a 
role in a network supporting illicit procurement of refined petroleum by the 
Democratic People’s Republic of Korea, including the suspected facilitation and 
brokering of numerous ship-to-ship transfers with Democratic People’s Republic of 
Korea-flagged vessels over the past several years. The Panel has attempted to contact 
T Energy but has yet to receive a response; faxes and emails to the company have 
been returned as undeliverable. 


53. A list of vessels reported by a Member State to have conducted ship-to-ship 
transfers, in association with T Energy, with Democratic People’s Republic of Korea- 
flagged tankers, along with details of the Panel’s investigations, including responses 
obtained, are contained in annex 31 (a) to (d). 


Fishing rights transfer 


54. Based on a media report, the Panel submitted an enquiry to Choe Un Bok, 
Chairperson of the General Association of Koreans in China,>! who purportedly 
appeared to be arranging for the transfer of Democratic People’s Republic of Korea 
fishing rights. The Panel has not received a reply from Ms. Choe or the organization 
(see annex 32 (a)). 


55. The Panel obtained information that Weihai Peninsula Vessel Fuel Co. Ltd.” 
was involved in the planning of a fishing joint venture with an entity of the 
Democratic People’s Republic of Korea (see annex 32 (b)). The Panel has not received 
a reply from the company. 


56. Multiple Member States provided the Panel with information which suggested 
continuation by the Democratic People’s Republic of Korea of fishing rights transfer 
and obfuscation measures taken by fishing vessels (see annexes 32 (c) to (f)). 





48 See S/2020/840 and S/2020/840/Corr.1, para. 26. 

4 Addresses sourced from publicly available information and from a Member State. 
3° See S/2020/840 and S/2020/840/Corr.1, paras. 39-40. 

>! In Chinese: iP RA BRAS. 

* In Chinese: BU7 6 5 AGAAMAS A BRA By. 
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Maritime exports from the Democratic People’s Republic of Korea 


57. The Democratic People’s Republic of Korea continued to export coal, along 
with other banned items, in violation of relevant resolutions (see para. 84 and 
annexes 34, 35, 36, 38 (a), 38 (b) and 39). 


Maritime sanctions evasion methods 


58. Continued exports by the Democratic People’s Republic of Korea have involved 
ongoing exports of coal to the Ningbo-Zhoushan area in China, the reliance on larger 
China-flagged coastal barges that directly export its coal to China and the acquisition 
by the Democratic People’s Republic of Korea of additional vessels. Vessels of the 
Democratic People’s Republic of Korea that exported its coal also loaded 
humanitarian cargo at various Chinese ports, indicating the acceptance at such ports 
of vessels previously engaged in suspected sanctioned activities. 


59. Democratic People’s Republic of Korea vessels also utilized a variety of 
techniques to obfuscate vessel tracking on maritime databases. These included 
manipulating flags, maritime mobile service identity numbers and ship types, such as 
by passing off such vessels as fishing vessels or tugboats. Some of the manipulated 
maritime mobile service identity numbers included those assigned to other legitimate 
vessels, creating inconsistencies when viewing automatic identification system 
tracks. The Panel further observed Democratic People’s Republic of Korea vessels 
using “throwaway” maritime mobile service identity numbers™ that make tracking of 
the same vessels difficult (see also annex 33 on automatic identification system 
obfuscation). 


Coal exports by Democratic People’s Republic of Korea vessels 


60. According to the Member State, the Democratic People’s Republic of Korea 
exported at least 2.5 million tons of coal from January through September 2020 in at 
least 400 shipments to Chinese territorial waters.>> Most of these shipments went to 
China’s Ningbo-Zhoushan area, where Democratic People’s Republic of Korea 
vessels continued to offload coal via ship-to-ship transfers. The Member State also 
observed increased vessel traffic during the course of 2020 around the Zhoushan 
archipelago. 


61. The Panel continued to seek the assistance of China concerning the presence of 
multiple Democratic People’s Republic of Korea vessels in waters off Ningbo- 
Zhoushan, where they continued to gather at a given point. °° Satellite imagery 
recorded over 40 Democratic People’s Republic of Korea vessels and associated 
vessels at Ningbo-Zhoushan on 17 June 2020 (see figure 17; see also annex 34 for 
details of Democratic People’s Republic of Korea vessels exporting coal to the 
Ningbo-Zhoushan area). 





53 See resolution 2397 (2017), para. 9. 

54 The Panel has documented cases of vessels with short-term maritime mobile service identity 
numbers that are only a few months old, along with other invalid identifiers, appearing in 
Ningbo-Zhoushan waters and transmitting again near or in the Democratic People’s Republic of 
Korea, and has shared some of the information with China. 

* Two experts are of the view that this information can be further corroborated. 

56 See S/2020/840 and S/2020/840/Corr.1, para. 46; S/2020/151, para. 69; and S/2019/691, para. 19. 
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Figure 17 


Member State’s graphic representation of Democratic People’s Republic of Korea 


vessels on 17 June 2020 at Ningbo-Zhoushan, China’ 
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Source: Member State. 
Note: Satellite imagery was provided by the Member State for each of the vessels featured above. 


62. The Panel sought information from China on all the above-mentioned vessels, 
including those shown in figure 17, with regard to their reported coal cargo, ship -to- 
ship transfers conducted with these vessels in Chinese waters and identifiers of the 
receiving vessels and of their ownership. China replied that “for the ten DPRK 
vessels, namely ‘Asia Honor’, ‘Myong Sin’, ‘Paek Hak San’, ‘Kum San Pho 3’, 
‘Flourishing’, ‘Sam Jin 8’, ‘Jang Jin Gang’, ‘Su Song’, ‘Enterprise’ and ‘Xing Ming 
Yang 888’, there is no record of these vessels entering or leaving Chinese ports”. It 
noted that “China is not the flag State of the above vessels, and has no further detailed 
information”. 


Export of Democratic People’s Republic of Korea coal and import of 
humanitarian cargo 


63. The Panel continued its investigation into ongoing violation of sanctions by the 
Tae P(h)yong (IMO No. 9018751; formerly known as Great Wenshan) in Chinese 
waters.*® The Panel tracked the vessel’s sailing route, which included its presence in 
the Democratic People’s Republic of Korea on 8 June 2020 and its return on 12 June 
for a few days to the Ningbo-Zhoushan area, where it had previously been in May, 
followed by a port call at Longkou, China, before returning to Nampo by 1 July 2020. 





57 Two experts are of the view that this information can be further corroborated. 
58 See S/2020/840 and S/2020/840/Corr.1, paras. 52-56. 
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Figure 18 (a) 


Satellite imagery subsequently obtained from a Member State provided information 
on the vessel’s cargo, which involved coal loaded at Nampo exported to waters in 
Ningbo-Zhoushan and humanitarian aid cargo imported at Longkou for the return trip 
to Nampo. The Jae Pyong was back in Ningbo-Zhoushan by mid-August before 
returning to Nampo the same month (see figures 18 (a) and 18 (b)). The Zae Pyong’s 
activity of exporting coal originating in the Democratic People’s Republic of Korea 
on multiple separate occasions, and in the above case proceeding to port to pick up 
humanitarian cargo, make it liable to relevant sanctions provisions.” 


64. At least 11 other Democratic People’s Republic of Korea-flagged vessels have 
conducted similar voyages exporting coal and importing humanitarian cargo on the 
same voyage, according to the same Member State. In response to the Panel’s letters 
of enquiry concerning the Zae Pyong’s activities, its cargo and information on its last 
known Chinese ownership, as well as information on other Democratic People’s 
Republic of Korea vessels possibly conducting similar voyages, China replied that 
the “DPRK-flagged vessel ‘Tae Pyong’ did not make [a] port call to Zhoushan port in 
2020”. 


The Tae Pyong in Ningbo-Zhoushan waters, June and August 2020 
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5° See resolution 2375 (2017), para. 11, and resolution 2397 (2017), para. 9. 
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Figure 18 (b) 


The Tae Pyong exporting coal and importing humanitarian cargo on a round-trip voyage 
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Source: Member State. 


Cargo vessels delivering coal originating in the Democratic People’s Republic 
of Korea 


65. Larger China-flagged cargo vessels conducted ship-to-ship transfers with 
Democratic People’s Republic of Korea vessels in the Ningbo-Zhoushan area and 
subsequently delivered coal originating in the Democratic People’s Republic of Korea 
at various Chinese ports/port waters, according to a Member State. The larger 
capacity of such vessels allows more cargo to be transported per voyage compared 
with the previously observed smaller lighters that were utilized in such transfers. It 
also allows for the further delivery of the coal cargo from the ship-to-ship transfer 
location. Examples included the Shun Jin Bao (maritime mobile service identity 
No. 413704010) delivering coal to Bayuquan (see figure 19), the Huade16 (maritime 
mobile service identity No. 413249920) delivering coal to Guangzhou and the 
Xinjinyue (maritime mobile service identity No. 412501560) delivering coal to 
Caofeidian. Details, including additional imagery, are contained in annex 35. The 
Panel sought information on the said cargo vessels, inter alia, concerning the ship-to- 
ship transfers conducted with Democratic People’s Republic of Korea vessels and on 
the origin and destination of the offloaded coal cargo. 





6 See also S/2020/151, para. 72. 
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66. 


China replied that the above-mentioned vessels “sailed between Chinese 


domestic ports during the time frame mentioned in the Panel’s letters, and performed 
regular reporting and approval procedures. The Chinese Customs strictly examined 
the certificate of origins of their cargo, and no evidence of any activities violating the 
resolutions was found. After further examining the logbook of these vessels, the 
possibility of making port calls to DPRK ports during domestic voyages was also 
excluded. If the Panel has additional evidence, China hopes that the Panel could 
provide it.” 


Figure 19 
Shun Jin Bao delivering coal originating in the Democratic People’s Republic 
of Korea in Bayuquan, China 


0 On 10 August at 08:16 UTC, offioaded coal on 18 August. At 07:17 UTC, the vessel updated 
SHUN JIN BAO updated its # (4) its draught status in AIS to indicate it offloaded cargo. 
destination in AIS to"Zhou Shan” Beijing Bayuquan 
and changed its draught status to 
indicate it was empty. 





China-flagged M/V SHUN JIN BAO (IMO: Not Reported, MMSI: 413704010) Loaded North 


Korea-Origin Coal Near Ningbo-Zhoushan Area, China for Offload in Bayuquan, China 
AUGUST 2020 


















Os 17 August, SHUN JIN BAO arrived at Bayuquan Port and 














(2) From 10 through 12 August, SHUN JIN BAO anchored at Fai 











vanous locations within Zhoushan Port's Maji Shan Vessel Traffic 

Senice (VTS) area, in close proximity to multiple North Korean 

coal vessels. SHUN JIN BAO was observed on 12 August 

partially loaded with North Korea-origin coal after conducting STS 

transfers with M/V HORIZON STAR and M/V LUCKY STAR. On 

12 August at 21:34 UTC, SHUN JIN BAO updated its draught in 

AIS to indicate it loaded cargo and then departed the area. CHINA 





—> Vessel track per AIS 


Maji Shan (Znoushan) Vesse! 








3) 1) Traffic Service area 
‘On 14 August at 13:54 UTC, 

SHUN JIN BAO updated its ae. 

destination in AIS to"BQY," in Shanghai” yt 









reference to Bayuquan Port, China. 








L2) Ningbo-Znoushan Area 


Source: Member State. 


Coastal barges delivering coal originating in the Democratic People’s Republic 
of Korea and other items 


Coal originating in the Democratic People’s Republic of Korea 


67. 


China-flagged coastal barges were observed by a Member State operating in 


considerable numbers in the Democratic People’s Republic of Korea in late May 
2020, with 52 barges observed on the Taedong River or at anchorage just outside the 
Nampo lock gate. Figure 20 illustrates some of the coastal barges outside the Nampo 
lock gate in June 2020. China-flagged coastal barges®! made at least 155 shipments, 





6! These barges are the same type of self-propelled barges featured in the Panel’s report of March 


2020 (S/2020/151) that delivered banned commodities to China. 
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exporting approximately 1.63 million tons of coal from the Democratic People’s 
Republic of Korea to China, according to the same Member State. &° 


Figure 20 
Cluster of China-flagged coastal barges, Nampo lock gate, June 2020 
(main cluster 38°42' 42" N 124°59' 04" E) 


[ same one | Chan flogged Canatsl Ranges af Anchor 
Near Narmpo Lock Gate, North Korea 
BE 4D4IN 12 HOE 

















Source: Member State (top photo); Planet Labs Inc. (remaining photos). 1 June 
2020, 02.08 UTC; 5 July 2020, 01.40.35 UTC; 22 July 2020, 02.36 UTC 
(Planet Labs north-oriented images). Annotation by the Panel. 





© Two experts are of the view that this information can be further corroborated. 

63 The Panel shared a list of 65 China-flagged coastal barges assessed by the Member State to have 
conducted probable coal export from the Democratic People’s Republic of Korea during the 
period between May and September 2020. 
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68. As with the Panel’s past reporting on self-propelled barges of Chinese origin 
that loaded coal in the Democratic People’s Republic of Korea and delivered to ports 
in China,“ such barges do not always transmit automatic identification system signals 
nor do they appear to have IMO numbers, indicating that they were essentially meant 
for coastal trade. The Panel observed the Chenggong 66 (maritime mobile service 
identity No. 413663365) transmitting as a cargo vessel departing Nantong, China, in 
June 2020. The vessel appeared to have sailed on at least one occasion to Nampo 
before returning to Chinese waters, following a similar route to that used by self- 
propelled barges in 2019. The Panel wrote to China seeking information on the 
vessel’s type, origin and cargo. The Panel subsequently obtained satellite imagery 
from a Member State of the Chenggong 66 (see figure 21), as well as other identified 
China-flagged coastal barges transporting coal from the Democratic People’s 
Republic of Korea to China. China replied that there was no valid information found 
based on the provided maritime mobile service identity numbers for the list of 65 
Chinese-flagged barges mentioned (see annex 36 for details). 


Figure 21 
Voyage route of the Chenggong 66, June and July 2020 


CHENGGONG66 
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China-flagged Coastal Barge CHENGGONG66 (MMSI: 413663365) Delivered North Korean- 
Origin Coalto China 
"RINE -ARY 2800 
































Source: Windward (top), annotated by the Panel; Member State (bottom). 





4 See S/2020/151, paras. 59-66. 
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Equipment and items 


69. According to the Member State, China-flagged coastal barges also exported to 
the Democratic People’s Republic of Korea vehicles, heavy machinery and 
equipment, the supply, sale and transfer of which are prohibited under paragraph 7 of 
resolution 2397 (2017). Seven such barges were captured on satellite imagery 
between May and July 2020 in the Nampo port area (see annex 37). One of the barges, 
the Cheng Hong 28/Changhong28 (maritime mobile service identity No. 413180911), 
which likely unloaded petroleum, oil and lubricant tanker railcars onto a pier at 
Nampo in May 2020, also loaded coal originating in the Democratic People’s 
Republic of Korea at Nampo in June, and arrived with its cargo by 21 July 2020 near 
Yangjiaogou, China. The Panel sought the assistance of China in obtaining 
information on the activities of these barges and the results of any investigations 
conducted into these vessels (see figure 22). China replied that it “attaches great 
importance to smuggling activities through ship-to-ship transfers involving the 
DPRK, and relevant Chinese authorities have made great efforts in this regard. China 
has repeatedly and openly reaffirmed its solemn position against smuggling activities 
through ship-to-ship transfers and its determination to combat these activities in 
accordance with law. This in itself is a deterrence to relevant activities.” 


Figure 22 
Export by the Cheng Hong 28 of prohibited tanker railcars and import of prohibited coal 


x a ee eee 
Chine-flagges MV CHENG HONG 26 Officading Tanker Rallcars 
Nampo 




















| China-flagged Coastal Barge CHENG HONG 28 (MMSI: 413180911) Delivered North Korea- 


Port, North Kore: 
38:43:29 N 125:24.25E Origin Coalto Yangjiaogou, China 
JUNE JULY 2029 











= 
—> Vessel track per AIS 





Source: Member State. 


Illicit vessel acquisitions in 2019 and 2020 


70. The Panel reported the Su Ri Bong (aka Fu Xing 12/Pu Zhou) (IMO No. 8605727), 
Tae P(h)vong (IMO No. 9018751) and Sam Jin 8 IMO No. 8810578) as cargo vessels 
flagged by the Democratic People’s Republic of Korea in 2019 and early 2020.° A 
Member State assessed that the Democratic People’s Republic of Korea had 
additionally acquired several vessels,” although these have not been confirmed to be 
officially flagged® under its fleet. Examples included the then Togo-flagged Enterprise 





6 See S/2020/151 and S/2020/840. 
66 Other likely illicitly acquired vessels continue to be investigated by the Panel. 
7 Recorded with IMO. 
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(IMO No. 9153331), the formerly China-flagged Ming Zhou 6 (IMO No. 8602763) and 
the previously reported unknown-flagged Ri Hong (IMO No. 9162318).® 


71. The Panel’s investigations indicate that the above vessels, whose last registered 
owners were listed in China, were also last recorded on commercial maritime 
databases near Chinese ports before automatic identification system transmissions 
were dropped. The vessels next appeared either in the Democratic People’s Republic 
of Korea (Enterprise, Ming Zhou 6, Tae Pyong and Su Ri Bong) or in Ningbo- 
Zhoushan waters in the vicinity of other Democratic People’s Republic of Korea 
vessels (Ri Hong and Sam Jin 8). All these vessels conducted several exports of coal 
originating in the Democratic People’s Republic of Korea in Chinese waters based on 
satellite imagery and/or automatic identification system transmissions. 


72. According to a Member State, the Ming Zhou 6 was acquired by a joint venture 
between China and the Democratic People’s Republic of Korea that had been set up to 
transfer the vessel to the latter country. Like the former Fu Xing 12 (IMO No. 8605727), 
the Ming Zhou 6 was reported as having been sold by a Chinese company for demolition 
in May 2019.” China replied: “In May and June 2019, the registration of ownership 
and nationality certificate[s] of ‘Ming Zhou 6’ and ‘Fu Xing 12’ were cancelled, 
respectively. Since then, there has been no record of these vessels entering or leaving 
Chinese ports.” The Panel continues to investigate the Ming Zhou 6 through its 
suspected joint venture ownership. Details on the Enterprise and updates on the 
Ri Hong are contained in annex 38 (a) and (b). 


Supply chain networks 


73. The Panel continues its investigations into the individuals and entities 
facilitating the export of coal originating in the Democratic People’s Republic of 
Korea. Documentation obtained by the Panel showed 17,415 tons of anthracite coal 
was loaded onboard the Glory Taizhou (IMO No. 9641015)” at Nakhodka, Russian 
Federation, on 12 August 2017 and delivered to Changxingdao, China, in September 
2017. K.W.B Resources Limited,” which is incorporated in the British Virgin Islands 
and whose director was a Yantai-based individual, Wang Jianbo, was involved in the 
initial transportation of the coal from Nampo to Nakhodka using the then Palau- 
flagged Jian Fu (IMO No. 8306890), as well as the subsequent delivery to 
Changxingdao (see figure 23). China replied that the Glory Taizhou had declared to 
customs in Dalian that the origin of the coal was the Russian Federation and requested 
evidence that the coal had originated from the Democratic People’s Republic of 
Korea. The Russian Federation has yet to reply. 





68 Sierra Leone flagged the vessel in April and de-registered the vessel on 17 November 2020, 


following the expiration of the provisional certificate of registration. 


6 Mainland China and Hong Kong business addresses were listed. 
7 http://nbmc.com.cn/download.jsp?id=832. 
” Panama provided information consistent with the voyage route of the Glory Taizhou that the 


Panel identified. 





In Chinese: DLA A VEA BR A al. 
3 Palau provided information on the Jian Fu (now broken up), with an automatic identification 








system gap consistent with the identified investigative period. 
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Figure 23 
Documents showing the trans-shipment of coal originating in the Democratic 
People’s Republic of Korea at Nakhodka 


COMMERCIAL INVOICE 























Source: Member State. 


74. Other Chinese entities, XinXin Green Work Research & Development Co. Ltd. 
and Taizhou Yifeng Transportation Co. Ltd., were also involved in the illicit 
procurement of coal originating in the Democratic People’s Republic of Korea, based 
on information from a Member State. Details are contained in annex 39. 


Omission in petroleum transfer notification 


75. The Panel enquired of the Russian Federation about the possible omission of 
617.742 tons from the notifications to the Committee regarding the transfer of 
petroleum products to the Democratic People’s Republic of Korea between 2018 and 
2019, based on a record of transfers the Panel obtained.” 

Recommendations 


To the Committee 


76. The Panel recommends the designation of the following vessels for violation 
of paragraph 5 of Security Council resolution 2397 (2017): 


— An Ping IMO No. 7903366), formerly Sierra Leone-flagged 
— Heng Rong (IMO No. 7913098), unknown-flagged 

— Rich United (IMO No. 9129213), unknown-flagged 

— Run Da IMO No. 8511172), formerly Mongolia-flagged 





14 


The data made available to the Panel contained records on transfers of approximately 32,982.625 
tons of petroleum during 2018 and 2019 by 10 companies of the Russian Federation. This is 52.5 per 
cent of the amount of petroleum transferred to the Democratic People’s Republic of Korea between 
2018 and 2019 (62,709.116 tons) of which the Committee was officially notified. The Panel 
confirmed that the two data sets clearly matched most of the cases. The Panel also notes that the 
Korea Ungum (Yngum) Corporation, a front company of the designated Foreign Trade Bank 
according to a Member State, was importing petroleum products during this period. See para. 141 for 
other activities of Ungum. 
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77. The Panel recommends the designation of the following vessel for violation 
of paragraph 5 of resolution 2397 (2017), and reiterates its recommendation for 
designation of the vessel for violation of paragraph 11 of resolution 2375 (2017): 


— Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged 


78. The Panel continues to recommend the following vessels for designation in 
further violation of paragraph 5 of resolution 2397 (2017): 


— Diamond 8 (IMO No. 9132612), formerly Sierra Leone-flagged 

— Hokong (IMO No. 9006758), unknown-flagged 

— New Konk (IMO No. 9036387), unknown-flagged 

— Subblic IMO No. 8126082), unknown-flagged 

— Unica (IMO No. 8514306), unknown-flagged 

— Yun Hong 8 (maritime mobile service identity No. 413459380), China-flagged 


79. The Panel recommends the designation of the following vessels for violation 
of paragraph 11 of resolution 2375 (2017): 


— Enterprise (IMO No. 9153331), formerly Togo-flagged 
— Ri Hong (aka Klausen) (IMO No. 9162318), formerly Sierra-Leone flagged 


— Tae P(h)yong IMO No. 9018751), Democratic People’s Republic of Korea- 
flagged 


To Member States, on best practices with regard to the activities of the 
Democratic People’s Republic of Korea 


On due diligence measures related to the evasion of sanctions 


80. The Panel recommends that Member States continue to foster industry- 
wide awareness of the challenges posed, including new tactics in sanctions 
evasion by culpable individuals, and relevant steps to mitigate these risks. This 
can be disseminated in the form of industry-wide advisories and circulars. 


On due diligence measures related to ship-to-ship transfers 


81. The Panel recommends that parties engaged in ship-to-ship transfers of 
refined petroleum in areas where such illicit transfers are known to occur 
authorize the ship captain or an assigned crew member to send an email to the 
relevant flag registry providing notification of the event, ship identifiers (name 
and IMO and maritime mobile service identity numbers) of the vessel involved, 
the material and volume of the transfer, the date and time of the start and stop 
of the transfer and the location of the transfer. 


82. The Panel recommends that relevant counterparties in the maritime supply 
chain consider implementing controls that allow for proper verification -of-origin 
checks for ships that conduct ship-to-ship transfers, particularly in areas where 
illicit transfers are known to occur. Such steps could include requirements for 
complete, accurate shipping documentation, including bills of lading that identify 
the origin and destination of cargo and copies of export licences, where applicable. 


83. The Panel recommends that Member States exercise vigilance to identify 
and prevent the illicit operation of vessels obtaining Democratic People’s 
Republic of Korea fishing permits, which may use various method to obfuscate 
their activities and identities. 
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Trade statistics of the Democratic People’s Republic of Korea 


84. Recorded foreign trade of the Democratic People’s Republic of Korea 
plummeted in 2020 due to the border closure measures taken to prevent COVID-19. 
During the first nine months of 2020, the country’s total exports reached only about 
9.2 per cent of the total exports in 2019 (see table). 


Table 

Recorded trade of the Democratic People’s Republic of Korea, 2019 and 2020 
(January-September) 

(Thousands of United States dollars) 








2019 2020 (Jan.—Sep.) 

Export 447 351 41 115 
Import 2 725 394 310 452 
Trade balance (2 354 508) (269 337) 


Source: International Trade Centre Trade Map (accessed 15 December 2020). 


85. The Panel continued to analyse trade data of the Democratic People’s Republic of 
Korea from published trade statistics to investigate trade conducted in violation of 


relevant resolutions. ’° Border closure measures notwithstanding, statistics indicate 
many instances of the Democratic People’s Republic of Korea trading items such as 
machinery, electrical equipment and iron, in violation of relevant resolutions, in 2020.77 


86. The Democratic People’s Republic of Korea also traded prohibited items which 
did not appear in international or national trade statistics databases.’* According to a 
Member State, the Democratic People’s Republic of Korea exported at least 4.1 million 
tons of coal and possibly other prohibited minerals to China between January and 
September 2020 (see annexes 34, 35, 36, 38 (a) and (b) and 39) and also imported 
prohibited items such as machinery using barges that originated in China in 2020 (see 
para. 69 and annex 37).” These trades did not appear in trade statistics databases. 


Possible online trade of prohibited goods 


87. The Panel investigated activities of a Chinese company, Dandong China-DPRK 
Information Co., Ltd.*° for its continued operation of an e-commerce platform 
(www.hcein.com). The company website (see figure 24) states its mission as the 
facilitation of trade and investment between China and the Democratic People’s 
Republic of Korea, and includes prohibited goods such as machinery, electrical 
equipment and vessels as items it deals with.*! The company has yet to respond to the 





” These figures are based on the International Trade Centre Trade Map, which reflects customs 
data reported by Member States. 

7 See annex 40 for the full list of Harmonized System codes the Panel uses to monitor 
implementation of the sectoral ban. That annex supersedes annex 4 of S/2018/171 and 
S/2018/171/Corr.1. 

77 See annex 41 for the Panel’s detailed methodology and full details regarding the Panel’s enquiries 
and responses from Member States. The Panel notes that not all responses from Member States 
contained adequate information for the Panel to conclude that the recorded trade was not 
conducted with the Democratic People’s Republic of Korea. 

78 For the cases mentioned in the present paragraph, the Panel checked the ITC Trade Map and the 
General Administration of Customs of the People’s Republic of China websites. 

”™ Two experts are of the view that this information can be further corroborated. 

80 In Chinese: Ft 28 4P 4H fa EVA IR a 

8! The website was still active as at 5 January 2021. Prohibited items are shown in red boxes. 
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Panel’s request for information on its clients, the operation of the website and any 
business deals such as trade and investment generated from its activities. 


Investigations continue. 


Figure 24 


Website of Dandong China-DPRK Information Co., Ltd. 


ails #0. aR ee 
mh R WB & 


www.hcein.com 





a Ro RSME HHSA | EHS SHR | Ate | HOFS | SHRM SHLS | SARS | MFER | SHES | THO MMB  TRAA 





O NASA SOIRF “ER 
RIGHLRARREGSTR + BAM ORMATA 
+ ee RE + HL RY aR IL 
ORK A RAE + SEMA MRE MH ST 
*ORLERRARE TUS + SHARRETRHAB 
+ es OL A + ME th Dae 


AAR SRVUMHRRAGKATKARK. HAAARART: 


oO R#RRB Orne Qone [aw] 





au Wk Sr am “= ah tk 28 





9 SHAR ar eth 
9 GR. 22h 


9 SHaG, Cart kaw 
? SF0Rr4n leon 





? GHAR SRA 


ss ae Re ar mx Mth 


suen. “aie diate 


fe ih ot LH a ol 
me | Am | RR anne | xen wme | RRMA 


Be | RK | RK [258 eee 








> ame ty Bir ah 
ERNE | RR | HMR BR KK ke FR | EK 
AH ME AR | SM MAB |) AAR aams 


; a ah 
sR | RAB | HR aR Bu [xxvars ] 
SAS4 | BAAR 48 | saz 





>a1a8 
Sie | SRS | Sie 
BAB | GAH | MISH 
> ARKH 
Sham | HARE 
RHR 
-aney > Sen 
ARS | RR | REM Mee | ATs | Wt 
an $s REK® | ee TENE] 
> GMRER 4 th 
ema aa) peex aM | HMM | Ht 
tev aR 2G 
ES aia ih 
AtAR | BRE £2 | $R2 | ay 


Source: www.hcein.com, annotated by the Panel. 


Implementation of ban on imports and exports 
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88. The Panel sought information from customs authorities of 35 Member States on 
the status of implementation of obligations under relevant resolutions between 2018 
and 2020. This included the obligations to inspect all cargos to and from the 
Democratic People’s Republic of Korea and to seize and dispose of them when 
prohibited items were found, pursuant to paragraph 18 of resolution 2270 (2016) and 


paragraph 20 of resolution 2397 (2017). 


89. The Panel found that Member States observed implementation of the 
prohibitions.*? However, Member States occasionally faced the challenge of having 





82 One Member State provided information on 12 cases of export entries mentioning the 
Democratic People’s Republic of Korea as the country of destination that had subsequently been 


withdrawn, with the goods returned. 
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IV. 


to determine whether certain items were prohibited from transfer to and/or from the 
Democratic People’s Republic of Korea. There was a case of rejection of customs 
clearance without sufficient grounds, involving the seizure of medicine exported to 
the Democratic People’s Republic of Korea, which is not prohibited. At the same time, 
a Member State exposed inaccurate understanding of relevant resolutions by 
maintaining that its imports from the Democratic People’s Republic of Korea were 
permissible because the items “did not turn out to be chemical, nuclear or biological 
material, as included in ... resolution 2270”. 


Embargoes, designated entities and individuals, and 
overseas workers 


Embargoes 
Cambodia 


90. The Panel noted that the documentary film The Mole: Undercover in North 
Korea, released in October 2020, suggests that international arms dealers from the 
Democratic People’s Republic of Korea and nationals of a European country 
discussed a quotation for weapons and how to complete the arms sales contract during 
meetings in Phnom Penh in 2017. The documentary suggests that the arms sales were 
never realized. In response to the Panel’s enquiry, Cambodia replied that: 


The documentary aims to attack North Korea .... Cambodia did not identify any 
signs related to the arms trade in Cambodia ... the documentary video does not 
have clear basis and evidence that corroborate the arms trade since the 
production of this documentary is imaginative, fictional and appealing to the 
audience to earn money or for other purposes. (See annex 43; see also para. 151 
and annex 88). 


For a case concerning Uganda in relation to the documentary, see annex 88. 


Nigeria 


91. The Panel continued to investigate the foiling of an arms-smuggling plot by a 
national of the Democratic People’s Republic of Korea in Czechia, another State 
member of the European Union and Nigeria. ** According to a Member State, a 
national of the Democratic People’s Republic of Korea, Hong Yong Su, was in Nigeria 
in January 2020. The Member State assumed Mr. Hong to be, or to have been 
previously, a member of Democratic People’s Republic of Korea military intelligence 
and of the Reconnaissance General Bureau (KPe.031). The Member State also 
suspects Mr. Hong of acting on behalf of Haekumgang Trading Co., which is assessed 
to be a procurement arm of the armed forces of the Democratic People’s Republic of 
Korea to be active in Africa, as well as on behalf of the Korea Hyoksin Trading 
Corporation (KPe.006). Nigeria replied that “the Nigeria Immigration Service (NIS) 
has no record of Mr. Hong Yong Su in its database and that investigations have 
revealed that the Haekungaan Trading Corporation is neither domiciled nor 
operational in Nigeria” (see annex 44). 


Russian Federation and Hungary 


92. According to a Kommersant article of 8 August 2020, the Federal Security 
Service of the Russian Federation successfully prevented the smuggling of military 
equipment by Vladimir Lyubishin in August 2016. Konstantin Moskal, his assistant 
Denis Fedosov and Mr. Lyubishin planned to smuggle to the Democratic People’s 





83 See S/2020/840 and S/2020/840/Corr.1, paras. 74-77. 
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Republic of Korea five heading/vertical stabilizers designed to work as part of 
vertical, pitch and heading information systems of the main and reserve channels of 
combat aircraft navigation systems, along with other military aircraft accessories. 
Mr. Lyubishin and his son, who were detained in Hungary at the request of the United 
States of America in November 2016, were extradited to the Russian Federation in 
August 2018. Russian courts sentenced Mr. Lyubishin to one year and five months in 
prison, and Mr. Moskal to three years and six months, with a fine of 500,000 roubles. 
In response to the Panel’s enquiry, the Russian Federation replied as follows (see 
annex 45): 


In September 2016, Mr. Pak Zen Un, a representative of Sonkwang, the North 
Korean foreign trade company, illegally purchased a batch of spare parts for 
MIG-29 aircraft from citizens of the Russian Federation, Vladimir 
Vyacheslavovich Lyubishin and Konstantin Viktorovich Moskal, with the intent 
of smuggling them to North Korea with Mr. Lyubishin’s assistance ... In June 
2017, the Investigative Department of the Federal Security Service of the 
Russian Federation initiated criminal proceedings against the elder 
Mr. Lyubishin for planning to smuggle military equipment to the Democratic 
People’s Republic of Korea ... Mr. Lyubishin pleaded guilty and provided 
testimony incriminating Mr. Pak Zen Un in the organization of the illegal 
shipment of Russian-made military equipment abroad. 


Hungary also replied to the Panel’s enquiry (see annex 46). 


Somalia 


93. According to the final report of the Panel of Experts on Somalia dated 
28 September 2020 (S/2020/949), four 60 mm mortar rounds were fired by 
Al-Shabaab on 17 February 2020 in the direction of the United Nations compound 
within Aden Adde International Airport. Based on an analysis of the tail fins, the Panel 
noted that the mortars had been produced by multiple manufacturers. The Panel 
further noted one had characteristics consistent with a 60 mm HE type 63 mortar 
round manufactured in the Democratic People’s Republic of Korea. The Panel 
continues to request further clarifications from Somalia and has yet to receive a reply. 


Bolivarian Republic of Venezuela 


94. The Panel of Experts established pursuant to resolution 1874 (2009) continued 
to investigate possible military and technological cooperation between the Bolivarian 
Republic of Venezuela and the Democratic People’s Republic of Korea. According to 
a media report, the President of the National Constituent Assembly of the Bolivarian 
Republic of Venezuela signed a series of agreements pledging military and 
technological cooperation during a visit to the Democratic People’s Republic of Korea 
in September 2019.* In response to the Panel’s enquiry, the Bolivarian Republic of 
Venezuela replied that: 


[The Bolivarian Republic of Venezuela] expresses its serious concern at the 
decision of the Panel to initiate an official investigation on the basis of 
information from ‘a media report’; namely, one single source ... particularly 
taking into account the fact that there is no single agreement between [the 
Bolivarian Republic of Venezuela] and the Democratic People’s Republic of 
Korea on military and technological cooperation (see annex 47). 


The Panel continues to request further clarifications from the Bolivarian Republic of 
Venezuela but has not yet received a reply. 





84 See S/2020/151, para. 112. 
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Yemen 


95. The Panel continued its investigation into two cases concerning Yemen. The 
first case concerns a Yemeni cooperation project with the defence industry of the 
Democratic People’s Republic of Korea. The second case concerns a project deal for 
the supply of military equipment from the Democratic People’s Republic of Korea.® 
For the first case, Yemen replied that: 


[T]he so-called Zakaria Yahya Al-Sham1i ... is an affiliate of the Houthi militia 
and does not represent the Government of Yemen in any capacity, therefore, his 
actions and attempts to establish military cooperation with the Democratic 
People’s Republic of Korea (DPRK) are a clear violation of Security Council 
resolutions [on] DPRK. 


For the second case, Yemen replied that: 


The Houthi militia embassy in Damascus and the so-called Al-Qanis do not 
represent the Government of the Republic of Yemen. Further, the actions of 
Al-Qanis, including the signing of a protocol with a Syrian arms dealer called 
‘Hussein Al-Ali’ in order to import military equipment into Yemen, are in clear 
violation of the Security Council resolutions [on] DPRK (see annex 48). 


96. The Panel continued its investigations into several previously reported cases 
related to the Democratic Republic of the Congo, Eritrea and Myanmar (see annex 49). 


Cash and gold smuggling 


97. Concerning the Iranian individuals suspected of involvement in the smuggling 
of gold and cash by the Democratic People’s Republic of Korea, * the United Arab 
Emirates stated in 2020 that those individuals were residing in Dubai, United Arab 
Emirates. A Member State stated that the nationals of the Democratic People’s 
Republic of Korea involved in the smuggling often travelled using Emirates Airlines. 
The Panel has been requesting information from the airline but has yet to receive a 
substantive response (see annex 51). 


Textiles and artwork 


98. The Panel investigated possible violation of the embargo and asset freeze 
requirements of relevant resolutions. Travel agencies were advertising visits to the 
Mansudae Art Studio and prohibited products. Transfers of the Mansudae Art Studio’s 
artwork for exhibitions were reported. The Paekho Art Studio was involved in the 
construction of statues overseas (see annex 52). 


Textiles 


99. Chugai Travel Co. Ltd. *’ advertised Korean dress for foreign tourists in 
Pyongyang. Chugai stated itself to be the Japanese general agency of Air Koryo®® and 
the Korean International Travel Company. The Panel has yet to receive a substantive 
response from Chugai (see annex 53). 


Artworks and an artist working overseas 


100. Young Pioneer Tours advertised visits to the Mansudae Art Studio. On its 
website, it had previously stated that tourists could visit the studio, purchase artworks 





85 Tbid., para. 113. 

86 §$/2020/840 and S/2020/840/Corr.1, para. 78 and annex 30. 
87 Japanese name: PAR E{T FE. 
88 See S/2017/150, paras. 148-151. 
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and ship them overseas. Young Pioneer Tours replied to the Panel that the content 
uploaded in 2020 had been “overlooked by management” and that it had arranged 
visits via the Korean International Travel Company (see para. 99).* It also noted that 
although about 40 visits had been arranged between 2017 and January 2020, it was 
not aware of any artwork purchases (see annex 54). 


101. On its website, Koryo Studio is selling artworks it commissioned to artists in 
the Democratic People’s Republic of Korea, along with the artworks of a Mansudae 
artist. To the Panel, Koryo Studio replied that the oil paintings sold on the website 
had been painted before 2009. It also stated that it “worked with the animation artist 
who is living in PR China (an employee of one of animation studios in Pyongyang 
[with] absolutely no connection with Mansudae Art Studio)”. The Panel requested 
further details concerning this national of the Democratic People’s Republic of Korea 
earning income overseas (see annex 55). 


Mansudae Art Studio artworks 


102. It is reported that in the Republic of Korea, in 2019 and 2020, several artworks 
of artists affiliated with the Mansudae Art Studio were displayed at art exhibitions 
arranged by the Institute for Unification Education, a subsidiary organ of the Ministry 
of Unification, and the K Mecenat Network.°® The Panel received replies to its 
enquiries (see annex 56). 


103. Itis reported that artwork of Kim Cheong Hee, director of the handcraft division 
of the Mansudae Art Studio, was displayed at an exhibition held at the National 
Assembly of the Republic of Korea in 2019, co-hosted by the Culture, Sports and 
Tourism Committee of the National Assembly, the One Korea Global Campaign 
organizing committee®! and the Korean Fine Arts Association.°? Kim’s work was 
reported to have also been displayed in the Republic of Korea in 2018, at an exhibition 
co-hosted by organizations that included the Korean Fine Arts Association and the 
One Korea Global Campaign organizing committee. The Association’s response is 
contained in annex 56. 


Statues 


104. Congo Aconde SARL was involved in projects to build several statues in the 
Provinces of Lualaba and Haut-Lomami, Democratic Republic of the Congo, from 2018 
to at least late 2019. Based on the information seen by the panel, the Panel considers 
Congo Aconde SARL to be a front company for the State-run Korea Paekho Trading 
Corporation, which exports artwork, including statues created by the Paekho Art Studio 
(see paras. 133, 147 and 149 and annex 57). 


Recommendations 


105. The Panel recommends that Member States should exercise vigilance in the 
inspection of cargo, including the luggage of individuals traveling to or from the 
Democratic People’s Republic of Korea, as required in accordance with paragraph 13 
of resolution 2321 (2016) and paragraph 18 of resolution 2270 (2016). 


106. The Panel recommends that Member States exercise vigilance concerning 
the transfer of artworks of the designated entities to comply with the asset freeze 
requirements of relevant resolutions. 





8° The phone number provided in the reply was +850-218-111, ext. 8375. 
° In Korean: K-F AU UE a. 

°! In Korean: 2A) SH Bye] 44929. 

° In Korean: $b=;¥] a @ 3], 
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107. The Panel recommends designation of the Korea Paekho Trading 
Corporation and the Paekho Art Studio. 


Drones 


108. The Panel investigated the transfer of drones®* to the Democratic People’s 
Republic of Korea, which were observed during the military parade conducted in 
Pyongyang on 10 October 2020, as a violation of resolution 2397 (2017). The drones 
were identified as Mavic 2 Pro type, manufactured by SZ DJI Technology Co. Ltd.” 
in 2018 or later. The company has yet to respond to the Panel’s enquiry. 


Figure 25 
Mavic 2 Pro drones observed during the 10 October 2020 military parade 





Source: Rodong Sinmun and YouTube, annotated by the Panel. 


Misuse of embassy properties 
Romania 


109. The Panel requested an update and additional information from Romania about 
the lease of the embassy property of the Democratic People’s Republic of Korea to 
IMA Partners SRL.*° Romania replied that one of the two buildings located at 
28-36 Soseaua Nordului, Ist District, Bucharest, within the perimeter of the Embassy 
of the Democratic People’s Republic of Korea, is still used by IMA Partners SRL, 
although the lease contract stated that the lease agreement between the two mentioned 
entities had been terminated as at 10 November 2017. At the same time, 44 legal or 
natural persons entered into a sub-lease agreement with IMA Partners SRL, which 
between | January 2018 and 30 June 2020 IMA collected a total rent equivalent to 
$653,700 (see annex 58). Romania assured the Panel, however, that no transactions, 
involving either cash or bank transfer, had been recorded between IMA and the 
Embassy of the Democratic People’s Republic of Korea during the aforementioned 
period. 


Bulgaria 


110. The Panel asked Bulgaria for information concerning data showing that a 
Bulgarian company, the Terra Group, was still advertising the rental of the “Terra 
Residence”, which appeared to be the former residence of the Ambassador of the 
Democratic People’s Republic of Korea (located at 56, Andrei Sakharov St., Mladost 
quarter 1, Sofia, 1784), and that a rental by a company called “Lora Catering” was 





°3 The Harmonized System code for drone is 85. See S/2020/151. 
°* www.nknews.org/pro/north-korea-likely-violated-sanctions-with-military-parade-drone-from-china. 
°5 The case was previously investigated by the Panel (see S/2020/840 and S/2020/840/Corr.1, para. 85). 
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advertised as being located at that address.*° Bulgaria requested more time for the 
required investigation” due to the COVID-19 pandemic. No follow-up information 
has been received. 


Implementation of luxury goods ban 


111. Due to restrictions by authorities on overseas purchases of consumer goods, 
the import of luxury goods (prohibited under paragraph 8 (a) (iii) of resolution 1718 
(2006)) in 2020 was greatly limited and became sporadic. Private smuggling has also 
virtually stopped. 


112. The Panel continued previous investigations of imports of luxury automobiles, 
having also received reports of recent attempts to deliver new luxury cars made in 
Germany or Japan to the country. 


Mercedes-Benz 


113. The Panel continued its investigation of the case of the illegal importation into the 
Democratic People’s Republic of Korea of two Mercedes-Benz S-Class 600 Sedan Long 
Guard VR9 vehicles,’ which, as confirmed by a Member State, were sold by European 
Cars & More SRL to LS Logistica & Spedizioni SRL in Hong Kong and transported 
from Italy to the Netherlands, where two local companies were involved with the 
logistical handling of the subsequent export from Rotterdam. European Cars & More 
SRL cooperated with the Panel and, in its reply of 20 October 2020 and previous 
correspondence, provided detailed information. This included information that European 
Cars & More SRL previously sold a number of other luxury vehicles (Mercedes S600 
Guard, S650 Maybach and S600 Pullman) to LS Logistica & Spedizioni SRL (see 
annex 60). 


114. The Panel is concerned that, in the absence of any information on the end users, 
it is possible that the vehicles mentioned in annex 60 ended up in the Democratic 
People’s Republic of Korea, where the leadership widely uses similar cars, some of 
which have appeared recently (see, for example, annex 61). The Panel has continued 
its efforts to contact and obtain information from LS Logistica & Spedizioni SRL, but 
has never received a response. The Panel has also requested additional information 
and documentation from European Cars & More SRL. The investigation continues. 


Toyota 


115. The Panel obtained new evidence of Lexus vehicles ' being used in the 
Democratic People’s Republic of Korea, notably by the leader of the country, for 
example, in August 2020 during an on-site inspection in North Hwanghae Province 
(see annex 62). The manufacturer informed the Panel that the vehicle concerned 
appeared to be a gasoline-powered Lexus LX 570 with left-hand drive, a version 
produced by Toyota since July 2017 at its plant in Yoshiwara, Japan, which is exported 
primarily to the United States, China and Canada. However, Toyota was not able to 
specify the market in which the depicted Lexus LX 570 was sold. 





°© See www.terraresidence.com and www.evepla.com/BG/Sofia/100084117957/Lora-Catering 


(accessed 30 December 2020). 


°” The case was previously investigated by the Panel (see S/2020/840 and S/2020/840/Corr.1, para. 86). 
°8 A decision was reportedly taken in April 2020 by the authorities of the Democratic People’s 


Republic of Korea to limit imports of “non-essential goods”, including many food items, textiles 
and electronic goods (Jeong Tae Joo, “N. Korea announces all ‘trivial’ imports restricted until 
end of the year”, Daily NK, 23 April 2020). 


°° See S/2020/840 and S/2020/840/Corr.1, para. 92. 
100 For preceding investigation outcomes, see S/2020/840 and S/2020/840/Corr.1, para. 93. 
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Alcohol and other luxury goods 


116. According to information available to the Panel, shipments to the Democratic 
People’s Republic of Korea of alcoholic beverages were irregular and decreased due 
to COVID-19-related restrictions. 


117. Singapore informed the Panel that a trans-shipment of wine was seized by its 
authorities on 31 January 2020. According to the relevant documents, the shipment 
was supplied to “Sangmyong General Trading Corporation”, previously (in 2012-2013) 
identified by the Panel as an entity violating the ban on the import of luxury goods 
from Japan.'°! On 25 August, a Singaporean court order was issued under a relevant 
national law for the shipment to be forfeited to Singapore Customs for disposal (see 
figure 26). 


Figure 26 
Court order by Singapore 


To the Officer of Singapore Customs: 
Order in Terms 


The Seized Goods be dealt with as the Director-General of Singapore Customs thinks 
| fit, and in such a case the Director-General may direct that the Seized Goods be 
destroyed or otherwise dealt with. 
| 


The Seized Goods are: 


(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine; 

(b) 50 cases x 12 packets x | litre of Orange Juice; 

(c) 25 cases x 12 packets x | litre of Summer Pine Juice; 

(d) 25 cases x 12 packets x 1 litre of Medly of Fruit Juice; 

(e) 49 cases x 12 packets x | litre of Mango Juice; and 

| (f) 25 cases x 12 packets x 1 litre of Secrets of the Valley Juice. 


sees 


* 
of 


Source: The Panel. 


118. Singapore informed the Panel that SINSMS Pte Ltd. (previously investigated by 
the Panel) director Lim Cheng Hwee had been sentenced to two months’ 
imprisonment for supplying prohibited alcohol!” worth $562,082 to the Democratic 
People’s Republic of Korea between 2013 and 2018; his wife, Leng Ooi, had been 
fined; and the company had been fined 30,000 Singapore dollars (see annex 64). 


119. The Panel obtained information on a problem relating to the admissibility of 
export of sporting equipment, especially with regard to determining possible 
corresponding Harmonized System codes for what is considered “recreational sports 
equipment”. The Panel considers that in general the definition of “luxury goods” 
which are not specifically set out in the sanctions list falls within national legislation. 


120. In this regard, the Panel recalls that the Committee’s Implementation Assistance 
Notice No. 3, issued in 2011 and updated on 20 January 2017, notes, in its para. 4 iv) 
that: “Care should be taken not to restrict the supply of ordinary civilian use goods to 
the wider population of the Democratic People’s Republic of Korea nor have a 
negative humanitarian impact on the country”. 





101 See S/2012/422, para. 79. 

102 Chad O’Carroll, “Singaporean company director jailed for selling alcohol to North Korea”, 
NK News, 14 December 2020. Available at www.nknews.org/2020/12/singaporean-company- 
director-jailed-for-selling-alcohol-to-north-korea. 
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Recommendation 


121. The Panel recommends that Member States streamline their export control 
lists to reflect the list of prohibited luxury goods in a manner consistent with the 
objectives of resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 (2016) and 
2321 (2016), avoiding unnecessary broadening of their scope and taking care not 
to restrict the supply of ordinary civilian-use goods to the wider population nor 
to have a negative humanitarian impact. 


122. The Panel reiterates its recommendation that Member States encourage their 
business entities and nationals exporting luxury goods to include a contractual 
provision to prevent resale to the Democratic People’s Republic of Korea. 


123. The Panel reiterates its recommendation that Member States and relevant 
organizations encourage shipping and transportation companies to provide 
thorough systems for checking consignees, bearing in mind the risk of 
trans-shipment. 


Munitions Industry Department (KPe.028) 


124. The Panel continued to investigate the activities of a national of the Democratic 
People’s Republic of Korea, Ma Tong Hyok, '° allegedly a key information 
technology manager from the country based in Dalian who was directly involved in 
bringing information technology workers from the Democratic People’s Republic of 
Korea who are subordinate to the designated Munitions Industry Department to 
China.' Based on information from a Member State, the Panel sought information 
from Dalian Runguang Science and Technology Co., Ltd.,!°° which the Member State 
alleged was fully aware that it was working with Ma and information technology 
workers from the Democratic People’s Republic of Korea and laundering money on 
behalf of the country. The Panel has yet to receive a reply from the company. 


Reconnaissance General Bureau (KPe.031) 


125. The Panel continued its investigation into cyberattacks conducted by 
Democratic People’s Republic of Korea cyberthreat actors subordinate to the 
Reconnaissance General Bureau, such as Lazarus and Kimsuky. A clear trend in 2020 
was that the country’s cyberactors were conducting attacks against defence industries 
around the globe. !% 


126. The Panel sought further information on cyberattacks against the defence 
industry of Israel based on publicly available information. A cybersecurity firm 
assessed this type of attack as the “main offensive campaign by the Lazarus group” 
in 2020 and estimated that Lazarus operates “dozens of researchers and intelligence 
personnel to maintain the campaign globally”. '°’ According to the report, the 
attackers not only attempted to illegally access military technology! but also sought 
to exfiltrate information that could be used for financial gain. After approaching 
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According to the Member State, Mr. Ma and the teams of Democratic People’s Republic of Korea 
information technology workers under his oversight were in China as of late January 2020. 

See S/2020/840 and S/2020/840/Corr.1, para. 110. 

In Chinese: Ai VE ICE A BR Z wy. 

Three Member States expressed similar views in public or to the Panel. The Panel previously 
reported on similar attacks in S/2020/840 and S/2020/840/Corr.1, para. 117. 

See www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf. The Panel 
notes that there have been media reports on similar cyberattacks against European defence 
companies. 

The United States also analysed the malware used by Democratic People’s Republic of Korea 
cyberactors and pointed out that the target information was “key military and energy technologies”. 
See https://us-cert.cisa.gov/ncas/analysis-reports/ar20-232a. 
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targeted employees by impersonating human resources officers at prominent defence 
and aerospace companies, using fake accounts on a popular business-oriented social 
media site, the attackers sought to increase their credibility through live telephone 
conversations or text messages and then sent email attachments containing malware 
to the targets. The cybersecurity firm assessed that the attacks succeeded in infecting 
“several dozen companies and organizations” and illegally accessed classified data, 
but the precise extent of damage has not been made public. The Panel requested 
further information from Israel.!'° Investigations continue. 


127. In August 2020, the United States identified a new cyberthreat group, 
“BeagleBoyz”, an element of the Reconnaissance General Bureau that has likely been 
active since 2014, and attributed the 2016 heist of Bangladesh Bank to this group in 
a public cybersecurity threat alert.!!! According to the document, the BeagleBoyz had 
attempted to steal nearly $2 billion since at least 2015 through a “FASTCash” ATM 
cash-out scheme and attacks against Society for Worldwide Interbank Financial 
Telecommunication (SWIFT) terminals and the servers hosting the payment systems 
of financial institutions. The BeagleBoyz also attacked cryptocurrency exchanges by 
illegal remote access, including through the use of job application-themed spear- 
phishing emails. The Panel notes that its investigations into cyberattacks against 
financial institutions and cryptocurrency exchanges described in S/2019/691 
(paras. 57-68 and annex 21) correspond to the activities of the BeagleBoyz and further 
notes that the suspected ringleader of a 2016 scheme involving illegal ATM 
withdrawals using hacked credentials from a South African bank fled from Japan to 
the Democratic People’s Republic of Korea immediately after the attack. The reply 
of Japan is contained in annex 66. 


128. Cyberattacks against the Panel and Committee members continued. |!” In 
October 2020, a Panel expert received a phishing email spoofed as being from a 
United Nations employee which contained a malicious link (see figure 27). In this 
regard, the expert independently identified the Internet protocol address through 
which the email was sent as having previously been used by Kimsuky (a.k.a. 
Thallium) and Konni, another cyberthreat group widely associated with the 
Democratic People’s Republic of Korea.!'? 
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Other cybersecurity firms also reported on similar activities by Democratic People’s Republic of 
Korea cyberthreat actors throughout 2020. See www.mcafee.com/blogs/other-blogs/mcafee- 
labs/operation-north-star-a-job-offer-thats-too-good-to-be-true. 

The Government made a public statement that it had thwarted attacks from Lazarus. See 
https://mfa.gov.il/MFA/ForeignPolicy/Pages/Defense-Establishment-thwarts-cyber-attack- 
targeting-defense-industries-12-August-2020.aspx. 

See https://us-cert.cisa.gov/ncas/alerts/aa20-239a. 

The Panel confirmed that one delegate of a member of the Security Council had also received the 
same phishing email that Panel experts received in 2020 (see S/2020/840 and S/2020/840/Corr.1, 
para. 120). 

Multiple cybersecurity firms point to the high degree of similarity between Konni and other 
Democratic People’s Republic of Korea cyberthreat groups such as Kimsuky and APT37. A 
Member State also shared information with the Panel which referred to the activities of Konni as 
a threat actor of the Democratic People’s Republic of Korea. For open-source information, see 
https://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html, 
https://blog.alyac.co.kr/3390, https://unit42.paloaltonetworks.com/unit42-new-konni-malware- 
attacking-eurasia-southeast-asia and https://unit42.paloaltonetworks.com/unit42-nokki-almost- 
ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat. 
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Figure 27 
A phishing email sent to a Panel expert in October 2020 


SC forecast for October 


@ @un.org BE 6 outlook com> 


Dear] 
Please find below link for the UNSC forecast for October. 


http://un.securitycouncilreport.org/atf/cf/forecast? 


United Nations 





Source: The Panel. 


129. The Panel reiterates its view that cyberattacks, both past and ongoing, against 
such United Nations bodies as the Committee and the Panel, which are mandated to 
monitor the implementation of United Nations sanctions, amount to sanctions 
evasion, considering the persistent and highly disruptive nature of the attacks. 


Democratic People’s Republic of Korea nationals earning income overseas 


130. The Panel further investigated nationals of the Democratic People’s Republic of 
Korea earning income overseas. Several Member States informed the Panel that many 
of the country’s nationals were still employed in the construction, art, health, sport, 
catering and information technology fields, and that one of the methods used by these 
workers was entry on tourist or student visas. A Member State stated to the Panel that 
COVID-19 had “facilitated” nationals of the Democratic People’s Republic of Korea 
remaining in third countries due to border closure. The Panel notes that the national 
laws of several countries allow for nationals of the Democratic People’s Republic of 
Korea to earn income under certain circumstances. The Panel investigated both new 
findings and reported cases.!'* 


Football players 


131. Qatar informed the Panel of the termination of Han Kwang Son’s contract and 
his departure from Qatar in January 2021.'' Several players have joined national 
teams of the Democratic People’s Republic of Korea since 2017 while affiliated with 
Japanese teams. One of those players transferred to a team of the Republic of Korea 
in 2019. Replies from Member States are contained in annex 67. 





14 §/2020/840 and S/2020/840/Corr.1, paras. 126-138. 
MS Tbid., para. 126. 
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Medical workers 


132. Nigeria provided information about a bilateral health and medical agreement, as 
well as Democratic People’s Republic of Korea workers, mainly working in medical 
facilities, whom it planned to deport (see annex 68). 


Construction workers 
Democratic Republic of Congo 


133. Documents obtained by the Panel suggest that Pak Hwa Song, Hwang Kil Su 
and Congo Aconde SARL workers could be subject to repatriation requirements, as 
they are earning income overseas (see paras. 104, 147 and 149). 


Senegal 


134. The Panel continued investigating construction workers affiliated with Corman 
Construction & Commerce SUARL.!!* Internal financial records indicate that Corman 
Construction was sending revenue to the Embassy of the Democratic People’s 
Republic of Korea (see annex 69; also see paras. 143-146). 


Restaurant and hotel workers 


135. A Member State stated that nationals of the Democratic People’s Republic of 
Korea were working in restaurants and hotels overseas in 2020.!!” 


Exit to a third country 


136. Georgia replied to the Panel that there were no nationals of the Democratic 
People’s Republic of Korea in the territory under its control and that it did not have 
information on the Panel’s enquiry regarding the exit of Democratic People’s 
Republic of Korea workers from the Russian Federation to Abkhazia (see 
annex 71).1}8 


Recommendation 


137. The Panel recommends that Member States continue to exercise vigilance 
in screening the visa and residency status of nationals of the Democratic People’s 
Republic of Korea in order to prevent the circumvention of the obligations 
contained in the resolutions. 


Finance 


138. The Panel assesses, based on information provided by Member States, 
information obtained by the Panel and open-source reporting, that the Democratic 
People’s Republic of Korea continues to access international financial systems 
through joint ventures, offshore accounts, shell companies, virtual asset service 
providers (e.g. cryptocurrencies) and overseas banking representatives. The illicit 
revenue generated from sanctions evasion activities and laundered through these 
networks both directly and indirectly supports the country’s weapons of mass 
destruction and ballistic missile programmes. These networks’ obfuscation methods 





11 


a 


117 


118 


See S/2020/151, para. 144. 

The Panel investigated workers from the Democratic People’s Republic of Korea in the 
restaurant in the Magnolias Pattaya Boutique (4/6 M.9 Maprachan Reservoir, Tambon Pong, 
Amphoe Banglamung, Chonburi, Thailand). The reply of Thailand is contained in annex 70. 
See S/2020/151. 
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and techniques continued to exploit those Member States with lax or minimal 
financial oversight, rules and regulations. 


139. Consistent with its previous reporting, the Panel continues to observe and 
investigate individuals and companies linked to the Democratic People’s Republic of 
Korea that, to facilitate sanctions evasion activities related to maritime sanctions, the 
importation of luxury goods, illicit labour and the laundering of proceeds related to the 
theft of virtual assets, predominantly target and use financial institutions in China. !!° 
Moreover, corporate service providers continue to facilitate, both wittingly and 
unwittingly, the sanctions evasion activities of the Democratic People’s Republic of 
Korea. 


Overseas banking representatives 


140. The Panel continued its investigations into overseas banking representatives. A 
review of a Member State’s February 2020 legal proceedings suggests that Han Jang 
Su!” continued to control bank accounts in the Russian Federation after the Russian 
Federation informed the Panel that “it has taken all measures under Russian national 
legislation to implement the relevant resolutions of the Security Council” regarding 
Mr. Han (see annex 72). Similarly, the same legal proceedings indicate that 
representatives of the Foreign Trade Bank of the Democratic People’s Republic of 
Korea continued to operate or control China-based accounts after China indicated that 
it had notified the Panel that it had “taken corresponding measures in accordance with 
the requirement of the resolutions [and] closed all the representative offices of the 
Democratic People’s Republic of Korea financial institutions in China in 2016, and 
all of the relevant representatives in China have left China” (see annex 72). The Panel 
continues to investigate these differences. 


141. Separately, according to one Member State, the Foreign Trade Bank, through a 
front company, has facilitated the sale and export of musical instruments to a company 
of the Russian Federation since 2017.'*! The same Member State conveyed to the 
Panel that, in August 2019, the alleged Bank’s front company, the Korea Ungum 
Corporation, !?? and the Bank’s affiliated company, the Unha Daesong Trading 
Company, contracted for $2 million worth of musical instruments and parts through 
the representative of the bank’s alleged front company, who has also acted as the 
Bank’s representative in Khabarovsk, Russian Federation. (See annex 73 for a list of 
banks and account numbers for Ungum and Unha Daesong. !3) 


Illicit revenue generation and banking in sub-Saharan Africa 


142. The Panel found significant and ongoing financial activity related to illicit 
labour networks operating in sub-Saharan Africa. Although the Panel continues to 
investigate these cases, evidence indicates that entities linked to the Mansudae 
Overseas Project Group of Companies (KPe.050),'*4 as well as another entity of the 
Democratic People’s Republic of Korea, Korea Paekho Trading Corporation, have 
facilitated illicit labour and access to international financial systems. In several cases, 





119 Two experts are of the view that this information can be further corroborated. 

120 See S/2020/151, para. 177, and S/2019/171, para. 125. 

'21 The Panel does not assess that the exportation of musical instruments is a likely violation of 
sanctions but is investigating the matter as a possible violation of paragraph 33 of Security 
Council resolution 2270 (2016), and possibly other Council resolutions. 

122 According the Member State, the Korea Ungum Corporation is also known as the TS Ungum 
Corporation, the Korea Yngum Corporation and the Korea Ungum Company. 

23 Two experts considered that there is no evidence or available investigative materials to suggest 
these two companies are front companies for the Foreign Trade Bank. 

4 On 5 August 2017, the Security Council designated the Mansudae Overseas Project Group of 
Companies (KPe.050) (see resolution 2371 (2017), annex I). 
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these companies specifically targeted development grants and loans, as well as 
foreign direct investment earmarked for municipal projects. 


Senegal 


143. In September 2019, the Panel initiated an investigation into press reports!” of 
entities with suspected links to the Mansudae Overseas Project Group of Companies 
that continued to operate in Senegal. The Panel assesses that Corman Construction is 
a front company for the Mansudae Overseas Project Group of Companies and 
continues to generate revenue for the Democratic People’s Republic of Korea in 
violation of paragraph 18 of resolution 2375 (2017), paragraph 8 of resolution 2397 
(2017) and paragraph 8 (d) of resolution 1718 (2006). 


144. Furthermore, the Panel notes that although Senegal submitted a national 
implementation report to the Committee on 21 December 2017 (S/AC.49/2018/1), 
stating that its national authorities had taken appropriate action against the Mansudae 
Overseas Project Architectural Group, which was based in Senegal, and that they had 
refused to issue entry and short-stay visas or to renew previous visas for its 
Democratic People’s Republic of Korea workers, the managers, directors and 
employees of the company did in fact continue to conduct business in Senegal. The 
Panel also highlights that it had conveyed information at its disposal regarding the 
company’s name change to “Corman Construction Commerce” in its letter to Senegal 
of 29 October 2019.!”° Finally, the Panel assesses that several Senegalese companies 
that signed contracts with Corman Construction did so with knowledge of the 
relationship between Corman Construction and the Mansudae Overseas Project 
Architectural Group. 


145. On 21 December 2017, the Permanent Mission of Senegal informed the Chair 
of the Committee that “the competent Senegalese authorities have taken measures 
against the North Korean company Mansudae Overseas Project Architectural Group” 
and that “[t]he Government of Senegal has systematically refused to issue entry and 
short-stay visas to or renew previous visas for the company’s North Korean workers. 
Owing to these measures, the company cannot continue to carry out its activities.” !?” 


146. According to documents obtained by the Panel, Corman Construction registered 
as a Senegalese company on 22 June 2017 (see annex 74), approximately six months 
before Senegal notified the Panel that it had taken measures against the Mansudae 
Overseas Project Architectural Group. Through an analysis of contracts and financial 
records obtained by the Panel, it is evident that Choe Song Chol and Im Song Sun, 
known nationals of the Democratic People’s Republic of Korea linked to the company, 
continued to manage several construction projects in Dakar and to receive payments 
on contracts awarded to both that company and Corman Construction. These included 
construction projects for SCI Adja Seneba (see annex 75) and Patisen (see annex 76) 
and at Diamniadio Lake City (see annex 77) development project. The Panel also 
notes that Corman Construction has and may continue to maintain financial accounts 
at Banque Atlantique and Banque Sahelo-Saharienne (see annex 78). The Panel has 
yet to receive a reply from Senegal. 
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See Ham Ji-ha and Kim Seon-myung “Despite UN sanctions, North Koreans at work in Senegal”, 
Voice of America, 24 September 2019, available at www.voanews.com/africa/despite-un- 
sanctions-north-koreans-work-senegal. 

In its March 2020 final report, the Panel highlighted an ongoing investigation into the Mansudae 
Overseas Project Group of Companies in Senegal-SUARL and identified several individuals 
associated with the company (See S/2020/151, para. 144). 

See S/AC.49/2018/1, annex. 
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Democratic Republic of Congo 


147. In or around February 2018, Pak Hwa Song and Hwang Kil Su, both nationals 
of the Democratic People’s Republic of Korea (see annexes 79 and 80), registered the 
company “Congo Aconde SARL” in Lubumbashi (see annex 81) for the purpose of 
facilitating construction projects in Lualaba, Haut-Lomami and Haut-Katanga 
Provinces. Some of these projects are suspected to be violations of United Nations 
sanctions, including violations of paragraph 29 of resolution 2321 (2016).!8 


148. Shortly after establishing Congo Aconde SARL, Mr. Pak and Mr. Hwang opened 
United States dollar-denominated accounts at a Lubumbashi branch of a bank 
headquartered in Cameroon (see annex 82).!”? Three additional individuals associated 
with Congo Aconde SARL also opened accounts at the same bank: Han Kyong Ho, 
Ri Yong Gwang and Rim Chol (see annex 83).!*° According to financial records 
obtained by the Panel, between February 2018 and September 2020, the accounts 
belonging to Congo Aconde SARL and its associates had approximately $407,800 in 
deposits and approximately $408,145 in withdrawals. !3! 


149. According to documents obtained by the Panel, in February 2019 the city of 
Lubumbashi awarded Congo Aconde SARL a contract to perform construction 
services (see annex 85). On 18 April 2019, Mr. Pak requested a bank guarantee 
release, related to the aforementioned contract award, from the account of Congo 
Aconde SARL at Afriland First Bank (see annex 86). 


150. The Panel notes that Mr. Hwang Kil Su is known to have been involved in 
construction-related projects in Cameroon, which the Panel is currently investigating. 
The Panel is also investigating similar activities linked to the Korea Paekho Trading 
Corporation and its affiliates throughout Rwanda, Nigeria and Ghana. 


Joint ventures and cooperative entities 
Korea Narae Trading Corporation 


151. In its 2020 midterm report, the Panel highlighted the attempts by the Korea 
Narae Trading Corporation and its representatives, including Alejandro Cao de Benos, 
to establish a joint venture in violation of relevant United Nations resolutions !*?. The 
Mole: Undercover in North Korea portrays members affiliated with the Korea 
Friendship Association and the Korea Narae Trading Corporation attempting to 





54/419 


8 Local media reports indicate that Congo Aconde SARL constructed monuments in Haut Lomami, 


which were unveiled in January 2019 (see annex 84). A news article also describes Congo Aconde 
SARL as a “South Korean” company, which is incorrect. See “Overt affairs: how North Korean 
businessmen busted sanctions in the Democratic Republic of Congo” (The Sentry, August 2020), 
available at https://thesentry.org/reports/overt-affairs. See also “Artful dodgers: new findings on 
North Korean sanctions-busting in the Democratic Republic of Congo” (The Sentry, January 
2021), available at https://cdn.thesentry.org/wp-content/uploads/2021/01/ArtfulDodgers- 
TheSentry-January2021.pdf. 


129 Tn response to the Panel’s enquiry about the financial activities of Congo Aconde SARL, one 


financial institution described its due diligence procedures, which included cross-referencing 
names and passport numbers against United Nations designation lists. The financial institution 
explained that Messrs. Pak Hwa Song and Hwang Kil Su are not designated entities. They also 
provided the Panel with documentation that the two men had signed an acknowledgment that the 
accounts would not be used for prohibited activities, inter alia, sanctions evasion. 


130 After the release of the aforementioned report (see footnote 129), the financial institution closed 


all accounts associated with Congo Aconde SARL in September 2020, according to a bank 
representative. 


51 According to the financial institute: “We have not carried out any money transfer operations 
g y y p 


abroad from the company’s accounts and we have not received any money transfers from abroad 
to CONGO ACONDE SARL”. 


132 See S/2020/840 and S/2020/840/Corr.1, para. 151 and annex 57. 
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engage in activities related to sanctions evasion, including possible arms sales and 
possible illicit oil sales (see annex 88). The Panel continues to investigate the claims 
made in the film and would welcome the cooperation of its director and producers. 


“Hanne Ulaan LLC” 


152. In December 2020, Mongolia provided the Panel with details of an internal 
investigation into activities related to sanctions evasion. According to Mongolia, Choi 
Chon Gon, a resident and citizen of the Russian Federation, travelled to Mongolia in 
January 2019 for the purpose of setting up the company “Hanne Ulaan LLC” and 
establishing bank accounts. The company’s corporate registration documentation was 
also forwarded to an address in Moscow that matches that of the Embassy of the 
Democratic People’s Republic of Korea. Documents included a “wage report of the 
company and the payment receipt for the membership of the Mongolian Chamber of 
Commerce and Industry”, according to Mongolia. Based on these financial activities, 
Mongolian authorities have preliminarily assessed Hanne Ulaan LLC to be a 
Democratic People’s Republic of Korea front company for the purpose of evading 
sanctions. Furthermore, Mongolian authorities have taken decisive action to freeze 
approximately $13,800 in bank accounts linked to Hanne Ulaan LLC and Mr. Choi 
(see annex 89). 


Korea Surim Trading Corporation 


153. According to a Member State, the Democratic People’s Republic of Korea 
continues to establish joint ventures and cooperative entities with Chinese companies 
for the purpose of evading sanctions. One such company, Korea Surim Trading 
Corporation, is alleged by the Member State to have established a joint venture with 
China Zhejiang Province Qianwan Ecological Environment Co. Ltd. for hog farming 
and sand and gravel excavation in Sinuiju, along the Yalu River. According to the 
same Member State, the Korea Myohyang General Corporation is actively involved 
in the facilitation of the joint venture. The Panel has requested information from 
entities involved in related transactions (see para. 55 and annex 32 (b)) but has yet to 
receive a reply. 


Korea Puhung Trading Company 


154. In its 2020 midterm report, the Panel described the activities of Kim Su Il, a 
Munitions Industry Department operative alleged to continue to operate in Viet Nam 
(see annex 90).!*3 In response to the Panel’s request for information, Viet Nam noted 
that Mr. Kim, who no longer has a work permit and has terminated his activities, 
opened a bank account at a bank based in Viet Nam in 2017 and closed the account 
on 8 January 2018. From 2017 to 2018, there were three transactions. The first was 
an incoming wire from the “Korea Puhung Trading Company” in the amount of 
$5,000. The second and third transactions were cash withdrawals on 4 August 2017 
and 8 January 2018, respectively, totalling $5,000. Viet Nam also informed the Panel 
that the Korea Puhung General Trading Corporation had opened accounts 
denominated in Vietnamese dong and United States dollars at a bank based in 
Viet Nam on 10 April 2017. Viet Nam stated that the accounts had been closed on 
21 July 2020. 


MCM International Trading Company Limited 


155. Through the course of an investigation into possible sanctions evasion activities, 
the Panel found a joint venture or cooperative entity operating in Thailand. According 
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Ibid., para. 115. Viet Nam has replied to the Panel that it has not found any links between Mr. Kim 
and the Munitions Industry Department, or any sanctions violations. 
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to corporate records, the MCM International Trading Company Limited was 
registered in November 2015 and remains active (see annex 91).'** Records list the 
company’s director as Min Myong Chol. The Panel has requested additional 
information from Thailand. 


Cyberactivities against financial institutions 
Virtual assets and virtual asset service providers 


156. The Panel continued its investigations into cyberactivities of the Democratic 
People’s Republic of Korea that target financial institutions, virtual assets and virtual 
asset service providers. Based on a review of publicly available information and 
information provided by Member States, the Panel continues to assess that 
cyberactors linked to the Democratic People’s Republic of Korea continued to 
conduct operations against financial institutions '*> and virtual currency exchange 
houses in 2020 to generate revenue to support its weapons of mass destruction and 
ballistic missile programmes. According to one Member State, the total theft of virtual 
assets by the Democratic People’s Republic of Korea, from 2019 to November 2020, 
is valued at approximately $316.4 million. 


157. In its midterm report, the Panel noted the country’s efforts to launder stolen 
virtual assets (i.e. cryptocurrencies) through Chinese brokers to acquire fiat 
currency. '%° An analysis of cryptocurrency transactions shows that the country 
continues to target over-the-counter virtual asset brokers, especially those located in 
China. The Panel also notes that peer-to-peer services and those that do not collect 
“know-your-client” information, including over-the-counter exchange services, 
present a growing target for Democratic People’s Republic of Korea cyberactors. 


158. A Member State’s August 2020 court proceeding!*’ outlines further activities 
undertaken by the same China-based individuals to launder proceeds from a July 2019 
and a September 2019 hack, which resulted in the theft of approximately $272,000 
and $2.5 million, respectively. °* These hacks involved the theft of alternative 
cryptocurrencies, such as Proton tokens, PlayGame tokens and IHT Real Estate 
Protocol tokens. According to one Member State, the Democratic People’s Republic 
of Korea would fence the stolen bitcoins through over-the-counter brokers, based in 
China, at a discounted rate. The brokers then would convert the virtual assets into 
more stable cryptocurrencies, such as ethereum or bitcoin, an obfuscation method 
known as “chain-hopping.” 





54 Documentation obtained by the Panel suggests that MCM International is not located at the 


address listed in the corporate registry. 

Based on an open-source report, the Panel is investigating alleged attempts by the Democratic 
People’s Republic of Korea to hack a financial institution in Chile. In response to the Panel’s 
request for information, the national authorities of Chile stated that “the Office of the Public 
Ministry in Chile Specialized Unit for Money-Laundering [and] Economic and Organized Crimes 
has indicated that the criminal investigation initiated in connection to the cyberattack against 
[the bank] is still a non-formalized investigation”. The Panel continues its investigation. 

See S/2020/840 and S/2020/840/Corr.1, annex 56. 

According to court records, United States authorities were able to link the brokers’ Internet 
protocol addresses to the same Internet protocol addresses used by the Democratic People’s 
Republic of Korea to facilitate the hack of two previous cryptocurrency changes. See 
www.justice.gov/opa/pr/united-states-files-complaint-forfeit-280-cryptocurrency-accounts-tied- 
hacks-two-exchanges. 

According to the same Member State and information obtained by the Panel, one of the China- 
based individuals accused of laundering the Democratic People’s Republic of Korea stolen 
cryptocurrency had registered an account at a virtual currency exchange house mere hours before 
the country conducted its July 2019 attack. 
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159. The Panel is investigating a hack against a cryptocurrency exchange that 
occurred in September 2020. The hack resulted in approximately $281 million worth 
of cryptocurrencies stolen from the exchange. Preliminary analysis, based on the 
attack vectors and subsequent efforts to launder the illicit proceeds, strongly suggests 
links to the Democratic People’s Republic of Korea. Transactions on the blockchain 
related to the hack also appear to be related to a second hack in October 2020, which 
resulted in the theft of approximately $23 million. According to sources familiar with 
both hacks, the attackers exploited “defi” protocols, i.e., smart contracts that facilitate 
automated transactions. 


Information technology freelance platforms 


160. According to one Member State, the Democratic People’s Republic of Korea 
continues to generate illicit revenue by exploiting freelance information technology 
platforms. The country’s information technology laborers can evade due diligence 
and know-your-customer protocols by largely employing the same obfuscation 
methods used to access the global financial system, i.e. providing false identification, 
using virtual private network services and establishing front companies based in Hong 
Kong. According to one company’s internal investigation based on the Panel’s 
enquiry, most accounts linked to the Democratic People’s Republic of Korea operate 
from locations in China.!*° To avoid scrutiny, these accounts will often go “off-site” 
after establishing contact with potential customers, i.e. those looking to hire 
information technology services. The company also noted a trend whereby users 
linked to the Democratic People’s Republic of Korea will target information 
technology freelance platforms with lower levels of security or less rigorous due 
diligence procedures. 


161. Through an ongoing investigation into joint ventures, the Panel identified one 
such information technology labour network operating in Jilin, China. According to 
information obtained by the Panel, the user in question was linked, via a Chinese 
phone number and Internet protocol addresses, to four additional accounts. !4° The 
user also supplied a Chinese national identification number and photograph, both of 
which are likely fraudulent. Over the course of a year, the account in question 
generated approximately $1,050 (with an average transaction of $200). The Panel is 
continuing to investigate this network, among others, but specifically notes dangers 
facing information technology freelance platforms in meeting compliance obligations 
and unintentionally facilitating access by the Democratic People’s Republic of Korea 
to international payment systems. 


Recommendations 


162. The Panel notes the reliance by the Democratic People’s Republic of Korea 
on corporate service providers to facilitate its sanctions evasion activities and 
encourages Member States to continue to address opaque corporate registration 
rules and regulations that may afford anonymity to sanctions evasion activities. 


163. The Panel recommends that Member States conduct enhanced due 
diligence on contractors and subcontractors for development projects, especially 
those in sub-Saharan Africa that involve municipal loans, grants or foreign direct 
investment. 





139 See S/2020/840 and S/2020/840/Corr.1, annex 47. 
40 The Panel has linked at least two of these usernames and email addresses to two separate 


information technology freelance platforms. 
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164. The Panel recommends that Member States work with freelance 
information technology companies to promote and enhance sanctions compliance 
implementation capacity and capability. 


165. The Panel recommends Choe Song Chol and Im Song Sun for designation 
by the Committee. 


166. The Panel recommends Pak Hwa Song and Hwang Kil Su for designation 
by the Committee. 


Unintended impact of sanctions 


167. In paragraph 25 of resolution 2397 (2017), the Security Council reaffirmed that 
United Nations sanctions “are not intended to have adverse humanitarian 
consequences for the civilian population of the Democratic People’s Republic of 
Korea or to affect negatively or restrict those activities, including economic activities 
and cooperation, food aid and humanitarian assistance, that are not prohibited by 
[Security Council] resolutions” and also stressed that it is the country’s “primary 
responsibility and need to fully provide for the livelihood needs” of its people. 


168. United Nations agencies, Member States and non-governmental organizations 
describe the evolving humanitarian situation in the Democratic People’s Republic of 
Korea as dire and rapidly deteriorating. The combination of the COVID-19 pandemic, 
environmental disasters, sanctions and the mismanagement of social and economic 
policies have exacerbated food shortages, '*! led to price spikes and panic buying and 
further limited the availability of medical supplies and services. !” 


169. Given these factors, in addition to the scarcity of accurate data, the Panel is 
unable to make a quantitative assessment of the unintended consequences of United 
Nations sanctions! but notes that during the reporting period sanctions likely had 
unintended effects affecting civilian population. 


170. According to two Member States, the unintended consequences of United 
Nations sanctions were as follows: 


¢ Limitations on fuel imports negatively influenced energy security, !“* production 
of electricity, ' civil transport and agriculture, and resulted in ecological 
problems like deforestation 


¢ Constraints on agricultural resources, e.g. transportation services, imports of 
machinery and production of fertilizers, led to reduced food “availability” \° 
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A Member State conveyed to the Panel that the public distribution system quota as of October 
2020 had been reduced to 545 grams. 

See annex 98 for the statement of the Special Rapporteur on the situation of human rights in the 
Democratic People’s Republic of Korea on the humanitarian crisis in that country. 

Two experts have different views on this. 

According to research materials (http://nautilus.org/wp-content/uploads/2020/08/Refined- 
Products-Balance-Thru-July-22-2020-SR-PDF.pdf), imported fuel is predominantly used in the 
civilian sector (see annex 97). 

According to the Member States: “Amid growing scarcity of hydrocarbons in the country, many 
thermoelectric power stations suspended their operation”. 

According to the Member States: “Unable to use the fuel-consuming farming equipment, Korean 
farmers are forced back to implement less effective methods (up to using draught cattle and 
manual labour)”. 
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¢ The health care, sanitation and hygiene spheres were negatively affected by 
import restrictions on medical equipment and its supplements !*” 


¢ Sectoral sanctions caused an estimated loss of at least 200,000 jobs, resulting in 
a disappearance of income and a rise in hidden unemployment 


¢ The repatriation of workers has led to the loss of income and adverse 
socioeconomic conditions. Such workers were mostly sent to do construction 
work in remote mountainous regions, practically without pay, and some faced a 
debt crisis because of the abrupt termination of their earnings. 


171. Two additional Member States reported to the Panel that their analyses indicate 
that the trajectory of economic mismanagement of the Democratic People’s Republic 
of Korea, including “white elephant” projects and the diversion of resources, not 
sanctions, has been the primary driver of agricultural declines, food insecurity and 
inadequate health and medical services. The Member States further noted the following: 


¢ The Democratic People’s Republic of Korea continues to prioritize the stability 
and continuity of the Kim family regime over all other national priorities, 
including health and medical services and food security 


The vast majority of the income that nationals of the Democratic People’s 
Republic of Korea earn abroad is retained by the State-owned enterprises that 
employ them, so the regime is the primary beneficiary of their labour. 
Additionally, any “social benefit” derived from overseas workers is hampered 
by strict living conditions that are controlled and monitored; 


Agricultural and enterprise reforms were publicly launched months after Kim 
Jong Un took power in 2012 and rolled back almost immediately afterwards, 
nearly five years before the Security Council unanimously implemented sectoral 
sanctions and bans on overseas workers in 2017 


The Democratic People’s Republic of Korea has politicized humanitarian 
assistance. It is only accepting aid in areas that the Korea Workers’ Party 
considers a priority, and it is only accepting aid from countries that do not pose 
an ideological problem for the regime or demand procedures that minimize 
diversion. Moreover, the aid has “almost certainly” been diverted to meet the 
needs of the leadership, ultimately reducing the incentive for meaningful 
economic reform. 


The regime has focused all its energy on hastily building a showcase hospital in 
the heart of the capital city. Construction was started, apparently, without a 
comprehensive plan for even completing the building and was rushed to meet 
an artificial political deadline, which was not met. 


172. To assess the impact of the COVID-19 pandemic on humanitarian operations 
within the Democratic People’s Republic of Korea, the Panel surveyed 38 organizations 
in May 2020 and followed up with each organization in October 2020. These included 
both United Nations organizations and non-governmental organizations that applied for 
exemptions, either directly to the Committee or through a Member State or the United 
Nations Resident Coordinator in the Democratic People’s Republic of Korea. As of 
January 2021, the Panel had received 11 replies. '4* Annex 99 (a) includes a summary of 
the responses. 
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The Member State notes that “health-care problems grow out of import restrictions on medical 
equipment and its supplements related to coercive measures and of a deficit of foreign currency 
due to export restrictions”. 

Response to the Panel’s enquiry was optional and has no bearing on the exemption approval 
processes. (For suggestions from non-governmental organizations, see annex 99 (b)). 
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173. United Nations agencies and non-governmental organizations informed the 
Panel that significant reductions in personnel and operational capacity had occurred 
due to border closures and international and domestic travel restrictions. 4° Several 
organizations have had to suspend both implementation and monitoring efforts. In 
many cases, humanitarian aid is no longer reaching the target populations. 


174. Several responses highlighted the burden of additional costs incurred due to 
having to store items requiring climate control, such as medicine, and other supplies 
at the border.'*° Some organizations noted secondary effects due to less reliable 
supply chain and logistics channels, creating longer lead times. One organization 
explained how its procurement lead times had increased significantly, to more than 
eight months.'°! Organizations have also experienced increased competition with 
regard to finding available shippers and freight forwarders, further compounding the 
problem. Finally, several respondents noted that the continued lack of a stable banking 
channel, coupled with the border closures and a lack of international flights, had 
created severe cash flow problems, which would likely result in reduced humanitarian 
efforts and possible fiscal reprogramming for the next year. 


Recommendations 


175. The Panel recommends that the Committee review the responses of 
non-governmental organizations to the Panel’s survey to help inform future 
decision-making and to better assess humanitarian aid needs and impact (see 
annex 99). 


176. The Panel notes the importance of the arrangements for re-establishing the 
banking channel. 


177. The Panel notes the usefulness of biannual briefings by the relevant United 
Nations agencies on the unintended impact of sanctions and recommends that 
the Committee continue this practice. 


178. The Panel recommends that the Security Council continue to address issues 
and processes that mitigate the potential unintended adverse impacts of 
sanctions on the civilian population of the Democratic People’s Republic of 
Korea and on humanitarian aid operations to benefit the country’s vulnerable 
population and overcome the consequences of the COVID-19 pandemic. 


179. The Committee should continue to streamline the processes and procedures 
for applying for humanitarian exemptions. 


National implementation reports 


Status of Member States reporting on the implementation of relevant resolutions 


180. As at 5 February 2021, 66 Member States had submitted reports on their 
implementation of paragraph 8 of resolution 2397 (2017), 81 Member States on 
paragraph 17 of resolution 2397 (2017), 95 Member States on resolution 2375 (2017), 





149 


150 


15 


As of December 2020, only two international United Nations humanitarian staff members and 
nine ambassadors remained in Pyongyang. 

China noted that: “The Chinese customs authorities have established standard operational 
procedure and working method, and actively solved problems during customs clearance of 
humanitarian goods to the Democratic People’s Republic of Korea”, despite contrary statements 
from NGOs (see annex 93). 

The Committee has accelerated the exemption process for humanitarian assistance by adopting a 
two-day decision-making procedure in response to COVID-19 (see implementation assistance 
notice No. #7, available at www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ 
ian7_updated_30nov20_2.pdf). 
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90 Member States on resolution 2371 (2017), 107 Member States on resolution 2321 
(2016) and 115 Member States on resolution 2270 (2016). Despite the increase in 
overall reporting, the Panel notes that the number of non-reporting States (127, 1 of 
which served as a non-permanent member of the Security Council in 2020) for 
resolution 2397 (2017) remains significant. 


Recommendations 


181. The Panel recommends that Member States submit their reports in full 
conformity with resolutions 2371 (2017), 2375 (2017) and 2397 (2017). 


Recommendations 


182. For a consolidated list of recommendations, see annex 100. 
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Annex 1: COVID-19, Democratic People’s Republic of Korea border measures 


The Democratic People’s Republic of Korea responded rapidly to the emergence of the COVID-19 
pandemic with border closures, internal controls and quarantine measures (see S/840/2020, Annex 
1). All international flights remained suspended throughout the current reporting period. Passenger 
rail services also remained suspended. Occasional and limited cross-border deliveries of goods and 
cargo by road and rail were recorded. Maritime deliveries to the refined petroleum facility at Nampo 
continued. Maritime container shipments were occurring at the start of the reporting period but were 
largely suspended shortly afterwards. Outward coal shipments continued at reduced levels. There 
was almost no movement of people into or out of the country. Diplomatic missions, UN agencies 
and non-government organisations were permitted to repatriate staff but were unable to bring staff 
into the DPRK. 


Source: The Panel. 
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Annex 2: Yongbyon nuclear complex 
(1) Plumes of steam observed in uranium enrichment plant complex on 14 July, 18 
September, and 22 September 2020. 


Source: Planet Labs Inc. 14 Jul. 2020, 02:17 UTC 


Source: Planet Labs Inc. 18 Sep. 2020, 02:12 UTC 
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Source: Planet Labs Inc. 22 Sep. 2020, 02:54 UTC 


(2) A cooling device at the uranium enrichment facility remained removed (see para. 3, S/2020/840) 


——_— 
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Source: Planet Labs Inc. 12 Dec. 2019, 02:47 UTC, and 20 Dec. 2020, 02:45 UTC 
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Annex 3: Uranium mine and processing plant in Pyongsan 


Pyongsan uranium mine and plant were damaged by typhoons in the summer of 2020. However, 
satellite imagery suggests its operation was continuing as of late 2020. Furthermore, satellite 
imagery suggests the leakage of a waste pipeline over the Ryesong River. The waste tailings contain 
heavy metal and acid and are highly toxic, which could cause local adverse environmental impact. 


(1) Construction and modernization of the building 


27 November 2020 


14 April 2020 





Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC and 14 Apr. 2020, 02:21 UTC 
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(2) Leak of waste pipeline 


Pyongsan 
uranium 
concentrate 
plant 


Accumulation of waste 


Source: Planet Labs Inc. 27 Nov. 2020, 04:54 UTC; 14 Nov. 2020, 01:59 UTC; 30 Oct. 2020, 05:05 UTC; 
20 Sep. 2020, 02:19 UTC; Google Earth: 23 Mar. 2019. 
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Annex 4: Impact of typhoons at the dam_ of Kuryong’ River in 
Yongbyon 


5 September 2020 
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9 October.2029 
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23 October 2020 
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Source: Planet Labs Inc. 8 Jul. 2020, 02:47 UTC; 5 Sep. 2020, 05:10 UTC; 18 Sep. 2020, 02:12 UTC; 
9 Oct. 2020, 02:15 UTC; 17 Oct. 2020, 02:18 UTC; 23 Oct. 2020, 02:15 UTC; 20 Dec. 2020, 02:45 UTC 
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Annex 5: Suspected uranium enrichment facility in Kangson 


The Panel is continuing monitoring the facility for its possible connection with the nuclear program 
in Kangson (figure). Several assessments have been stated. The IAEA has stated that “if the Kangson 
complex is a centrifuge enrichment facility, this would be consistent with the Agency’s assessed 
chronology of the development of the DPRK’s reported uranium enrichment program”.' An analysis 
was published concerning one possibility that the facility is not a uranium enrichment facility but 
could be another type of facility related to the uranium enrichment programme, such as a workshop 
for production and testing of centrifuge components.” 


Figure: Suspected uranium enrichment facility in Kangson 





Source: Planet Labs Inc. (Skysat Collect, 4 Dec. 2020, 02:57 UTC) 





' IAEA, 1 September 2020, GOV2020/42-GC(64)/18. 
? 38 North, https://www.38north.org/2020/12/kangson201217/ 
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Annex 6: Statement by Chairman Kim Jong Un concerning DPRK’s nuclear weapon 
program 


On 11 October DPRK’s state media reported “Congratulatory note to Supreme Leader of Party, 
Nation and Armed Forces, Kim Jong Un” by several committees of Workers Party of Korea, State 
Affairs Commission, Presidium of the Supreme People's Assembly and Cabinet of the Democratic 
People’s Republic of Korea dated on 10 October 2020. In the note they expressed the commitment 
to “... building strong military power by strengthening the political ideological and military technical 
power of the revolutionary force in all directions, and brighten the country as a world class military 
power, by massively strengthening defence capability centred around nuclear force in both quality 
and quantity.” 


On 9 January 2021, DPRK’s state media reported in Mr. Kim Jong Un’s report on the work of the 
Central Committee of the Party presented at Eighth Congress of the Workers Party of Korea in 
January 2021, Mr. Kim Jong Un stated the Central Committee “carried out the great cause of 
building a state nuclear force’, and a plan to develop tactical nuclear weapons are presented. It was 
also reported that in the closing remarks of this Eighth Congress, Mr. Kim Jong Un stated that “[the 
country] must further strengthen the nuclear war deterrent while doing our best to build up the most 
powerful military strength.” 
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Annex 7: A Member State’s information on dual use choke-point items used for nuclear 
fuel cycle which are not listed as items to which measures imposed in paragraph 8(a), 
8(b) and 8(c) of resolution 1718 (2006) should apply 


(1) Insulated gate bipolar transistors (IGBTs) 


Fast-switching electrical components are necessary in several power applications, including 
frequency changers. Four or more IGBTs are critical components in modern multi-phase 
frequency changers (inverters, converters, motor drives). 


(2) Programmable logic controllers (PLSs) 


Modern process control systems incorporate industrial computer technology for control 
rooms. PLCs contain the programmed software that operates instrumentation such as 
frequency changers and valves. 


(3) Roots vacuum pumps, rotary vane vacuum pumps 


Vacuum equipment is required in many nuclear fuel cycle facilities. Roots pumps are 
commonly employed as a booster pump for several types of forepumps (such as rotary vane 


pumps). 
(4) Pressure transducers, micromanometers 


Many nuclear fuel cycle processes require precise pressure measurement. Corrosion resistant 
pressure transducers are used for centrifuge enrichment cascade instrumentation. 
Micromanometers are also used as ancillary instruments to monitor operations. 


(5) Epoxy resin and associated hardeners, monel welding rods 


Epoxy resins and associated hardeners are used to form composite structures and protect 
centrifuge rotors from exposure to corrosive uranium components. Monel welding rods are 
used to weld corrosion resistant nickel-alloy materials. 


Source: Member State and the Panel 


21-01647 73/419 


S/2021/211 





Annex 8: Examples of research topics on two DPRK university websites 


1. Kim Il Sung University academic journal Vol. 66, No. 2, 2020 
(1) Study on Neutron Detector with Lithium-6 Sensor 
Pak Su Il ,ko Myong Son and Kim Song Jin 
(abstract) 


In this paper we manufactured a thermal neutron sensor with compound contained Lithium - 
6, constructed a thermal neutron detector with this sensor and ZnS(Ag) scintillator, and 
evaluated its detection efficiency. The thermal neutron detection efficiency of Lithium-6 sensor 
is 14%. 


Keywords: neutron detector, scintillator, radiation detector 


(2) Improvement of Some Characteristics in Nuclear Reactor Internal Vibration Measuring 
Instrument 


Ri Kum San, Ro Kwang Chol 
(abstract) 


In order to realize normalization of analysis results for various type of accelerators sensors 
with sensitivity 10 ~ 1000mV within acceleration range of 1 ~ 50g, we have enabled gain of 
the charge amplifier to be regulated 0 ~ 60dB. 


Applying on-line USB communication and microprocessor PICI8F4550 and converting 
measuring device into NI-VISA device, we have increased communication rate up to 12Mbps 
and normalized nuclear reactor internal vibration measuring. 


In addition, by using powerful digital signal processing function of LabVIEW, we have 
improved reliability and realized multifunction and on-line in measuring and analyzing of 
nuclear reactor internal vibration. 


Keywords: vibration measuring, nuclear reactor internal vibration 
(3) A Method of Discriminating Seismic Wave and Explosive Wave in a Digital Seismic Analysis 
Pak Chi Bong, Jong Kyong Su and Kim Yong I 
(abstract) 


We suggested a method to determinate seismic wave and explosive wave, which were based 
on the power spectra mean frequency ratio and the linear discriminant analyze. 


Keywords: seismic wave, explosive wave 


Source: Kim Il Sung University website, www.ryongnamsan.edu.kp/univ/ko/research/journals 
(accessed 4 January 2021) 
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2. Publication by experts affiliated with Kim Chaek University of Technology 


(1) Determination of geological strength index of jointed rock mass based on image processing 


Kunui Hong (Faculty of Mining Engineering, Kim Chaek University of Technology), 
Eunchol Han (School of Engineering and Science, Kim Chaek University of Technology), 
Kwangsong Kang (Faculty of Mining Engineering, Kim Chaek University of Technology) 


(abstract) 


The geological strength index (GSI) system, widely used for the design and practice of mining 
process, is a unique rock mass classification system related to the rock mass strength and 
deformation parameters based on the generalized Hoek-Brown and Mohr-Coulomb failure cri- 
teria. The GSI can be estimated using standard chart and field observations of rock mass block - 
iness and discontinuity surface conditions. The GSI value gives a numerical representation of 
the overall geotechnical quality of the rock mass. In this study, we propose a method to deter- 
mine the GSI quantitatively using photographic images of in situ jointed rock mass with image 
processing technology, fractal theory and artificial neural network (ANN). We employ the GSI 
system to characterize the jointed rock mass around the working in a coal mine. The relative 
error between the proposed value and the given value in the GSI chart is less than 3.6%. 


Keywords: Jointed rock mass, Geological strength index (GSI), Image processing Fractal 
dimension, Artificial neural network (ANN) 


Source: Kim Chaek University of Technology website, 
http://www.kut.edu.kp/index.php/page/index?si=25http (accessed 4 January 2021) 





(2 


— 


Papers published in KUT International Conference for the 70th foundation anniversary 

1) The Stability Estimation of Rock Mass Surrounding Tunnel by Strength Reduction FEM 
Jong Tok Yong, Jang Ui Jun 

2) 3D Numerical Modeling for Tunnel in Anisotropic Rock by FEM 
Hwang Ryong Hyon1, Ri Yong I 


3) Intelligent Back Analysis of Geotechnical Parameters for Soft Rock Mass Surrounding 
Tunnel using Grey Verhulst Model 


Han Un Chol, Hong Kun Ui 


Source: Kim Chaek University of Technology website, 
http://www.kut.edu.kp/index.php/page/index?si=54 (accessed 4 January 2021) 
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Annex 9: “Sister University” listed on the website of Kim II Sung University 


1) Kim Il Sung University website 


PE be BO FF 


KIM IL SUNG UNIVERSITY 


About Education Research 





Education 


Undergraduate Education 


Graduate Education 


Distance Education 


In-service Training 


International Education 


Sister University 


Guest Lectures 


Sister University 


filome / Education 


Kim II Sung University has many sister universities of the world such as Beijing University of China, with which it is conducting 


academic exchanges. 


The universities which were in the past and are at present sister universities of Kim I] Sung University are as follows. 


Asia 


Beijing University (China) Yanbian University (Chine) Nanjing University (China) 


Jilin University (china) Haerbin Industrial University (china) Liaoning University (China) 


Qingdao University of Science and Technology (China) Renmin University (China) 


Fudan University (China) Shanghai University (China) Hunan University of Education (china) 


Tianjin University (China) Damascus University (Syriz) Hanoi State University (Vietnam) 


State University of Mongolia (Mongolia) State University of Indonesia (Indonesia) 


Europe 


Moscow State University (Russia) Far Eastern Federal University (Russia) 


Novosibirsk State University (Russia) Sakhalin State University (Russia) 


Far Eastern State University of Marine Technology (Russia) Tirana University (Albania) 


Humboldt-University Berlin (Germany) Free University of Berlin (Germany) 


Sofia University (Bulgaria) National University of Oriental Language and Culture (France) 


Belgrade University (the then Yugoslavia) Komenskiy University (the then Czechoslovakia) 


Karel University (the then Czechoslovakia) 


America 


Havana University (cuba) San Marco University (Peru) Panama University (Panama) 


Honduras State Autonomous University (Honduras) Santo Domingo Autonomous University (Dominica) 


Africa 
Somalia National University (somalia) 


Cairo University (Egypt) Algiers First University (Algeria) 


Source: Kim Il Sung University website, “Sister University” 
www.ryongnamsan.edu.kp/univ/en/education/sister_university. (accessed 11 December 2020) 
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2) Panel’s enquiry (a letter sent to a university) 


21-01647 


United Nations @) Nations Unies 


HEADQUARTERS + SIEGE NEW YORK. NY 10017 
TEL.: +1 212 965 1055 + PAX: +1 212 963 2018 


UNITED NATIONS SECURITY COUNCIL PANEL <¢ TABLISHED 
PURSUANT TO RESOLUTION 187 


REPERENCE- 


YOUR REPERENCE 


Dear Sir/Madam. 


I am writing to you with regard to ongome efforts of the Panel of Experts established 
pursuant to United Nations Security Council resolution 1874 (2009) to gather. examine and 
analyse information regarding the implementation of the measures imposed on the Democratic 
People’ s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009). 
2087 (2013). 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 2375 (2017) 
and 2397 (2017), in particular incidents of non-compliance. 


The Panel would like to request information on academic exchanges berween REE 


BE niversity and the DPRK's Kim II Sung University. The website of Kim II Sung University, 
as of 11 December 2020. lists Jniversity as a sister university with which Kim Il 
Sung University had previously conducted academic exchanges or is currently doing so (Annex). 


The Panel makes enquiries concerning scientific and technical partnerships with DPRK 
scientists in the academic fields covered by the relevant provisions of United Nations Security 
Council Resolutions (below). The Panel seeks information to assess whether these partnerships 
have involved jomt studies which may have contributed. or contimue to contribute. to the 
development by the DPRK of technologies related to its WMD programme. 


Paragraph 17 of resolution 2270 (2016), which reinforces paragraph 28 of resolution 1874 
(2009) which called for Member State vigilance, states that “all Member States shall prevent 
specialized teaching or traimmg of DPRK nationals within them terntories or by their nationals of 
disciplines which could contribute to the DPRK's proliferation sensitive nuclear activities or the 
development of nuclear weapon delivery systems, including teaching or training in advanced 
physics, advanced computer simulation and related computer sciences. geospatial navigation, 
nuclear engineering. aerospace engineering. aeronautical engineering and related disciplines”. 
Furthermore, paragraph 10 of resolution 2321 (2016) clarifies that for the purposes of 
implementing paragraph 17 of resolution 2270 (2016) specialized teaching and training which 
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could contibute to the DPRK's proliferation senutive muclear activites or the development of 
guclear weapons delivery systems mclodes, but 15 not luted to, advanced matenals scsence, 
advanced chemucal engmeenng advanced mechamcal engineemng advanced electncal 


engimeenng and advanced industnal engineenng 


Moreover, paragraph 11 of resolution 2321 (2016) decades that all Member States shall 
suspend scsentific and technical cooperation amvolving persons or groups officially sponsored by 
or representing the DPRK except for medical exchanges unless un specified cases exempted by the 
1718 Comumuttee or un all other cases notified m advance to the Communttee. 


Furthermore, the Panel has concerns that if DPRK scholars have access to the intemet, 
bbranes, and exchange with other scholars, they muy use thus to collect proliferation senutive 
mmformation which could contnibute to the DPRK's WMD and ballistic ausule development or the 
enhancement of its aulitary operational capatibty. The Panel also has concerns that networks 
developed dung overseas exchange programs may be used to facilstate the transfer of intangible 
technology applicable to the DPRK's WMD program. 


In addition. paragraph § of resolutson 2397 (2017) requares all Member States to repatnate 
to the DPRK all DPRK nationals earning income m thew sunsdaction and all DPRK government 
safety overught attachés wittun 24 months fom 22 December 2017 and to subaut azdterm and 
final reports on repatriation. The Panel notes that paragraph 8 of resolution 2397 (2017) covers all 
DPRK c:tuzens who are eammng mcome. regardless of work authonzation. vasa category. and how 
the payment 1s labelled 


In connection with the above, and mm its effort to gather rehable and venfiable information, 
the Panel would be grateful for your asssstance un providing the following: 


1. Information on the current stata: of (BP larveruty’s academuc exchange 
with Kam 1) Sung Univeruty 


2. The total sumber of DPRK students who have stuched at Unversity 
sance 2017, as well as the cumber of current DPRK students specify thew 
degree programs (whether Masters. PhD. post-doctorate researchers etc), fields of 
study and subject of thew scientific collaborations, if applicable. Please provide 
mformation on any scholarshsps or sponsorsiup they have recerved / are recerving. 


3 Confirmation if any DPRK scholars have been affiliated with SR 
Univeruty sance 2017. If so, please provide the Panel with the following mnformaton: 


3-1) A list of the DPRK scholars (name, affibation, area of research. penod of 
affiliation) as well as copses of documents showing thes source(s) of mcome 
while mnchading sponsorslups (if applicable). 
3-2) on whether any financial 
DPRK scholars are provided by 
3-3) Information regarding any non- 

. snchading the use of facibties and access to databases and IT 
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Paragraph 5 of Security Council resolution 2515 (2020) urges all Member States and other 
interested parties to cooperate fully with the Panel of Experts, in particular by supplying any 
information at their disposal. The Panel would welcome any other information that you might 
consider relevant to this issue 


Given the importance the Panel attaches to this investigation. we would be grateful for any 
information to be supplied within four weeks of the date of this letter. As the Panel intends to 
report on these matters in its next report to the Secunty Council, we would be grateful to receive 


a timely — to ensure that your reply can be taken into consideration. Please reply to the 


Panel at 









Coordinator of the Panel of Experts established 
pursuant to Secunity Council Resolution 1874 (2009) 


Annex: Website of Kim Il Sung University 


Source: The Panel 
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(3) Replies from universities received by by 4 February 2021 


University of Belgrade 


UNIVERSITY OF BELGRADE 


Address: Studentsh) trg 1, 11000 Belgrade. Republic of Serta 
*381-11 3207401; Fax: +381-11 2638818 E-mail: officebw @rect. by acts 


Coordinator of the Panel of Experts 
established pursuant to Security Council Resolution 1874 (2009) 


Belgrade, January 13, 202! 


/ 


lam addressing you with reference to the letter sent to the University of Belgrade on 
January 04, 2021, on behalf of United Nations Security Council Panel of Experts 
(Reference S/AC.49/2021/PE/OC.12), with a request that the University of Belgrade 
provide information on academic exchanges between University of Belgrade and the 
DPRK's Kim I! Sung University 


As mentioned in the letter, the DPRK's Kim Il Sung University’s website lists a 
Belgrade University from the then Yugoslavia as a partner university 


Please note that the University of Belgrade is a university from the Republic of Serbia 
and that since 2017, the year of reference mentioned in the letter, the Rector, as the 
University’s only legal representative as defined by the Statute of the University of 
Belgrade, has not signed any agreements on cooperation or academic exchange with the 
DPRK's Kim Il Sung University. Consequently, there could not have been any student 
or staff exchanges subject to such agreements. Therefore, with respect to questions | 
through 3 of the Letter, the University of Belgrade has no information or records to 
provide in this regard 


In addition, please let us stress that the University of Belgrade has not had any type of 
cooperation, scientific, research or other with the DPRK's Kim I! Sung University since 
2017 until the present date 


Please do not hesitate to contact us if the University of Belgrade may be of additional 
assistance 


Sincerely Yours, 


Rector 





80/419 21-01647 


$/2021/211 





Freie Universitat Berlin 


Pree User heir, Abi Dy - ier ioral 
Kaieerneerthes Sinai LE 1055 Beet 


Coordinator of the Fane of Experts established pursuant 
ho Seourity Council Resolution 1274 (09) 


Uni titel Nhat oie 
Mena’ York, MY LOOL? 


In re: 5c ao 2021 PES OCa 


Gas Priiidian 
Ais beng Di be ite Ls nd bee. 


Fialoerart fe’ B 
Kaisirden eter Str. 16-18 
L195 Berl is 


Telefon 
Fixe 
EMS 


internat wewfu-becliade 


Flin de 
Beirb-Zethen fi B 
rh 


Zim=ar 


Barkin, 91.1.2021 


Thank you very much for your letter from 4 January 2021. Please find the answers 
to your questions below: 


i. 


3. 


The fisting of EVA as 2 sister university on the website of the Kim Il Sung 
University & misleading, since no fonmal agreement between both univer- 
sities has been signed. 50 far, only Letters of Intent regarding cooperstion 
in the fields of humanities and social sciences have been exchanged. 
From 3 to 24 January 2020, a group of 12 students from Kimi Il Sung Uni- 
versity attended 3 Gernnan language course within the framework of the 
Freie Universitat Berlin Internetional Summer and Winter University (Ei, 
Bis) program at FS, They were accompanied by two professors from 
their home university (please see the attached list for details). The visit 
was prepared in clase cooperation with the German Foreign Office after 
detailed consultation with the German ambassador to the DPRK, His Ex- 
cellency Sarr. All costs were borne by inetitutions fram the Re- 
public of Koreas. During the whole time, the students had no access to 
FJE SLAM or intranet, no electronic devices were provided. Homework 
and other assignments were all hand-written. 

No DPRK scholars have been affiliated with FG since 2017. 


Yours sincerely, 


21-01647 
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Institut national des langues et civilisations orientales (Inalco) 


82/419 


ter = HaunoHane> 


inal 


Dear Madanv/Dear Sir 


In response to your letter regarding collaboration between Inalco and North Korean Kim Il 
Sung University, we inform you that our collaboration ended in 2017. Since then, we did not 
have any type of academic exchange or collaboration concerning rescarch, tcchnical 
partnership or education matter. We suspect a lack of updating in the Kim I] Sung website and 
we will ask them to delete incorrect information 

We assure the Panel of Experts that we respect the measures imposed on the Democratic 
People's Republic of Korea (DPRK) by the Security Council resolutions and we do not intend 
to reactivate Culloburation with North Korea universities in the future 


Yours Faithfully 
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Comenius University in Bratislava 


From: 
Sent: Thursday, 21 January, 2021 5:04 AM 


Subject: Kim i Sung University 


Dear, 


| am writing you regarding the letter demanding information about students and scientists from Kim Il Sung 


University who were or are at Comenius University in Bratislava. However, Comenius University in Bratislava 
has no bilateral agreement with any North Korean University. Neither there exist faculty agreements. 

So, the information about bilateral agreement with Comenius University in Bratislava published at the website 
of Kim Ii Sung University IS FALSE. We do not have any cooperation with them and do not host any of their 
students or scholars 


Sincerely Yours, 
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University of Tirana 


84/419 


S 


REPUBLIC OF ALBANIA 
UNIVERSITY OF TIRANA 
DIRECTORATE OF INTERNATIONAL RELATIONS AND STUDENTS 


No {of Prot Tirana, ongJ/ 01.2021 


’ 


nator o anel of Experts established pursuant to Security Council 


Resolution 1874 (2009) 


a 


Following the request send by the “Panel”, where Kim [1 Sung University has listed University 
of Tirana as a sister university and has conducted academic exchanges since 2017, | would 


kindly infom you that 


1-University of Tirana docs not have any institutional agreement with Kim 1] Sung University; 


2- University of Tirana has not done any academic exchange with Kim I] Sung University 


3- No student from DPRA has studied at University of Tirana including current penod 


4 No DPRK student scholars has been affiliated with University of Tirana since 2017 and 
current period, 


Yours Fasthfully 


Addresx “Mother Teresa” Soware, Rectorate UT, Tirana, Tel +3955 4 2250166/ Pax: +355 4 22 WS 
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Sofia University St. Kliment Ohridski 











COOMHCKM YVHMBEPCHTET SOFIA UNIVERSITY 
CB. KAMMEHT OXPHACKH ST KLIMENT OHRIDSKI 
rexTor RECTOR 
Softa, 27” January 2021 


COORDINATOR OF THE PANEL OF EXPERTS 


Subject: Your reference SAC 492021/PEVOC /1 


In reference to your letter dated from 4° January 2021 and based on the internal 
investigation conducted on the issues you raised. we would like to provide you with the 
following clarifications: 

1. Information on the current status of Sofia University’s academic exchange with 

Kim Il Sung University: 
During the period considered (since 2017 until now) Sofla University St. Kliment Obricski 
has not maintained any bilateral relations with Kim [J Sung University. There is no evidence 
in our archives for cither existing cooperation agreements or similar documents, or for any 
form of academic exchange between both institutions. 


2. The total number of DPRK students who have studied at Sofia University since 

2017, as well as the number of current DPRK students. 
Information regarding students, citizens of the Democratic People’s Republic of Korea 
(DPRK) that have been enrolled in bachelor programmes at Sofia University St Kliment 
Obridski. Since 2017 until now Sofia University has provided education to |] students under 


consideration in your letter: 
SEAT ATOR COMDOCS P04 O8F8 LAA? OC BORCMsTITEA PVLCABM 1506 SOOM. FF TMA CORVOROONTEL BiWD 
TEA «299 2 8? FP 9 OP OAR «599 2 Bee PRRINE 009 2 OS) FP ee FR ED OD PAN «099 2 Bee 
WwW ON) KMIASG BECTORQUN) HOWL BG WWW UN? SOFIA SO EDC TOR Q@UN? 40974 BC 
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= nad 


CO@HACKM YHUBEPCHTET SOFIA UNIVERSITY 
CB. KAMMEHT OXPHACKH” St. KUIMENT OHRIDSKI 


reKTOrP RECTOR 














SRL APH CODHE O46 BVA LAF OC BOBOMHTTEA IS BULGARIA 1904 SOPLA 15 THAR OSVOROOITEL BLVD 
TEA «399 2 ST FP ee FIO OT GAR 1992 Beer TN PHONE «359 2 87 FP Se FRO ED OD FAR «399 2 Bee ee 
WWW UNE SOFIASG RECTORQUNT SOFIA BG WWW UNE SOFA BG BECTORQUNT SOFIA BG 
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21-01647 


SOFIA UNIVERSIT 
ST. ALIMENT OHRIDSK 


the field of October 2019 

education and 
culture 

between the 
Government of 
the Republic of 

Bulgaria and 

the 
Government of 
| ___ the DPRK 


All bachelor students listed above have not received funding in the form of scholarships, 


grants or other financial aid provided by Sofia University St. Kliment Obridski. Master or 
doctoral students, citizens of DPRK, have not been enrolled at Sofia | niversity since 2017 
3. Confirmation if any scholars have been affiliated with Sofia University since 
2017 
We confirm that during the period under review there is no evidence of any scholars, citizens 
of the Democratic People’s Republic of Korea, who have been affiliated with Sofie 


University 


SOFIA UN VERS TY 
mVENTOHRIOSKI | 
Yours faithfully Osvobodite! Biv 


v 
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Universidad Auténoma de Santo Domingo (UASD) 


Viniversidad Autonoma de " 
Santo Domingo Rerctoria 
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Cairo University (Egypt) 


[Translation from Arabic] 
3 February 2021 
Sir, 


I write in reference to your letter dated 5 January 2021 (S/AC.49/2021/PE/OC.14). I have the honour to note 
that the relevant Egyptian agencies have reported the following: 


I. With regard to the cooperation agreement between Cairo University and Kim II Sung University: 


1. The agreement in question was signed in July 2011. It has not been implemented since it was signed. No 
student or research exchange has been carried out under it (please find annexed the text of the agreement in 
the three languages). 


2. Article 8 of the agreement states that it shall be valid for three years and automatically renewable for an- 
other three years only. The agreement would therefore have expired in July 2017. 


II. With regard to faculty members or academic researchers from the Democratic People’s Republic of Ko- 
rea affiliated with Cairo University since 2017: 


There are no faculty members or academic researchers who are nationals of the Democratic People’s Re- 
public of Korea currently affiliated with Cairo University, nor have there been any affiliated since 2017. 


Accept, Sir, the assurances of my highest consideration. 


Mohamed Edrees 


Ambassador 


Permanent Representative of Egypt to the United Nations 
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(Original) 


Permanent Mission of the Arab Republic Ih I Agua) ware May sgapl Aailal) Mat) 
Of Egypt to the United Nations Baia!) pel! coal 


304 East 44™ Street / New York, NY 10017 
Tel: (212) 503-0300 / Fax: (212) 949-5999 


(Yee A)VAVE 5) Lada Ga Lopes rapes iuuia 


tag Ange Aya 
wb al oY 19/6 1/2 Fath S/AC.49/2021/PE/0C.14 aby aSdbd ll BLAYL 
scply Lay ll ab Ayia Ay reall Cilgall Gh Ablayl 
ri gas al aS Analy 5 all) Aaata caus ci gheill GLa ghey Lad 9g) 
ile (gle aly aly dash si Ain Abadi ply aly Ys 1) Salsa gh Aa) call GUY) aubigi ai -1 
(ASSEN) aba GUY cya (ab ya) sins gh (DU ahs ol lal 
Pi Cony cde Ca gies CIES tas g Cal gle CG Stal og pees ATE 6 SLUGY! Cpe ALA Salad Ly -¥ 
VON gal gg Sie Logie way guiTy Gb 


CHAN/2021/068/BH 
ae eal y 


“F VV ple tind rE PE 
4 yb\ hast) Lays A rsgae Gey ce Cunaulsl Gutaly gl Gag sill digs plac! ool aay ¥ 
VO VY phe Sie 5 patil) Ansley LiL pg Shad 2 gh Lila cultale Apel 

cal sin! ly cl gulls | gluta g 


diaiall aay) coat! silat) pcre Qu gta 
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pao ee a ere, ee, Se, a re, Sy er, Oe a ne ey es, 


ae eS eT ee eS dS eS cS cS eS FS i eS eT mS ee ee Neh se ee ee er Fc YF 


21-01647 


(annex: English text only) 


Agreement on Friendship, Exchange and 
Cooperation in Fields of 
Education and Scientific Research Between 
Kim I Sung University of the Democratic People s Republic of 
Korea and 
Cairo University of the Arab Republic of Egypt 


HARRAH 


Kim II Sung University of the Democratic People s Republic 
of Korea and Cairo University of the Arab Republic of Egypt 
(hereinafter referred to as both Parties) desirous to develop friendly 
relations and promote exchange and cooperation in the fields of 
education, scientific research and training of mutual concern 
between the two Parties in accordance with the " Agreement on 
Cultural cooperation between the Government of the Democratic 
People s Republic of Korea and the Government of the Arab 
Republic of Egypt" have agreed as follows: 


Article 1 :- 


Both Parties, in order to strengthen friendship and cooperation 
between the two universities, shall establish friendly relations. 


Article 2 :- 


Both Parties shall exchange congratulatory letters and organize 
various activities according to their given situations on the occasion 
of the other s national holidays, and other commemoeative days of 
the universities. 


Article 3 :- 
Both Parties shall exchange achievements and experiences gained in 
the fields of education and scientific research, 

Article 4 :- 


Both Parties shal] undertake joint research relative to the 
issues of mutual concern and, if necessary, jointly organize 
workshops and training course and exchange visits of experts. 
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Article 5 :- 


Both Parties shal] encourage the students of Kim II Sung 
University to study mn Cairo University upon mutual agreement 


Article 6:- 
Both Parties shall exch —— delegations for the Purpose of sharin 
experiences and joint 1 research, and the sending Party shall be 
responsible for round- re expenses and the receiving Party shall be 


; 


responsible for boarding and lodging, local transport and first aid 


Article 7 :- 


This Agreement may be altered by mutual written consent 
of both Parties 


Article 8 :- 


The Present Agreement shall enter into force for a period of three 
years on the day of signature by both Parties. It shall be renewed 
for another three years unless written notice is given six months 
before the termination by one of the Parties 


Done in two copies each in Korean, Arabic and English 
languages, all the texts being equally authentic, 


President of President of 


Cairo University Kim II Sung University 


Prof.Dr. Song Ja Rip 
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The University of Algiers I (Algeria) 


Agyrail) Ayla) Basal Ay il jal! yy sgeecl 
REPUBLIQUE ALGERIENNE DEMOCRATIQUE ET POPULAIRE 


INFORMATION PROVIDED BY THE GOVERNMENT OF ALGERIA ON 
ACADEMIC EXCHANGES BETWEEN UNIVERSITY OF ALGIERS AND THE 
DPRK’S KIM II SUNG UNIVERSITY 


Further to the request of the Panel of Experts established pursuant to the 
United Nations Security Council Resolution 1874 (2009) to gather and 
analyse information regarding the implementation of the measures imposed 
on the Democratic People’s Republic of Korea (DPRK) by the Security Council 
resolution 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 


(2016), 2321 (2016), 2356 (2017, 2356 (2017), 2371 (2017), 2375 (2017) 
and 2397 (2017), with regard to academic exchanges between University of 
Algiers and the DPRK’s Kim II Sung University, the Government of Algeria 
would like to convey the following: 


1- The University of “Algiers I” does not conduct any action of cooperation 
or exchange with DPRK’s Kim II Sung University. 


2- The information reported on the website of DPRK’s Kim II University are 
unfounded and seems to refer to the minutes (PV) of the meetings held 
between the delegations of the two countries, signed in Pyongyang on 
August 6, 2014, under which it was envisaged to encourage cooperation 
between the two countries through inter-university twinning operations, in 
particular between the University of Algiers II and DPRK’s Kim II Sung 
University. 


3- It is worth mentioning that this proposal remained a simple declaration 
of intent and the twining operation was not implemented. 





Source: The Panel 
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Annex 10: A new ICBM system? was revealed in the military parade of 10 October 
2020 in Pyongyang, televised by KCTV 


In the wake of the Hwasong-15 ICBM (KN-22)’, the four new ICBMs’ presented on their new Transporter 
Erector Launcher (TEL) were probably genuine missiles not mockups according to a Member State, though 
the new ICBM has never been tested in flight. They are longer and have a larger diameter® than the Hwa- 
song-15, which is 20.5m in length and 2.5m in diameter, and is theoretically capable of flying over 13,000 
km (see S/2018/171 para.10). All of the new ICBMs were transported on eleven axle TELs (see figure 10- 


1). 


According to several Member States, the new ICBM’s warhead capacity appears to have increased, either 
for accommodating a larger payload or for deploying multiple reentry vehicles (MRV or MIRV)’, although 
this remains to be confirmed. 


The new ICBM has two liquid fuel propulsion stages. According to a Member State, its mass at takeoff will 
be around 105 tons. It is likely to be able to deliver a 1,700 kg payload mass (estim.) at a range of approx- 
imately 14,000 kilometers eastward and 10,500 km westward. Following the example of Hwasong-15, this 
new missile can reach the whole of Europe and the United States, but with a more threatening payload. 


Concerning the Ist stage motorization, four nozzles under protection cover are recognizable, against two 
mobile nozzles of the Hwasong-15. These four nozzles may indicate the use of two DPRK versions of the 
twin-combustion chamber RD-250 engine, which would imply the use of two turbo pumps. (see S/2018/171 
para. 14-15) 


According to a Member State’s assessment, the TEL with 11 axles (the greatest number of axles for a 
transporter of this kind) is manufactured in the DPRK, providing greater carrying capacity than the 9 axle 
TEL for the Hwasong-15, which was derived from the six WS51200 off-road trucks imported by DPRK 
in 2011 as vehicles for transporting timber (see S/2013/337 paras. 52-58). 





> Using the term "system", the Panel describes the system consisting of the missile and its TEL; 

* Regarding the exact number of the entities one spare or more systems may have been kept out of the parade to be available to replace 
a possible breakdown of a vehicle. This practice is common in military parades. According to a rigorous photo-analysis by NK- 
NEWS/NK-PRO website on the 26 November 2020, there was a fifth Hwasong-15 intercontinental ballistic missile (ICBM) that was 
not seen in initial state media coverage of the parade. This practice of bringing an extra vehicle for each group, meant to fall in line 
in case of a problem, is common at North Korean military parades (https://www.nknews.org/pro/new -photo-reveals-extra-standby- 
icbm-at-north-koreas-military-parade/?t=1 610062338850) 

> The new super large ICBM (so far unnamed by the DPRK) is temporarily dubbed “Hwasong-16” by observers. 

° The measurement assessment of the ICBM-TEL system was calculated from the KCTV pictures by various experts: 

= see “North Korea showcases world’s largest mobile ICBM” Jane’s Intelligence Review, 03 Dec 2020 available from 
https://customer.janes.com/Janes/Display/FG_3805327-JIRThe measurements of the new ICBM are a length of 25.2 m 
and a diameter of 2.73m within plus or minus 5% 

2 The measurements of the eleven axle TEL are a length of around 29.5m and a width of around 4m. 

- see “Does Size Matter? North Korea’s Newest ICBM”,38 North, 21 October 2020, available from 
https://www.3 8north. org/2020/10/melleman102120/The measurements of the new ICBM are a length between 24 and 
25m and a diameter between 2.4 and 2.5m. 

- Its mass, fully fueled, is somewhere between 80,000 and 110,000 kg. 

7 MRV: multiple reentry vehicle; MIRV: multiple independent reentry vehicle, 
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Figure 10-1: The new ICBM revealed in the military parade of 10 October 2020 in Pyongyang 


_— 





Source: KCTV 
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Annex 11: a new MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 
October 2020 in Pyongyang broadcast by KCTV as well as a new SLBM Pukguksong-5 in the 
military parade of the 14 January 2021 


The four Pukguksong-4 were introduced as “underwater strategic ballistic missiles” and thus probably a 
new type of SLBM®*. It is assumed to be a modified type of which the size has been enlarged (diameter 
close to 2m) compared to the Pukguksong-1 and Pukguksong-3 (diameter between 1.5m and 1.7m) (see 
S/2020/151 para.197 annex 58.7; S/2017/742 annex 4). 


Due to the shroud dimension, the Pukguksong-4 may contain several reentry vehicles such as MIRV though 
this remains to be confirmed. According to a Member State, its maximal range is estimated to be between 
3,500 and 5,400 km for payloads of 1,300 kg and 650 kg respectively. This is an improvement in 
comparison with the Pukguksong-3 (max. range close to 2,500km). Moreover, to reduce the weight of the 
casing from the first Pukguksong missiles, composite fibre may have been used in the structure of the outer 
coating as the filament patterns are visible on the black cylinder surface shown by KCTV images. (see 
figure 11-1 and S/2019/171 para. 5) 


Currently, no operational North-Korean submarine appears to be able to launch the Pukguksong-4 although , 
on 23 July 2019, the Democratic People’s Republic of Korea presented a submarine under construction in 
the building of the Sinpo south shipyard potentially capable of carrying ballistic missiles (see $/2020/151 
para. 196, annex 60) 


The four Pukguksong-5 in the 14 January 2021 military parade were introduced by KCNA as “The world's 
most powerful weapon, submarine-launch ballistic missile...” The design of the Pukguksong-5 seems 
longer than the Pukguksong-4. The cone of its shroud seems more elongated. This new SLBM is expected 
to have a greater range and warhead carrying capacity than the Pukguksong-4 (See figure 11-2) 





’ DPRK printed “PKS-4 A” and “PKS-5 A” 
° KCNA: “The submarine strategic ballistic missile, the world’s strongest weapon, entered the square in succession powerfully 
demonstrating the might of the strong revolutionary army with military and technological upperhand of the world,” 
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Figure 11-1: Anew MRBM/SLBM Pukguksong-4 was revealed in the military parade of 10 Octo- 
ber 2020 in Pyongyang 


Filament-wound patterns are visible 
on the black cylinder surface 





Source: KCTV (Image), The Panel (Text) 
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Figure 11-2: New MRBM/SLBM Pukguksong-5, larger than Pukguksong-4, was revealed in the 
military parade of the 14 January 2021 in Pyongyang (yellow dotted line marks the shroud of 


Pukguksong-4) 


Pukkuksong-4 (10 Oct 2020) 
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Z| 
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Source: KCTV (Image), The Panel (Text) 
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Annex 12: Three types of SRBM missile were exhibited during the military parade of 10 
October 2020 in Pyongyang broadcast by KCTV 


These missiles were identified as the short-range ballistic missiles KN-23, KN-24 and KN-25 (see 
$/2020/151, annex 59) which are solid fuel propelled, that the DPRK test-launched on numerous occa- 
sions from 2019. Moreover, with their solid fuel propulsion, a distinctive feature of these new missiles is 
their use of depressed trajectory and irregular trajectory, which is the result of terminal phase manoeu- 
vring, according to a Member State. (see S/2020/151, para 194; S/2020/840 para.11, annex 7). 


According to a Member State, all these missiles will eventually replace the liquid fuel Scud family ballis- 
tic missiles such as so-called Rodong, Scud, Musudan types that appeared in past DPRK military parades 
but not in this last one on 10 October 2020 (see Parade of April 2017, S/2017/742 Para.8). They symbol- 

ize the renewal of the DPRK ballistic threat through the ongoing modernization of its BM capability. (see 
S/2019/171 annex 84) 


Except for the new super large ICBM, all BMs presented in this parade have been test-launched including 
“Pukguksong-2”, “Hwasong-12” and “Hwasong-15” in 2017 ( see S/2018/171 para.7, 9) as well as three 
different types of SRBM after May 2019. 


The military parade showed that, as previously reported by the Panel, the SRBM could be launched from 
wheeled and or caterpillar track TELs. 


e Nine KN-25 Super large multiple rocket launcher wheeled and 4 rounds'° systems 

e Nine KN-25 Super large multiple rocket launcher caterpillar track and 6 rounds systems 
e Nine KN-25 Super large multiple rocket launcher wheeled and 5 rounds systems 

e =Eight SRBM KN-23 wheeled and 2 rounds systems 

e Eight SRBM KN-23 caterpillar track and 2 rounds systems 

e Nine SRBM KN-24 caterpillar track and 4 rounds systems 


According to a Member State, the DPRK appears to be enhancing operational employment efficiency by 
diversifying types of TEL and the number of rounds of the super-large multiple rocket launcher such as 4, 
5 (new) and 6 rounds (see figure xx3-1) following a trend confirmed in 2019 (see S/2020/151 para.194 
and S/2020/840 annex 7) 


Six new SRBM sytems (2 missiles mounted on 5 axle wheeled TEL) in the second military parade on 14 
January 2021 have a design close to the KN-23 (see above). But the SRBM seems to be longer and possi- 
bly wider. If it is confirmed, this new SRBM is expected to have a greater range and warhead carrying 
capacity than the KN-23 (See figure xx3-2) 





'0 Using the term 'rounds' the Panel describes how many missiles are mounted on one TEL for launch from that TEL 
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Figure 12-1: Three types SRBM KN-25, KN-23, KN-24 were exhibited during the military parade of 
10 October 2020 in Pyongyang, broadcast by KCTV 
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Source: KCTV (Image), Member States and Panel (Text) 
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Figure 12-2: A new SRBM (resembles KN-23) was revealed in the military parade of 14 January 2021 in Pyong- 
yang, broadcast by KCTV (new SRBM seems to be larger than KN-23 and its TEL has 5 axles) 





Source: KCTV (Image), Member States and the Panel (Text) 
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Annex 13: The overall modernization of the Kusong factory handling BM TEL 
production demonstrates the development trend of BM programme infrastructure 


The “Kusong Tank Factory” (aka “Kusong-Taegwan”, “Tank Plant - 95 Factory”, “No 95 Factory” in North 
Pyongan), whose main facilities are located in the northeast oriented valley (from the location 40° 03’ 13” 
N 125° 13’ 08" E) is currently undergoing overall modernization. This factory is involved in the production 
of TELs such as the Pukguksong-2 TEL and could potentially produce other TELs for BM (see figure 13- 
1) the area delimited by dotted red lines). Through this overall improvement, DPRK could increase its 
production of caterpillar tracked TELs. 


A massive plan of building demolition and new construction has been underway since August 2020: at the 
southwest of the complex (40° 03’ 23” N 125° 13’ 20” E) and at the northeast (40° 03’ 50” N 125° 13’ 57" 
E) (see figure 13-1 the two areas delimited by dotted yellow lines). 
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Figure 13-1: The “Kusong tank factory” (North Pyongan) huge renovation 





a 


“Kusong Factory No 112” (possible) 


; 5, “Kusong Tank 
Hwasong-12 launch site on 14 May 2017 in Kusong area : Factory” 
(40° 03' 57" N 125° 12° 34” E) 





Source: Planet Labs Inc. 5 Dec. 2020, 02 58 UTC; 4 Dec. 2020, 02 56 UTC 
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Demolition and new construction in the south-west zone (SW) of the factory: 





Two parallel large buildings and three smaller ones, oriented SW-NE were demolished between 6 August 
and October 2020, as well as two groups of factory buildings located at the southern part of the area (see 
Figure 13-2 dotted yellow lines) in the Kusong-Taegwan / Tank factory or Plant - 95 Factory (south-west 
corner 40° 03’ 12” N 125° 13’ 06” E; north-east corner limit 40° 04’ 17” N 125° 14’ 37” E). Subsequently, 
new constructions have started in this area. In particular, construction of a new factory building with a 
trapezoidal shape surface (see SW1 at 40° 03’ 27” N 125° 13’ 22” E, see Figure 13-2,3) (longest base 85m, 
smallest base 55m, depth 60m) was well advanced in September. 


The demolition of the five buildings at the north section was in progress during August 2020. A new 
factory building (SW1) whose surface shape is like a parallelogram was roofed. 


On 18 Sept 2020, the demolition of the five buildings at the north section was almost finished. The 
demolition of the two groups at the south section was in progress and a large, new factory building, 
rectangular in shape, is under construction(150x140m). (see SW2 at 40° 03’ 23” N 125° 13’ 21" E, see 
Figure 13-2,3). 


On Oct 13, the demolition of the five buildings was completed as was that of the two groups in the south 
section. The new factory building (SW1 parallelogram shape) is still in progress as is the large new rectan- 
gular structure (SW2, see Figure 13-2) (150x140m) 


On Nov 2, all demolitions were finished. Construction of the new factory building (SW1 parallelogram 
shape) is still in progress as well as the new structures SW2. The construction of two new buildings (SW3 
at 40° 03’ 20” N 125° 13’ 19” E and SW4 at 40° 03’ 18” N 125° 13’ 18” E) is in progress (see Figure 13- 
2,3). 


In early December the construction of the three new building was in progress (SW2, SW3, SW4) and SW1 
appears almost finished. (see Figure 13-3). 
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Figure 13-2: Demolition and new construction in the south-west zone of the Factory 
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Source: Google Earth, 23 May 2019; Planet Labs Inc. 6 Aug. 2020, 02 39 UTC; Planet Labs Inc. 30 Aug. 2020, 
01 40 UTC; Planet Labs Inc. 18 Sep. 2020, 01 46 UTC; Planet Labs Inc. 13 Oct. 2020, 02 39 UTC; Planet Labs Inc. 
2 Nov. 2020, 02 39 UTC; Google Earth, 18 Oct. 2020; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Figure 13-3: Focus on the demolition of several buildings and new constructions on the site SW 
(Southwest corner: 40° 03’ 17” N 125° 13’ 16” E; Northeast corner: 40° 03’ 26” N 125° 13’ 29” EE) 
from Aug 2020 
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Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Demolition and new construction in the north-east (NE) zone of the Factory: 





Several buildings oriented southwest-northeast have been demolished from August 6th to October 2020 
along the valley (see figure 13-4 dotted yellow lines) in the Kusong-Taegwan - Tank factory or Plant - 95 
Factory. (south-western corner 40° 03’ 45" N 125° 13’ 45” E; north-eastern corner limit 40° 03'57” N 125° 
14’ 09” E) Subsequently new constructions have started in this area (figure 13-5). 


Figure 13-4: Demolition of several buildings and new construction on the site NE (southwest corner: 
40° 03’ 47” N 125° 13’ 47”; northeast corner: 40° 03’ 56” N 125° 14’ 08” E) from Aug 2020 
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Source: Google Earth, 23 May 2019; Planet Labs. Inc. 30 Aug. 2020, 02 08 UTC; 19 Sep. 2020, 02 38 UTC; Google 
Earth, 18 Oct. 2020; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 


21-01647 107/419 


$/2021/211 


Figure 13-5: Focus on Demolition of several buildings and new construction on the site NE (southwest 
corner: 40° 03’ 47” N 125° 13’ 47”; northeast corner: 40° 03’ 56” N 125° 14’ 08” E) from Aug. 2020 


Gooale Earth 





4 Dec 2020 


NE1: 40° 03° 56" N 125° 14' 07" E ; NE2: 40° 03' 53" N 125° 14’ 04" E ; NE3: 40° 03' 54" 
N 125° 13° 58" E ; NE4: 40° 03' 51" N 125° 13' 57" E ; NES: 40° 03' 47" N 125° 13° 47" E; 
NE6: 40° 03’ 47" N 125° 13° 52" E; NE7: 40° 03' 47" N 125° 13' 47" E 


Source: Google Earth, 23 May 2019; Planet Labs Inc. 4 Dec. 2020, 02 56 UTC 
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Annex 14: Developments at the Pyongsong March 16 factory automotive plant (South 
Pyongan) 


The transformation of the site continues with a new track dug through the southwest hill located at the edge 
of the factory site, treatment of the concrete slab surface and general cleaning of the factory. Various activ- 
ities have been detected in front of the building where the Hwasong-15 was assembled in 2017 before the 
ICBM test launch on 29 November 2017 that could be related to TEL preparation. 
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Figure 14-1: The surroundings of the new adjacent building (39°16'52.08"N 125°52'12.76"E) are 
clean (see area 1); the renovation of the western building (39° 16’ 52” N 125° 51' 57” E) seems to be 
finished (see area 2). A new track (a possible future road or a wider track for TEL testing) that has been 
dug through the southwest hill located at the edge of the factory site is under construction from the south- 
east point 39° 16’ 49” N 125° 51' 54” E to a northwest point 39° 16’ 53” N 125° 51' 48” E (sea are 4). (see 
S/2020/840 para. 15, Annex.11) 


13 Nov 2020 


5 Jun 2020 





Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC; 26 Jun. 2020, 05 16 UTC; Google Earth, 2 May 2020 
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Figure 14-2: The activity of large vehicles continued to be detected between July and 8 October 2020 
with tracks from tires possibly left by wheels mounted on around 4 m long axles in front of the building 
(area 3). This new larger tire tracks could correspond to tracks left by a larger TEL than the Hwasong-15’s 
TEL movements up to October 2020 because the measurement of the width is in range from 3 m to 4 m. 
They could be related to the new ICBM revealed during the 10 October Military Parade in Pyongyang 
whose TEL width is around 4 m. On 8 October workers seemed to be gathered in front of the building along 
an ellipse resembling the pattern of possible tracks let by the tires of the large axels. They appeared to be 
cleaning the tire tracks from the surface. 
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Source: Google Earth, 8 Oct. 2020; 24 Jul. 2020 
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Figure 14-3: Activity related to several vehicles and containers (up to 18 m) was detected from 13 
November 2020 to 20 November 2020 in front of the building (see area 3) where the Hwasong-15 was 
assembled in 2017 before the ICBM test launch on 29 November 2017. At the same time, the concrete slab 
surface appeared to have been treated in some way. 


13 Nov 2020 





Source: Planet Labs Inc. 13 Nov. 2020, 05 12 UTC 
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Annex 15: Activity observed at the Sinpo south shipyard since July 2020 (see Figure 
15-1) and at the Nampo naval shipyard 


At the Sinpo south shipyard, activity observed at the secure boat basin (40° 01’ 31” N 128° 09’ 
55” E) since July 2020 could be related to the handling of submarine-launched ballistic missiles or 
preparations for a further submarine-launched ballistic missile launch test. 


- The midget submarine which looks like a narrow container was removed after 15 September 
from its position on the dock. However, 3 to 4 new containers were positioned on Nov 4 at 
the south west corner of the dock of the secure basin (40° 01’ 31” N 128° 09’ 55" E) (See 
Figure 15-2)and on 7 November a white container (length around 12m) appeared on the 
dock ten meters from the North-eastern corner of the canopy (See Figure 15-4). 


- The support vessel and submersible test barge had moved from their positions inside the 
basin as of Nov 5 and Nov 29 (See Figure 15-3), while a side of the Sinpo-class SSB 
presumably berthed under the canopy was more visible from 3 December. (See Figure 15-4) 


An activity probably related to the reparation or to the upgrading of the dock was detected on Nov 
4 in front of the entrance of the construction hall (40° 1'20.76"N 128° 9'46.55"E) where presumably 
the Romeo-class submarine, potentially to be equipped with SLBM, is currently being built (see 
S/2020/151 annex. 60). (See Figure 15-5) 


At the Nampo naval shipyard, a new twin-building for the construction or maintenance of vessels 
(125m length, 38° 43’ 14” N 125° 23’ 52” E) has been under construction since 2018, replacing a 
shorter old twin-building (90 m). The launch dock (38° 43’ 12" N 125° 23’ 52” E) in front of the 
twin-building was renovated and its length was extended up to around 40 m from building doors. 
Because of the comparison with the Sinpo construction Hall (see Figure 15-5) this building could 
be used for the support or construction of the submarines. 


Since December 2020, logistics activities appeared between this site and the secure basin boat 
where the submersible test stand barge is located. During the observed period between April and 
December 2020, the submersible test stand barge moved within the basin (see S/2020/151 annex 
58-7.3). A possible support vessel related to the submersible test barge moved from the basin in 
November 2020. After 22 November 2020, the submersible barge did not clearly appear but a new 
larger drydock or barge (around 30m x 15m) appeared in December 2020 (see Figure 15-6). 


21-01647 113/419 


$/2021/211 





Figure 15-1: Sinpo south shipyard and Mayang-do island shipyard and submarine base overview. 
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Soyfce: Planet Labs. Inc. Seo 28. 2020. 02 09 UTC 


Activity in Mayang-do submarine shipyard: 

-Work on the roof of the maintenance submarine hall; 
-Romeo-class submarines have regularly berthed for 
maintenance or logistic since summer 2020; 

-One submersible dry dock {45m length) has berthed since 
24 December 2020 carrying white containers. 


Dry-dock used for maintenance of 
submarine such as one Romeo-class 
overhaul on 26 Oct 2015 


Activity in Mayang-do submarine base: 
Romeo-class submarines have regularly 
berthed since summer 2020. 





Source: Planet Labs Inc. Dec. 20. 2020. 04 54 UTC 


Source: Planet Labs. Inc. 7 Jan. 2021, 02 22 UTC; 4 Jan. 2021, 04 52 UTC; Google Earth, 26 Oct. 2015 
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Figure 15-2: Secure boat basin: The possible midget submarine or narrow container which was on 
the dock since May 2020 was removed from 15 September. 3-4 containers (length around 11-12 m) 
were visible until Nov 4 on the dock (40° 01’ 31” N 128° 09’ 55" E) 
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possible midget submarine 
or a narrow container 
(length around 17-18m) 


15 Sep 2020 


3-4 containers (length 
around 11-12 m) stayed 
until 4 Nov 2020 


4 Nov 2020 


Source: Planet Labs Inc. 9 Sep. 2020, 04 57 UTC ; 15 Sep. 2020, 04 54 UTC ; 4 Nov. 2020, 04 58 UTC 
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Figure 15-3: A support vessel (length around 50m) moved from the north corner of the secure boat 
basin to the south west corner between Nov 5 and Nov 29. The submersible test barge moved from 


the dock side to berth along the north East side of the basin. 


a.) 


4 
submersible test barge 


29 Nov 2020 


Source: Planet Labs. Inc Nov 5, 2020 02 25 UTC ; Nov 29, 02 47 00 2020 UTC 
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Figure 15-4: On 7 November a white container (length around 12m) appears on the dock. The side 
of the Sinpo-class SSB presumably berthed under the canopy is visible on the Dec 3 


a white container (length 
around 12m) appears on the 
on 7 November 


The side of the Sinpo-class SSB 
presumably berthed under the 


canopy appears on the Dec 3 


Source: Planet Labs Inc. 7 Nov. 2020, 05 03 UTC; 3 Dec. 2020, 01 51 UTC 
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Figure 15-5: On the dock in front of the entrance of new Hall (40° 1'20.76"N 128° 9'46.55"E) where 
presumably the Romeo-class submarine equipped with SLBM is currently under construction (see 
$/2020/151 annex. 60), a high crane (visible from apparent long shadow or that of the lifted load,at 14h00 
local time) has been used on Nov 4 and Dec 20, on a site probably devoted to change or repair the railway 
or the concrete surface which are used by the cradle for the launch of the new submarine. 


The hall and berth in Sinpo 
south shipyards related to 
construction site of the new 
submarine 


Shadow of the crane 


Rails of the dock 
4 Nov 2020 





Source: Planet Labs Inc, Nov 4, 2020 04 58 UTC 
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Figure 15-6: Nampo naval shipyard: renovation of the construction/maintenance hall (, 38° 
43’ 14” N 125° 23’ 52" E) and activity inside secure boat basin (38° 43’ 06” N 125° 23’ 40” E) 





New hall and new dock 


-Barge (30m x 15m) appeared in basin 
- No sub. test stand barge on water 





Submersible test stand barge 








Source. Planet Labs Inc. 19 Dec. 2020, 02 12 UTC; 12 Dec. 2020, 04 28 UTC; Planet Labs Inc. 7 Jun. 2020, 
02 21 UTC; Planet Labs Inc. 10 Apr. 2020, 05 04 UTC; Google Earth, 8 Nov. 2019; Google Earth, 7 Oct. 
2018; Google Earth, 13 Mar. 2018 
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Annex 16: Ballistic missile bases activity 


The Panel continued to monitor the activity of various ballistic missile bases such as the “Yusang-ri missile 
operating base” (aka “Milchon-ri’”, 39° 27’ 01" N 126° 15’ 35” E; South Pyongan), the “Kal-gol missile 
operating base” (38° 40' 09" N 126° 44' 14" E; North Hwanghae) and among those cited in $/2020/840 


Para.13 Annex 9 the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E; Chagang) where various 
construction sites and logistic activities were observed since summer 2020. 


“Yusang-ri missile operating base” (Figure 16-1) 


- Two new typical main buildings (50 m length, a wide central roof flanked by two symmetrical side 
roofs) located in the HQ area of the base at 39° 26’ 58" N 126° 15’ 37” E and 39°27’ 02” N 126° 
15’ 39" E, were built from 2018 to 2020 as well as another support facility at 39° 27’ 08” N 126° 
15’ 23” E. (see Figure 16-2) 


- Since the beginning of the excavation of the tunnel in 2014 usable by heavy TEL, site-evolution 
and upgrading has been continuous. The site is oriented SE-NW from southeast entrance 
39°27'27.66"N 126°15'6.01"E to northwest entrance 39°27'29.70"N 126°15'2.56"E (see Figure 16- 
3) 


- From 8 October to 15 October 2020, a dozen white containers with non-standard size of around 
7m x 1.5m were placed and removed from a location between the south underground gallery 
entrance (39° 26'33” N 126° 15'41” E) and the west side of the series of drive-through and possibly 
UGF entrances (red dotted lines, west : 39°26'29.39"N 126°15'48.91"E, centre: 39°26'29.28"N 
126°15'50.36"E, East: 39°26'29.37"N 126°15'53.50"E). As they were located close to the drive- 
through and UGFs entrances, they were possibly related either to BM systems, or to agricultural 
equipment (see Figure 16-4). 
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Figure 16-1: Yusang-ri missile operating base 


Some of the 
underground 
galleries and drive 
through entrances 


Google Earth 


Tunnel under 
construction and 
new buildings 


Probable 
underground 
gallery 


Source: Google Earth, 12 Oct. 2020; Planet Labs Inc. 29 Nov. 2020, 02 29 UTC 
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Figure 16-2: “Yusang-ri missile operating base” new building and facility constructions 


29 Nov 2020 


New constructions 


One of the 


gallery 
entrances 


Google Earth 





wy 


Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020; Planet Labs Inc. 3 Jul. 2019, 02 15 
UTC; Planet Labs Inc. 22 Nov. 2018, 01 26 UTC; Google Earth, 18 May 2017 
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Figure 16-3: “Yusang-ri missile operating base” the site-evolution of the excavation of the tunnel 
usable by heavy TEL (NW tunnel entrance 39°27'29.70"N 126°15'2.56"E — SE entrance : 39°27'27.66"N 
126°15'6.01"E) 


Tunnel entrances 


29 Nov 2020 


% 
si, * 


18 May 2017 


Tunnel entrances 


13 Apr 2014 





Se @... Google Earth 

8 ‘ 
Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020; Planet Labs Inc. 3 Jul. 2019, UTC; 
Google Earth, 18 May 2017; April 13, 2014 


21-01647 123/419 


$/2021/211 





Figure 16-4: “Yusang-ri missile operating base”: movement of containers in the area of several un- 
derground gallery entrances. 


From 8 October to 15 October 2020, a dozen white containers of a non-standard size around 7m x 1.5m 
were placed and removed from a location between the south underground gallery entrance ( B1-39° 26’ 33” 
N 126° 15’ 41” E) and the west side of the series of drive through and possibly UGF entrances (red dots, 
B2 west : 39°26'29.39"N 126°15'48.91"E, B3 centre: 39°26'29.28"N 126°15'50.36"E, B4 East: 
39°26'29.37"N 126°15'53.50"E). As they were located close to the driving-through and UGFs entrances, 
they were possibly related either to BM _ system, or to agricultural equipment. 


29 Nov 2020 
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Source: Planet Labs Inc. 29 Nov. 2020, 02 29 UTC; Google Earth, 12 Oct. 2020 
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Annex 17: Kal-gol Missile Operating Base 


The undeclared “Kal-gol missile operating base”, located around 100 km southeast of Pyongyang and 13 
km south of Koksan (see figure 17-1), was precisely described by a CSIS report on 24 December 2020" as 
a base operating SRBM and MRBM. 


Through recent Planet Labs satellite imagery analysis, the panel has confirmed that this base located in an 
area delimited at the NW 38° 41' 07" N 126° 43' 10" E and at the SE 38° 40’ 26” N 126° 45' 59" E, is well- 
maintained and regularly improved (see figure 17-1). It resembles other BM operating bases (see 
S/2020/840 para. 13). In addition to numerous underground gallery entrances protected by berms (see figure 
17-2), a specific building used for TEL handling and training has been identified. Its roof incorporates a 
superstructure whose shape is a semi-arc to allow the erection of the TEL launching table for maintenance 
or training. (see figure 17-3) This kind of superstructure is visible in Jonchon-Mupyong-ni No 65 factory 
(see S/2020/840 annex 12, figure 12-9). 


Figure 17-1: Kal-gol missile operating base overview, the new building typical of a BM base in the 
HQ area since 2019. (38°40'8.30"N 126°44'13.09"E) 


N 






Building with roof superstructure HQ area with typical infrastructure 
used for TEL handling improved since 2018 


eee. 


Source: Planet Labs Inc. 16 Nov. 2020, 05 13 UTC ; Google Earth, 9 May 2019 and 6 May 2019 





"A Center for Strategic and International Studies-Beyond Parallel report on 24 December 2020 provided analysis that characterized 
the site of the “Kal-gol Missile Operating Base” as an SRBM and MRBM missiles base (see “Undeclared North Korea: The Kal-gol 
Missile Operating Base”, 24 December 2020, available at https://beyondparallel.csis.org/undeclared -north-korea-the-kal-gol- 
missile-operating-base/) 
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Figure 17-2: Kal-gol missile operating base two underground gallery entrances and their protective 
berms (location 38°40'10.93"N 126°45'23.57"E and 38°40'11.43"N 126°45'28.65"E). 


underground gallery 
entrances protected by berms 
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Source: Google Earth Apr 14, 2005 


Source: Planet Labs Inc. 16 Nov. 2020, 05 13 UTC; Google Earth 14 Apr. 2005 
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Figure 17-3: Kal-gol missile operating base, building of the type used for TEL handling and train- 
ing (location: 38°41'4.39"N 126°43'14.38"E) 


“ay 


4 Building with roof 


Source: Google Earth Nov 28, 2017 





Source: Planet Labs Inc. 5 Jan. 2021, 05 13 UTC 


21-01647 127/419 


$/2021/211 





Annex 18: Activity at the “Hoejung-ri missile base” (41°22'44.93"N 126°54'38.16"E) 
and the construction of a massive underground facility (41°21'56.37"N 126°55'41.91"E) 
(see S/2020/840, para.13 and Annex 9) 


Figure 18-1: the access way to the underground entrance, oriented Southewest-northeast, was con- 
solidated from 31 Aug 2020 


Underground 


gallery entrance 


and access way 





Source: Planet Labs Inc. 29 May 2020, 02 12 UTC; 25 Jul. 2020, 01 59 UTC; 31 Aug. 2020, 01 37 UTC; 27 Sep. 
2020, 02 04 UTC; 11 Nov. 2020, 02 01 UTC 
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Annex 19: DPRK-Iran ballistic missile cooperation 


The Panel requested information from Iran concerning information received by the Panel that the 
SHIG’s Shahid Haj Ali Movahed Research Center received support and assistance from DPRK mis- 
sile specialists for a space launch vehicle (SLV) (see annex 19-1), and that KOMID and SHIG were 
involved in shipments to Iran, using vessels belonging to the Islamic Republic of Iran Shipping 
Lines (IRISL). (see annex 19-1) 


In an interim reply of 21 December 2020 (see annex 19-2) Iran stated that “widespread national 
restrictions imposed to contain the COVID-19 pandemic continue to pose serious challenges for a 
timely and proper investigation of such sensitive cases. Preliminary review of the information pro- 
vided to us by the Panel indicates that false information and fabricated data may have been used in 
investigations and analyses of the Panel...” 
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Annex 19-1: Regarding technical and logictics cooperation 


According to a Member State, within the past several years, Iranian missile technicians from SHIG 
traveled to North Korea regarding an 80-ton rocket booster under development by the North Korean 
government. 


According to the Member State, 13 DPRK specialists may have travelled to Iran to support KOMID's 
work there, based on their experience with liquid propellant ballistic missiles systems (see table 
19-1). 


The partnership between KOMID and SHIG is also alleged by the Member State to have developed 
in the area of logistics through shipments to Iran, using vessels belonging to the Islamic Republic 
of Iran Shipping Lines (IRISL), and routinely operating non-stop voyages from one third country 
ports to Iran. According to the Member State, these shipments included valves, electronics, and 
measuring equipment suitable for use in ground testing of liquid propellant ballistic missiles and 
space launch vehicles. 


Table 19-1: According to the Member State, thirteen DPRK specialists who are suspected of 
travelling to Iran to support KOMID's work: 















































Name (last name Date of Birth Passport Number 
given first) 

Kim Chang Rok 27 September 1962 N/A 

Ri Song Chol 22 August 1968 654431555 
Chae Hyok Mu 30 January 1985 654431556 
Cho Myong Ho 8 May 1961 654431552 
Choe Song Hyok 25 September 1968 654431553 
Ryu Yon Chol 5 May 1965 654431554 
Pak Chae Song 1 January 1966 654431551 
Choe Pyong Wan 22 December 1960 N/A 

Ha Chong Kuk 15 February 1970 381320313 
Hong Hak Chol 21 January 1968 N/A 

Kim Ho Chol 12 May 1962 290120514 
Kim Won I 19 January 1973 381134942 
Ma Chol Won 28 March 1964 290120507 














According to the Member State, the following Iranian SHIG officials are alleged to be involved 
in the KOMID-SHIG cooperation. 


Asghar Esma’ilpur and Mohammad Gholami, who participated in Iran and supported the launch of an SLV 
that was launched with support and assistance from North Korean missile specialists. 
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- Asghar Esma’ilpur has served as the Director of the SHIG Shahid Haj Ali Movahed Re- 
search Center, also known as SHIG Department 7500, and is currently a senior official in 
Iran’s Aerospace Industries Organization (AIO). 


- Mohammad Gholami was a_ long-time SHIG Haj Ali Movahed Research Center 
senior official until his recent promotion to a role within the AIO. 


- Seid Mir Ahmad Nooshin has been a key player in negotiations with the DPRK on long-range 
missile development projects. He was previously the Director of SHIG and now serves as the 
Director of AIO. 
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Annex 19-2: Irans’s reply to the Panel 


() Permanent Mission of the Islamic Republic of Iran to the United Nations 


622 Third Ave New York, NY 10017 ny.mfa.gov.ir Tel:+1(212)687-2020 Fax:+1(212)867-7086 E-mail: Iran@un.int 


In the name of God, the most Compassionate, the most Merciful 


No. 120588 21 December 2020 
Dear Sir, 


I am writing in response to your letter dated 16 November 2020 
(S/AC.49/2020/PE/OC.322) with regard to Security Council resolutions 1718 (2006), 
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 
(2017), 2375 (2017) and 2397 (2017) on the situation in the Democratic People’s 
Republic of Korea (DPRK). 


Your request for specific information contained in the above-mentioned letter has 
been sent to the relevant Iranian authorities. Meanwhile, widespread national restrictions 
imposed to contain the COVID-19 pandemic continue to pose serious challenges for a 
timely and proper investigation of such sensitive cases. 


Preliminary review of the information provided to us by the Panel indicates that 
false information and fabricated data may have been used in investigations and analyses 
of the Panel. The relevant authorities of the Islamic Republic of Iran would review any 
viable “evidence” with regard to alleged actions in violation of the relevant Security 
Council sanctions. Meanwhile, the Panel is expected to exercise maximum caution with 
regard to unsubstantiated claims received from countries with a clear political agenda 
towards Iran. 


We respect our international commitments including under relevant Security 
Council resolutions on DPRK and wish to continue constructive engagement and 
cooperation with the Panel of Experts established pursuant to United Nations Security 
Council resolution 1874 (2009). 


Please accept, Sir, the assurances of my highest consideration. 


n.7- , — 
Majid Takht Ravanchi 
Ambassador 
Permanent Representative 


Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 





Source: The Panel 
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Annex 20: Key items, including materials and equipment, used in the DPRK ballistic 
missile program. 


According to a Member State, among the items identified in the annex of “North Korea Ballistic 
Missile Procurement Advisory”, 1 September 2020 (available from 
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20200901), that DPRK 
has sought for its ballistic missile development efforts were items such as multi-axle heavy 
vehicles, specialty steel and aluminum, filament winding equipment, carbon fiber for 
composite motor cases; and aluminum powder and ammonium perchlorate. 


The Member State reaffirmed that DPRK’s ability to procure the types of technologies identified 


in the advisory from foreign suppliers is critical to its ongoing efforts to advance and expand its 
missile capabilities. 
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Annex 21: Tanker arrivals to the DPRK, January to September 2020 





Last Known 


Dead Weleht 


mber 2020 


Delivery Metric 


Delivery Metric 


Delivery Metric 
















































































Port Ship Name Arrival Date Tonnage if 34% Tonnage if 50% ronnage 190% 
Flag Tonnage 
Laden Laden Laden 
Wonsan Kum Un San 1-Jan-20 8720436 1035.0 1863.0 
—s 
Kwang Chon [Yu 
#603026 333.0 17634 
Nampo Phyone 5) 1-Jan-20 
+ 
|An San 2 4-Jar-20 7203803 15015 2702.7 
|Hokong 5-Jan-20 9006758 19975 3595.5 
Unica 8-Jan-20 6514306 24325 43785 
|Now Konk | 10-Jan-20 9030387 4028.5 7251.3 
Sen Lin 01 (Kwang epee i : 
: 8910378 579.5 1043.1 
|Chon 2) | 10-Jan-20 
Subbtic 10-Jan-20 8126082 29945 5390.1 
Kwang Chon [Yu 
#005026 323.0 17634 
Phyong 5) 13-Jan-20 
a : ~ 
Sam Jong 2 17-Jan-20 74083873 1253.5 2256.3 
{Unica 21-Jan-20 8514306 24325 43785 
Hokong 22-Jan-20 §006758 199755 3555.5 
Kur Jin Gang 3 23-Jan-20 8791667 24915 44347 
|Myo ng Ryu 1 23-Jan-20 65324913 408.5 735.3 
|Sam Jong 1 29-Jan-20 £405311 832.5 14985 
|Subblic 30-Jan-20 8126082 2994.5 5390.1 
Chil Bo San 31-Jan-20 8711021 995.5 1755.1 
|Chon Ma San 4.Feb-20 #660313 17825 32085 
Sin Pyong 2 4-Feb-20 6817007 1052.5 18945 
New Konk 7-Feb-20 9036387 4028.5 7251.3 
Hokong 5-Feb-20 9006758 19975 3555.5 
Unica 5-Feb-20 6514306 2432.5 43785 
Sam Ma 2 13-Feb. 20 2100496 £655 1557.3 
[yu Jong 2 15-Feb-20 8604917 590.0 1062.0 
Pus Ryong 20-Feb 20 8705539 1639.5 2951.1 
Sudbtic 23-Feb- 20 8126082 TGO 5589 19764 2994.5 5390.1 
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Delivery Metrix Delivery Metric Delivery Metrix 


last Known Dead Weight 


Coast Port Ship Name Arrival Date IMO Tonnage if 23% Tonnage if 50% Tonnage if 90% 
Fhe Tonnage 









Laden Laden Laden 





















| 27|West |Nampo Ss [ChilBo San | 26-Feb-20 | 8711021 PRK 1999 1799.1 
| 28\West |Nampo _—([Diamond 8 26-Feb-20 | 9132612 SLE 9273 | 30602 | 46365 ‘| 8345.7 
































































































































































| 23|west |sonenim —|Hokone | 27-Feb20 | S000758 | SLE 3995 3595.3 
| 30|west |Nampo [Unica =|] aar-20_| 8514306 | SLE 4865 4378.5 
| 31|West |Nampo [Borwoy3 |S -Mar-20 | 3714085 | SLE asia | 60.9 | 7590 2166.2 
| 32|West |[Nampo |NewKonk | 15-Mar-20 | so3ess7 | sit_—|—sas7_ | 2658.8 40285 7251.3 
safes (Memes __HYun Heng 5 _1_b2-Men29_ 12} a 20 $528 a 2610.0 
| 34|West |Nampo _—|Diamond& | 22-Mar-20 | 9132612 SLE 9273 | 060.2 || 365 8345.7 
| 25[West [Nampo [Hokong | 22-Mar-20 | so0675a | SLE | 3995 1318.4 1997.5 3595.5 
| 36|West |Nampo —|Subblic | 22-Mar-20 | siz6082 | too || 5989 | 6A |S 5390.1 
az es _Remes _theke | teen Somes |__| 453 1605.5 2432.5 4378.5 
| 38\West |Nampo —_— | Borway 3 31-Mar-20 | 8714085 SLE | 2518 1160.5 1753.0 2166.2 | 
| 39\west |Nampo —s |NewKonk | —-8-Apr-20 | 9036387 SLE 8057 2658.8 4028.5 7251.3 
| 40|Wwest |Nampo ss [Subolic =| 12-Apr-20 | 8126082 Tso || 5989 19764 5390.1 | 
| 4ilWest |Songnin = [Unica —s| 20-20 | 8514306 SLE 4865 1605.5 2432.5 4378.5 
az|west [Nampa —_[Hokong | 23-Apr-20 | 000758 33953 
| 43/West [Nampo (|New Konk | 9036387 251g «| 
| 44|West |[Nampo —s [Run Da 8511172 4499.1 
| 45|West |Nampo |SamJong2_— : 2256.3 
| 46|West |[Nampo | Myong Ryu 2 735.3 
| 47|Eas |Chongjin __|Namsan8 2835.0 | 
| 48/East [Chongjin |Sin Pyong2_— | 77-May-20 | 8817007 18945 | 
F-agleas [Hungnam [Pu ryong | _7-Mey-20 | 8703535 25911 
| S50/Wwest |Nampo |Hokong | 10-May-20 | 9006758 | 3595.5 
| Sajeast |Chongiin  |sinPyong2 | 10-May-20 | saimoo7 | pak | 20s | a7 | tos25 | 1834.5 
st 1798.2 
| 53/West |[Nampo |KumJinGang2_ | 15-May-20 | 0 |___PARK 2114 1902.6 
sa[West [Nampa [NewKonk | 15atay20 | 9036387 | SLE 8057 7251.3 
| ssiwest |Nampo (Rich United | as-miay-20 | 9129223 | UNK 7439 6713.1 
| 56[East |Najin _——|Songwon | ig-May-20 | soiaze0 | pre | ton | 9.9 | sso 1890.9 
| S7|west |Nampo [sam Jone2 | 24-May-20 | 7a08a73 | PRK 2507 2256.3 
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Coast Port Ship Name Arrival Date mo 


S8|eaa |wonsan [sinFyong2 | 24-May-20 | 6817007 _ 
chong 

oi |west |songum —|asone6 | 25-May20 | essa7a0 | 
€3|Faa_|chongjn __(Wusen | 26May20 | go9a702 | 
East _|Rimchaek 
[West [Nampo ss |SamJong1 — | 28-May-20 | 28405311 | 


Last Known 
Flag 


Delivery Metric 


Dead Weight 


Tonmage if 33% 
Tomage 
Laden 





PRK 
TGO 


2105 694.7 
59893 18764 





PRK 
PRK 


Delivery Metric 
ronmmage if 50% 
Laden 
1052.5 
2334.5 
1375.0 





2750 907.5 
1250 412.5 


1180 | 3894 | 590.0 


3298 
3150 1039.5 





1-jun-20 


West |Nampo _|.t Song © 2-may20 | 6898740 | pak | —azso | ats 


67|West |Nampo _|Chon Ma San 


Sen Lin 01 [Kwang 
Chon 2) 


68 | West 


gooo213 | PRK | 3565 1176.5 


59] west [songum _[Hokong T-hin-20 | S008TSB Tia 


70 Songnim 
71|west [Sonam [Pu Ryong 


Xing Ming Yang 
72|\West % 885 


Saabyol 


74 Run Da 5-tun-20 | 8511172 
75 Borwoy 3 B-tun-20 | 8714085 


Songun _|Namsans | 
ao|west |Nampo [chan Maen | 
at|west |Nampo ___|kumsmn Garg? _| 
@2|Eet |Wonsen [fin yong? | 
83|west |Nampo —_|kumJin Garg3 _| 
[West [Nampo_[AnPing 


Hokong 


Song 6 3-mn20_| e098740 | PRK | 1280 | aaas | 


swn-20 | 8705539 | PRK] 3279 | 8082.1 


puso | 87a 
35138 1160.8 
Mjun-20 | 9129213 
issun-20 | g122347 | pre =| 350] 0395 
[ 35Jun-20 | 8405311 | PRK | 1665 | 5495 | 
| i6-sun-20 | sooo313 | PRK | Saas] OS | 
| istun20 | oo | pre | 24 | 5976 | 
18-Jun-20 | 9817007 | PRK | 205 | 694.7 
19-Jun-20 | 8791667 | PRK | 983] 


3-Jun-20 


4-dun-20 #916293 











625.0 


1635.0 
1575.0 
832.5 
625.0 
1782.5 


575.5 


1997.5 
625.0 
1639.5 


3651.5 


575.0 
2499.5 
1759.0 
4028.5 
3725.5 
1575.0 

832.5 
17825 
1057.0 
1052.5 
2491.5 
2475.0 


20-Jun-20_| 8514306 1605.5 2432.5 
ztun20 | goos7ss | se | 3995 | —aatea | a997.5 1595.5 





Delvery Metric 
Tonnage if 90% 
Laden 
1694.5 
5390.1 
2475.0 
1125.0 
1062.0 
3058.2 
2635.0 
145985 
1125.0 
32085 
1043.1 


4595.5 
1125.0 


2951.1 
6572.7 


1025.0 
4499.1 
31662 
72513 
6713.1 
2835.0 
14985 
32085 
1902.5 
18945 
4464.7 
4455.0 
4376.5 








TIZ/TZ07/S 


LV9TO-17 


6IP/LEL 





Delivery Metric 


Last Known Dead Weight 

















































Delvery Metric 





Delivery Metric 
























Coast Port Ship Name Arrival Date IMO Tonnage if 33% onnage if 50% Tonnage if 90% 
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Annex 22 (a): Vessel Identity Swap 


The Panel investigated the then Panama-flagged Mouson 328 (IMO: 9021198) in light of numerous 
indicators of suspect activity that included: a suspicious May / June 2019 voyage to DPRK waters 
(see figure 1); four months of unexplained dark activity from November 2019 to March 2020 at a 
shipyard in Fujian Province, and the vessel changing out its identifiers after re-appearing in March 
2020 and sailing as the MOuson in the direction of the Yellow Sea (see figure 2). Panama confirmed 
the vessel was deleted from its registry on 29 August 2020. The vessel also conducted other voyages 
with AIS transmission gaps outside of these periods. 


Figure 1: Mouson 328s voyage, May/June 2019 
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Figure 2: ‘Mouson 328’ changing its identifiers, March 2020 
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Source: Windward, annotated by the Panel 


In the course of its investigations, the Panel noted an attempt in late 2019 to register the Mouson 
328 under a new IMO number as the newly built Dominica-flagged Cherry 19. After the Mouson 
328s suspicious voyages to DPRK waters between May and June 2019, the vessel sailed to a ship- 
yard in Fujian Province, China. Imagery of the Mouson 328 from July to November 2019 shows 
that the vessel was likely modified at the shipyard (see figure 3). The next AIS transmission of the 
Mouson 328 sailing as a Dominica-flagged vessel named Cherry 19 was as the vessel entered the 
waters of Bangkok port, Thailand, in late November 2019. Photographs taken of the vessel show 
the initial assigned IMO number of the Cherry 19 painted on the vessel’s bridge but the IMO number 
belonging to that of the Mouson 328 painted on its stern (see figure 4). The vessel was also 
photographed with two white containers located at the vessel’s stern, similar in location to the 
containers captured on satellite imagery at the shipyard in late 2019. Maritime authorities withdrew 
the IMO number initially assigned to the Cherry 19 following evidentiary inconsistencies. 
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Figure 3: Mouson 328 re-painted, September / October 2019 


Imagery Date: 9/16/2019 


? 
White containers on 
stem 





Source: Google Earth, annotated by the Panel. Coordinates: 26°50'28"N, 119°41'20"E 


Figure 4: IMO number inconsistencies, with the Cherry 19% initial issued IMO number at the 
bridge (top) and the Mouson 328’s IMO number at the stern (bottom) 
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Source: The Panel 


The same maritime database registered the vessel’s last AIS capture on 7 November 2020 at a port 
at Samut Songkhram, (see figure 5) transmitting under its new identity as the Thai-flagged Smooth 
Sea 29, essentially removing the historical data of the vessel as the Mouson 328. The Panel wrote 
to inform Thailand of the Smooth Sea 29s location and the vessel’s use of fraudulent documentation 
as a likely cover for the Mouson 328. Thailand responded that the Panel’s requests for information 
“have been duly conveyed to our relevant authorities in capital and are pending their consideration”. 


Figure 5: Smooth Sea 29 at Samut Songkhram, 7 November 2020 (EST) 
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Source: Windward, annotated by the Panel; Google Earth (insert image of Samut Songkhram dated 19 April 
2020), with a pinned location of 13°22'24"N,99°59'32"E where the vessel was last located on 7 November 
2020 EST, based on AIS signal transmission 
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High-resolution satellite imagery obtained by the Panel showed a vessel on 26 August 2020 
transmitting as the MOuson with a Palau-associated MMSI 511444000 matching the dimensions 
and features of the New Konk (IMO: 9036387), a vessel that had been previously proposed by the 
Panel for designation for delivering refined petroleum on multiple occasions to the DPRK and for 
conducting ship-to-ship transfers with another vessel that delivered its petroleum cargo to the 
DPRK”. 


Current investigations suggest that the Mouson 328, in registering itself first as the Cherry 19 and 
then as the Smooth Sea 29, based on fraudulent documentation, appeared to allow another vessel, 
the New Konk, to assume the Mouson 328s identity while also creating fusion issues resulting in 
the New Konk appearing as the Mouson 328 on commercial maritime databases. 


The Panel wrote to Star Emperor Ventures Limited (hereafter “Star Emperor’), the vessel’s regis- 
tered owner since May 2019 and its management company, Pacific Expert Global Ltd (hereafter 
“Pacific Expert”). Both entities are listed as incorporated in the British Virgin Islands, with Star 
Emperor listing Pacific Expert, the vessel’s manager and operator based in Kaohsiung, Taiwan Pro- 
vince of China!?, as its care-of address. 


According to Mr. Yang, who stated he was the Director of both Star Emperor and Pacific Expert, 
Star Emperor purchased the Mouson 328 on 10 May 2019 and sold it a few months later on 26 July 
2019 to Rui He (HK) Marine Co, Limited, given various technical issues with the vessel. The vessel 
was for delivery to a buyer in Fu’an, Fujian Province, China. According to Mr Yang, the vessel was 
to be sold for scrap following delivery. Mr Yang stated he acquired the vessel “for high sea 
bunkering to Chinese fish vessel operating in east coastal of North Korea” (see annexes 22 (b) to 
(c)). During the time of his possession of the vessel, “There were no business connection with 
DPRK and also vessel never entry to any DPRK port’. The Panel notes that as AIS transmission 
was not captured between 29 May and 5 June 2019. 


According to information provided by the Panamanian authorities, the vessel was registered under 
its flag from 4 October 2018 to 20 February 2019 sailing as the Ange/ 126 and flagged again on 17 
May 2019 until 29 August 2020 sailing as the Mouson 328. Panama provided vessel positioning as 
well as other information to the Panel, including the periods where AIS was not transmitting. 
Panama confirmed it deleted the Mouson 328 from its ship registry on 29 August 2020, in line with 
its responsibility “to suspend or delete any document related to the ships registered in the merchant 
navy of Panama, whenever their owners have failed to meet their obligations under Panamanian 
law and the relevant international treaties ratified by Panama”. 


Source: The Panel 





” Paragraphs 27, 28 and 62, S/2020/691. 
'3 While Star Emperor was no longer listed as an active company based on information from the International Maritime 
Organization, Pacific Expert was still listed as active. 
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Annex 22 (b): Letter from Pacific Expert Global Limited 


From: Mr Yang The owner of Mouson 328, Pacific Expert global Limited 
To : 1718 Secretariat United Nations New York, USA DPPA 19173671525 
Sublect: outgoing communication #444 from the POE DPRK to Pacific Expert 
Date : 14" Dec 2020 


Statement of fact 


To whom it may concern 


|, Mr Yang = Chinese nationality, was the director of both Star Emperor 
Ventures Ltd and Pacific Expert global Ltd. Star Emperor Ventures Ltd purchased 
Mouson 328 with IMO 9021198 dated on 10" May 2019 for high sea bunkering to 
Chinese fish vessel operating in east coastal of North Korea. This is a seasonal fish 
heaven for squeezers from moth of May to September each year. To support fish 
vessel operation, | have decided to engage a tanker and delivery bunker to fish 
ground for Chinese fish vessels. 


Mouson 328 delivered to Star Emperor on 13 May 2019 at 12:00It at Kaohsiung and 
commenced the mentioned business on 25" of May 2019. 


es a problem on this 
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After delivery to Rui He(HK) Marine Co, limited, we have no update information 
on vessel status. In our agreement, vessel was supposed to be scrapped after 
delivery to buyer. 
All shipping documentation including but not limited to customs documentation 
1). Voyage memo attached with cargo quantity discharge, name of fish vessel, 
voyage number, and date of discharge, 
As the nature of business out of territory water, there were no custom clearance 
required. 
5. Information and full contact details of counterparties involved in any shipment of 
petroleum cargo to DPRK 
We confirmed again there were no any parties involved in DPRK. 
Copy of all correspondence ---- Not applicable as no relation to DPRK 
Copy of crew list ---- Attached with crew list 
Method of payment for any petroleum cargo delivery to DPRK --- No applicable 
Pacific Expert is co-located with Gold Advance Corp 
Pacific Expert Global Limited has rented a table from Gold Advance Corp in 
Taiwan for DOC purpose. Thereof the operation office for Pacific Expert Global 
limited had same address as Gold Advance Corp, 
10. Nature of pacific Experts commercial relationship with Gold Advance 

As mentioned above, Pacific Experts rent a table from Gold Advance in Taiwan for 

DOC{document compliance) purpose. 


lt all allt i 


List of document: 

Document of compliance for Star Emperor Venture limited 
Protocol of Delivery 

Bill of Sale 

AIS tracking printout 

Voyage memo for voy no.1 and voy no.2 

Crew List for Mouson 328 

Office rental agreement between Pacific Experts and Gold Advance 
Bill of Sale for Mouson 328 

Protocol of delivery for Mouson 328 


Se ee SY 


Source: The Panel 
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Annex 22 (c): Documentation relating to the sale of the Mouson 328 (IMO: 9021198) 
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Annex 23 (a): Sanctioned tanker New Regent (IMO: 8312497) masquerading as the 
‘Hang Yu 11’ 


On or around 29 June 2019, a vessel masquerading as ‘Hang Yu 11’ sailed from the Luoyuan Bay 
area in China to meet with a ROK-flagged tanker (“Tanker A”) in a failed attempt at ship-to-ship 
transfer of refined petroleum. A few days earlier, Tanker A had engaged in a ship-to-ship transfer 
with the Yun Hong 8 (MMSI: 413459380), a vessel which delivered refined petroleum to the DPRK. 
The following lists several indicators the Panel notes that should inform the process of due dili- 
gence in verifying the identity of the ‘Hang Yu 11’. Relevant extracts of the vessel owner’s response 
are at Annex 23 (b). 


(i) Identifier concerns and suspicious AIS track 


AIS tracking on a specialized maritime database website shows a suspect vessel (MMSI: 356393000) with 
incomplete / invalid identifiers sailing up to Tanker A on and around the date, 30 June 2019 (figure 1). 


Figure 1: A vessel with invalid identifiers sailing to meet Tanker A, 29 June 2019 (EST) 


t- x ‘ 








Source: Windward, annotated by the Panel 


(ii) Photographs 


Independent satellite imagery analysis indicates that the dimensions of the ‘Hang Yu 1/1’ match the New 
Regent. 


Various photographic comparisons of the ‘Hang Yu 11’ and the New Regent indicate they are the same 
vessel'*, 





'4 The Panel analyzed several images from various sources in making its determination. 
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Additional photographs subsequently obtained by the Panel show the ‘Hang Yu /1’ painted over the ves- 
sel’s embossed name, the New Kopex (figure 2). The New Kopex is the name the vessel used until 2011, 
before the vessel was re-named the New Regent. A wide variety of commercial maritime databases provide 
historical names of vessels that assist due diligence in vessel searches. Additionally, the vessel’s painted 
over IMO number is that of the New Regent. 


Figure 2: Painted over identifiers of the New Regent 





Source: Member State 
(i) Documentation checks 


Ship documents of the ‘Hang Yu 11’ used as proof that it was the Panama-flagged vessel with IMO 
number 8694194 (Document 5-1-3) are clearly outdated documentation. The ‘Hang Yu 11’ (IMO: 8694194) 
has since March 2018 changed its flag and ship name as can be found on the International Maritime Organ- 
ization’s website. 


Togo-flagged Xin Sheng (formerly Hang Yu 11) 


The actual Hang Yu 11, sailing as the Togo-flagged Xin Sheng (IMO: 8694194) registered an AIS 
transmission gap between February 2018 and April 2020 on a commercial database platform. The 
Chinese manager and operator of the Xin Sheng confirmed that following a salvage incident the 
vessel was laid up for repairs between March 2018 and May 2020 at a shipyard in Zhoushan, China 
(figure 3). This confirmation is consistent with publicly available information on the vessel having 
drifted aground in February 2019 and of its subsequent auction in China in September 2020 follow- 
ing repairs. 
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Figure 3: Class Society’s Statement of the Xin Sheng (formerly Hang Yu I11)) (MO: 8694194) 


Source: The Panel 
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ClassIBS 


ISTHMUS BUREAU OF SHIPPING 


From: IBSCHINA December 16, 2020 
To: Whom maybe concemed to 
This is to certify that MV XIN SHENG flying with Togo flag, IMO No.8694194, 


keel laid on 19-Jan-2012, previous name is MV HANG YU 11 with Panama flag, 
the history of ship as follow: 


1, Registered under Panama flag and named MV HANG YU 11 from 01-Jun-2016. 
2, Entered into Zhoushan Haizhou Shipyard on 11-Mar-2018. 

3, Registered under Togo flag on 21-Mar-2018. 

4, Canceled from Panama flag on 06-Apr-2018. 

5, Ship still repaired and laid up at Zhoushan Haizhou Shipyard from 11-Mar-2018 


to 14-May-2020. 
6, ClassIBS carried out re-activate survey from 14-May-2020 to 24-May-2020, and 
issued certificates for ship on 24-May-2020. 


ISTHMUS BUREAU OF SHIPPING 


Room102, 34-2 Huale Street, Zhongshan Distnct, Dalian, 
Phone: (86) 411-82772390 Fax (86}411-62772393 
dali ‘http-www ibschina org hitp:/www.Cassil 
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Annex 23 (b): Excerpts on response on due diligence measures and documentation as 


provided by the owner of the ROK-flagged vessel 


B) Notified by the buyer that HANG YU J] departed from Ningde port in China on 29 Jun 2019, would be 


arrived around 0100LT on 30 Jun 2019. Thus, the suspicious vessel would be Hang yu 11 


3) Confirmation of ship-to-ship transfer(s) (amount, type and description) between es: Hang 
yu Il and if such transfer(s) of occurred on other occasions. 


On the 30® of June 2019 i ...: Hang yu 11 that departed from Ningde, China. We investigated 
this vessel with all information we received beforehand through the best available sources we could access. We found 
that it appeared not listed on the sanction and not related to any suspicious activities is involved. We much more carefully 
looked into this vessel since the type of vessel was a tanker and the bigger amount of product it requested. When it 
approached our vessel, our captain and other responsible crews thoroughly conducted with our manual and calls to check 
with our office many tumes. 


The external appearance when we looked was appropriate as the information given. It has its name engraved 
on the hull. When communicated with their crews, we did not notice decent accents of related countries on the 
sanction. 


We requested other supplementary information such as seafarer’s book, ID card, certificate of registration, and 
pledge. The certificate of registration was the same as we received before. This was to make sure this vessel 
was equipped with all documents and we regarded this vessel to be a normal operation vessel. 


However, they spent a lot of time passing on their ID which brought attention to have our doubts. The condition 
of the sea was getting worse and possibly caused to have damages on our vessel. 


We instructed our captain to unberth and cancel the operation, ended up forcedly unberthing the vessel by 
cutting the rope while they kept denying to unberth. 


4) Copies of all documentation and information collected on board the Hang yu 11; 


A) Report 1y 
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B) Copies of all documentation 


i. Certificate of vessel’s nationality 














*Panel comment: The above documentation does not belong to the vessel in question as featured at Annex 23 


(a). 
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ii. Handwritten Letter of pledge 










Letter of Pledge 
Wa Hane fu PAY 
; The discharging destination of our vessel, Hang Yu 7], will 
y 4, J be in Jiangsu province and ensure that we are not providing 
Uf WP PE RH A the fuel to any vessels related with North Korea 
Lik = y ye i ip a ; “ - i 4 = 
fa eA# ..-will be off the coast of Jiangsu province .. 








2019.06.30 
Master, Jang Hwa 


*Boxed comment annotated by the Panel as reflected in the Chinese text 


iii | Photograph of Hang Yu 11 
<Vessel’s Hull> <Vessel’s name : Hang Yu 11> 





Source: ROK-flagged tanker owner 
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Annex 24: Response from Ming-Fa Attorneys at Law on behalf of Uniform Shipping 
Co Ltd's 


MING-FA ATTORNEYS AT LAW 





Received by the Panel 
via email on 17 Nov 16, 2020 


December 2020 
To Panel of Experts of UN Security Council Sanctions Committee on Democratic 





People’s Republic of Korea (DPRK) 
Dear Panel of Experts, 


As entrusted by Panama-flagged tanker Infinite Luck (IMO : 9063811) shipowner, 
| also known as registered owner of Uniform Shipping Co. 
Ltd.(hereafter Uniform Shipping), we Ming Fa Law firm are here to clarify the issue 
addressed in the midterm report established by Panels of Experts pursuant to 
Security Council resolution 1874 (2009) on 28 August 2020, affirming a ship-to-ship 
oil transfer between vessel Infinite Luck owned by Uniform Shipping, and a North 
Korea vessel Myong Ryu 1 (IMO: 8532413) in the East China Sea on 10 January 2020. 
The incident of involving vessel Infinite Luck in a ship-to-ship transfer was with the 
Chinese "Mingbo No. 5"tanker. In early Oct 2020, Uniform Shipping acquired the 
acknowledgement that DPRK-flagged tanker Myong Ryu 1 was disguised as Chinese 
Mingbo No. 5 tanker only after the midterm report of the resolution 1874 (2009) was 
published on 28 August 2020. As per our earlier discussion, Uniform Shipping 
hereby entrusted our firm to provide the following evidence in proving how Infinite 
Luck was deceived to conduct a prohibited fuel transfer for further committee 
investigation. 


Uniform Shipping is a private company registered in Hong Kong represented by 
Hong Kong Secretary Service Company - "Standard Business Ltd.” working as the 
designated agent. The owner of the corporation isang, who lives in 
Taiwan. The address registered in Hong Kong belongs to the Secretary Service 
Company, not the actual operating office. The headquarter of Uniform Shipping is 
located at 11F.-5, No. 12, Fuxing 4th Rd., Qianzhen Dist., Kaohsiung City 806, Taiwan 

in Kaohsiung Software Technology Park. The above information can be 
confirmed by the company’s annual declaration form issued by Hong Kong 
Government (see annex 1). 





'S According to the legal firm, Mr Wang of Uniform Shipping, the Infinite Luck’s owner, was only made aware of the incident following 
publication of the Panel’s report in October 2020. The Panel notes that no contact details on Uniform Shipping / Mr Wang were 
easily available. The Panel sent a letter to Uniform Shipping through two email addresses obtained by the Panel that Mr Wang had 
used in his past business correspondences. Uniform Shipping’s listed address was obtained from the Uniform Shipping’s 2019 Annual 
Returns records from the Hong Kong corporate registry, which typically list the contact details of the company providing corporate 
registration services and not that of the owner. The Panel notes there was no Qianzhen District, Kaohsiung City address on the 
attached form provided by the legal firm. 
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On 2 December 2019, Uniform Shipping signed a short-term diesel freight 
forwarding service contract, stipulating that from 10 December 2019 to 10 February 
2020 (two-month period), Infinite Luck was appointed solely to transport diesel for 
Hyuen Trade Ltd. (hereafter Hyuen Trade). The total freight expense is 0.98 million 
in RMB dollars (see annex 2). Based on the agreement, Uniform Shipping started 
shipping diesel to Chinese Mingbo No. 5 tanker on 10 January 2020. Mingbo No.5 
tanker had not been designated by UNSC Sanctions Committee, and only until the 
midterm report established by Panels of Experts pursuant to Security Council 
resolution 1874 (2009) on 28 August 2020 was it identified as DPRK-flagged tanker 
Myong Ryu 1. 


Hyuen Trade assigned Infinite Luck to conduct ship-to-ship transfers to 
designated vessels, are all Chinese fishing auxiliary vessels. Before allowing each 
freight forwarding delivery to take place Wane, the person in charge of 
Uniform Shipping, would ask for a photos of the receiving ship to be sent back to 
office (headquarter),andpassed these photos through company’s operation staff to 
Hyuen Trade staff, in order to confirm the ship. Therefore, Uniform Shipping still 
kept this these photos which clearly showed that the vessel was in disguise as 
Chinese Mingbo No. 5 tanker (see annex 3). In addition, after the delivery was 
completed on 10 January 2020, Infinite Luck, in compliance with Uniform Shipping 
standard operation procedure, would require Mingbo No.5 Master to sign “Bunker 
Delivery Receipt” and verify that diesel oil entrusted by Hyuen Trade to be carried by 
Infinite Luck had been delivered to Mingbo No.5 (see annex 4). This Bunker 
Delivery Receipy can also prove that Infinite Luck had no intention of engaging illicit 
shipping practices with North Korea vessels and always took appropriate due 
diligence measures. 


a 


In 2019, Infinite Luck tanker had some maintenance and repairing at Shenyin 
Shipping Engineering Co., LTD (hereafter Shenyin Shipping) in Fuwian, China, anda 
total fee of 1.05 million RMB dollars was incurred. Since Hyuen Trade had to pay 
0.98 million RMB to Uniform Shipping, Uniform Shipping instructed Hyuen Trade to 
pay on its behalf. The fact that Shenyin Shipping receiving the payment from 
Hyuen Trade can be proved by the receipt (see annex 5), which also indicates the 
fact that Infinite Luck was working in accordance with Hyuen Trade’s instructions to 
transport diesel, and at that time Infinite Luck crew and Uniform Shipping shipowner 

Wang didn’t know Mingbo No. 5’s concealed identity as DPRK-flagged 
tanker Myong Ryu 1. 
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Based on the above information, it is explicitly clear that Infinite Luck would not 
have known the true identity of Chinese Mingbo No. 5 tanker prior to the delivery 
taken on 10 January 2020, and the crew of Uniform Shipping and Infinite Luck had no 
subjective intention to transport diesel to North Korea vessels. If there are any 
doubts that need to be clarified, please contact us anytime and we will fully assist 


Uniform Shipping to cooperate with further investigation. 


Sincerely yours, 


Ming Fa Law Firm Sh iE TEE S FF PT 





Annex 1: Uniform Shipping Co. Ltd.’s annual declaration form 


Annex 2: The short-term diesel freight forwarding service contract signed between 
Uniform Shipping Co. Ltd. and Hyuen Trade Ltd. 

Annex 3: Myong Ryu 1 in disguise as Chinese Mingbo No.5 on 10 January 2020 
Annex 4: Shipping order signed by Mingbo No.5 shipowner 

Annex 5: Receipt from Shenyin Shipping Engineering Co., Ltd. to Hyuen Trade Ltd. 


Nov 16, 2020 
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Excerpts of Relevant Annexes of Photographs and Documentation provided relating to the com- 
pany’s due diligence measures 








Annex 3 





Mingbo No.5 


Mingbo No.5 
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Source: The Panel, boxed comments are annotated by the Panel. 
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Annex 25: Additional non-DPRK vessels delivering refined petroleum products to the 
DPRK from May 2020 to October 2020 


Despite the majority of the vessels listed below no longer registering a flag and having no updated ownership 
information on maritime databases, the vessels continued to trade in international waters, obtaining their 
refined petroleum supplies for delivery to the DPRK. 


The An Ping, Rich United, Heng Rong, Xin Hai and Xing Ming Yang 888 were not flagged when they were 
reported delivering refined petroleum in the DPRK, with the last three tankers sailing without a flag for over 
a year while continuing to trade. 


The Heng Rong, Xin Hai and Xing Ming Yang 888 had their management companies dissolved or struck off 
on the Hong Kong company registry at least a year before these vessels engaged in sanctionable deliveries 
of unreported refined petroleum. None of these entities had updated ownership information on maritime data- 
bases. The An Ping and Run Da were sold around the time they were recorded delivering refined petroleum 
at Nampo, with the An Ping sold to an undisclosed buyer and the Run Da not reporting its sale. 


(i) An Ping (IMO: 7903366) 
The An Ping, formerly Sierra Leone-flagged, delivered unreported refined petroleum to the DPRK and was 
recorded on satellite imagery berthed at Nampo on 8 July 2020 (see figure 1). The vessel also delivered 
refined petroleum on at least two other occasions in June 2020'°. The Sierra Leone Maritime Authority con- 
firmed the vessel was de-registered on 2 July 2020 on the grounds of the vessel’s sale, shortly before it 
conducted a port call at Nampo. 


Figure |: An Ping delivering refined petroleum at Nampo, 8 July 2020 


M/V AN PING Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:07 E 


Petroleum 
delivery line 


SB693481 





Source: Member State 





16 Annex-21. 
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The An Ping was recorded on a maritime database as sold to an undisclosed buyer!” in July 2020. The vessel 
has since been sailing as flagged unknown. Over the period the An Ping was reported to have delivered 
refined petroleum to the DPRK, it recorded a month long AIS transmission gap between June and July 2020, 
with no further transmissions since August 2020!%. The vessel also conducted other suspect voyages with 
AIS transmission gaps outside of the above-mentioned occasions. Lack of AIS transmission while carrying 
re-stricted or banned commodities in affected waters has been recorded in the Panel’s reports as a regular 
feature in vessels that have conducted illicit activities. 


The An Ping ’s registered owner, ship manager and operator, Spring Gain International Ltd, incorporated in 
the British Virgin Islands, was recorded on the same maritime database as no longer active. The Panel wrote 
to the Document of Compliance (DOC) company holder, Gold Advance Corp (hereafter “Gold Advance”), 
registered in Samoa and based in Kaohsiung City, Taiwan Province of China. Gold Advance responded that 
there was a change in ownership of the company and that the present owner “On the day of cancellation ship 
management contract ... did not work as DOC holder for An Ping”. A Bill of Sale provided to the Panel 
showed the vessel was sold in May 2020 by Spring Gain International to a Ms Gong with an address at Shishi 
City, Fujian Province, China. According to the current management, “While previous management team 
planned to close the Gold Advance Corp., to avoid direct cost impact to shipowner by closing Gold Advance 
Corp., the current management was invited to take over .... Instead of asking owner to change to other DOC 
company ... and this can save amount of expense for shipowners...”. Elsewhere in its letter, Gold Advance 
stated, “As far as we know, and the information from previous management team “... this DOC work service 
is that they provide ship’s safety management manual and procedure to ship for safety management quality 
implementation and meets ISM Code”. See Annex 5(a) for relevant attachments. 


(ii) Heng Rong (IMO: 7913098) 
The Heng Rong, unknown-flagged since October 2018!°, delivered unreported refined petroleum to the 
DPRK and was recorded on satellite imagery on 6 August 2020 and on 23 August 2020 laden at Nampo Lock 
Gate (see figure 2). 


Figure 2: Satellite Imagery of the Heng Rong (IMO: 7913098) in August 2020 outside Nampo, DPRK Lock 
Gate, DPRK 


23 AUG 2029 
38 42/146 124.88. 078 





Source: Member State 





'7 THS Markit. 
'8 All records unless otherwise stated in the report are as on December 2020. 
'° De-registered from Sierra Leone flag registry due to outstanding dues. 
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The Heng Rong recorded an unaccounted 3-month gap in AIS transmission between July and October 2020, 
covering the above-mentioned dates when the vessel was reported to have been in the DPRK. 


A Member State reported to the Panel that during this period, and between port calls to the DPRK, the vessel 
conducted a ship-to-ship transfer on or around 15 August 2020. In September 2020, the vessel was photo - 
graphed by the Member State during its hail and query with a changed name “Aoshen 777” displayed on its 
superstructure (see figure 3). Maritime databases have not recorded a change in the vessel’s name. 


Figure 3: Heng Rong changing out its name to Aoshen 777 while being hailed and queried, 14 September 
2020 





Source: Member State 
Outside of this period, the Panel notes that the vessel had displayed a previous extended period of unac- 
counted for gap in AIS transmission , from March to June 2020 (see figure 4), suggesting the possibility of 


other illicit activities. 


Figure 4 Unaccounted AIS transmission gaps 





HENG RONG: 
DARK ACTIVITY END 
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Source: Windward, annotated by the Panel 
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In January 2021, Sierra Leone noted in an official letter notifying that the Heng Rong was reportedly using 
fraudulent certificates supposedly issued by the Sierra Leone Maritime Administration to continue to operate 
(see Annex 5(b). 


The Heng Rong’s registered owner, ship manager and operator, Bansda Shipping Co Ltd recorded on the 
International Maritime Organization’s website was dissolved on the Hong Kong company registry’s database 
on 2 February 2018, indicating a likely transfer of ownership that was not updated. 


(iii) | Rich United (IMO: 9129213) 


The Rich United (IMO: 9129213) was recorded on satellite imagery at Songnim on 13 June 2020 (see figure 
5). The vessel also delivered refined petroleum on at least one other occasion in May 20207°. A commercial 
maritime database platform showed the Rich United with several days of unaccounted gaps in AIS transmis- 
sion during the dates of the suspected port calls at Nampo, DPRK. The vessel had also exhibited other periods 
of unaccounted AIS gaps outside of this period. 


Figure 5: Rich United delivering refined petroleum at Songnim, 13 June 2020 


MV RICH UNITED Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





Source: Member State 


The Rich United was unknown flagged during these times of reported delivery. The vessel was recorded 
flagged under the Cook Islands for a year and de-registered on 4 May 2020. The International Maritime 
Organization listed the vessel as Mongolian-flagged on August 2020, sailing as the Xin Hai’. In response to 
the Panel’s enquiry, Mongolia confirmed the vessel was not registered under its ship registry during the time 
indicated by the Panel of Experts report. Mongolia registered the vessel on 5 August 2020 and “... started 
using radio-communication number MMSI 457 206 000. Before registering the vessel , the Maritime Admin - 
istration has run through all the necessary procedures and found no facts or information on violation of the 
UNSC relevant resolutions and sanctions. As the former owner (Rich United Trading Limited) of the vessel 





20 Annex 21. 
*! International Maritime Organization, December 2020. 
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“XIN HAI” has been changed and upon the request of the new owner the vessel “XIN HAI” de-registered 
from the Mongolian ship registry on 15 December 2020”. See also Annex-MS5(c) and 5 (d). 


In the course of its investigations, the Panel noted several inconsistencies in AIS data transmissions on a 
maritime database platform. In December 2019, a vessel began transmitting positional information as the 
Taian under a Mongolia-associated MMSI number: 457206000. The 7aian was initially transmitting without 
an IMO number. The Zaian also transmitted on several occasions on the said MMSI at the same time as when 
the then Cook Islands’-flagged Rich United, was transmitting its then-issued MMSI number 518100674 (see 
figure 6), indicating these were two separate vessels. 


Figure 6: Taian and Rich United MMSI’s transmitting at the same time on various occasions 
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Source: Windward 


A vessel transmitting the Zaian’s Mongolia-associated MMSI number and call sign JVYBS5 sailed to 
Quanzhou port area on 25 or around August 2020 (EST), where it began transmitting the Rich United's IMO 
number. The vessel had changed its name from Zaian to Xin Hai a week earlier prior to entering the port area 
(see figure 7). The Panel sought Mongolia and China’s assistance into the AIS transmission discrepancies. 
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Figure 7: Identifier changes to the Xin Hai, August 2020. 


XINHAI 
18 August 2020 20:26 

[£]cat sign changed: from JVYB5 to JVMH7 
[1 ]Name changes: from TAIAN to XINHAI 

© ETA changed: from N/A to 1609462860000 
¥ Draft changed: from NIA to 5.7 


Quanzhou, Chins, « month 


0 @ J) IMO Change 





Source: Windward, annotated by the Panel 


Mongolia replied that the “TAI AN” (IMO 8676324) was registered with its ship registry from 17 March to 17 Sep- 
tember 2015, using the MMSI: 457 206 000. “Upon the registry’s expiration, the same radio-communication equip- 
ment/number is being used by the newly registered vessel. Accordingly, the radio communication number formerly 
used by “TAI AN” has been transferred to the vessel “XIN HAI” registered in 2020, thus may be caused a similar 
situation for both vessels”. 


China replied that the ““Rich United” is a wrong name, which should be “Swift” according to its MMSI 
number. There is no record of this vessels entering or leaving Chinese ports.” 


The Panel’s prior investigations into the Rich United listed the vessel as registered under Mongolia’s ship 
registry before, between June 2017 and May 2019, sailing as the Swift. Panel research, also corroborated by 
Mongolia’s reply, listed the Swift with MMSI number: 457451000. It would appear, based on Chinese 
response, that the vessel was transmitting its historical MMSI number associated with the Swift when it was 
at Quanzhou port area in late August 2020. 


The Rich United's registered owner is the Seychelles incorporated Rich United Trading Ltd (hereafter “Rich 
United Trading”’), listed under the care of address of EastAsia Shipping & Marine Service Pte Ltd (hereafter 
“ EastAsia Shipping’), a Singapore-registered company which has also served as the Rich United’s ship 
manager and operator since May 2019. Seychelles responded to the Panel. EastAsia Shipping has yet to 
respond to the Panel. Investigations continue. 


(iv) Run Da (IMO: 8511172) 


The then-Mongolia-flagged Run Da delivered unreported refined petroleum to the DPRK and was recorded 
on satellite imagery berthed at Nampo petroleum delivery pier on 29 April 2020 (see figure 8). The vessel 
also delivered refined petroleum at Songnim on 5 June 2020. The Run Da exhibited unaccounted AIS gaps 
on several occasions over a sample four month observed period (see figure 9), indicating the vessel may have 
conducted illicit activities outside of the above-mentioned dates. From 15 June to 15 August (EST), when the 
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vessel reappeared after two months without AIS signal, the vessel recorded a length change back to its orig- 
inal?? dimension, suggesting possible obfuscation of the vessel’s identity during the two months. 


Figure 8: Satellite imagery of the Run Da at Nampo port 


M/V RUN DA Delivering Refined Petroleum 
Nampo, North Korea 
38:42:54 N 125:21:59 E 


1 MAY 2020 





Source : Member State 





The Run Da’s reported length change was from 114 meters to 98 meters. The vessel’s length is 98 meters. 
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Figure 9: Sample four months of the Run Da’s voyage route, April to August 2020 








Source: Windward, annotated by the Panel 


The Panel wrote to Mongolia and to the vessel’s Class Society. SingClass International Pte Ltd (hereafter 
“SingClass”)?> informed the Panel that “Based on your complaint and report, our findings showed the owner had 
contravened our classification safety requirement and also breached the Mongolia Ship Registration Regulations by 
going out of the Al trading region plus the breached of the UN Sanction Resolution. We have informed the Mongolia 
Ship Registry, which they had closed the ship registry with immediate effect. With Mongolia Registry closed, 
SingClass’s Statutory certificates for the vessel are now null and invalid and the vessel is out of our class at this point 
in time”. Mongolia reverted with additional documentation that the Panel is studying. 


Singclass subsequently informed the Panel that it obtained information the Run Da was sold on to Long River 
Shipping Limited based in Fuzhou, China, on 10 April 2020 and the month prior to the vessel’s port call in 
the DPRK. As the transfer of ownership was not reported with the requsite de/re-registration of flag and 
certificate that typically accompany an ownership change, SingClass considered the non-reporting a 
deliberate attempt to falsely use the vessel’s old registry and its associated statutory trading certificates, 
which would be nullified with such a sale (see figure 10). 





3 According to the Mongolian Ship Registry website, SingClass serves as the registry’s in-house technical arm. 
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Figure 10: Bill of Sale of the Run Da 





Source: The Panel 


Shun Fa Marine Limited (hereafter “Shun Fa Marine”), a Hong Kong incorporated company, is listed as the 
Run Da’ group and registered owner, ship manger and operator since November 201974. The vessel had 
transferred ownership five months prior to its recorded delivery of refined petroleum at Nampo port in May 
2020 from Golden Sun Ocean Co Ltd to Shun Fa Marine Ltd, entities incorporated in Hong Kong, China. 
The Run Da’s Document of Compliance company holder and Technical Manager, Golden Lamp Stand 
Shipping Safety Management Consultant Co Ltd, a Kaohsiung-based company, has been with the vessel since 
2011. 


Publicly available sources list a Philippines’ national (hereafter “Person P1”) is registered on the Hong Kong 
company registry as Director of Shun Fa Marine. Person P1 had also previously registered a company, 
Bayabas Shipping Co Limited, with the Hong Kong company registry and provided the same national 
identification number. In November 2019, Shun Fa Marine’s shares were transferred to another Philippines’ 
national (hereafter “Person P2”). Person P2 shares the same family name with person P1 and the Panel is in 
the process of determining the nature of commercial and / or family relationship between these individuals. 


The Philippines authorities provided the Panel with its interim investigation results. Its authorities confirmed 
there were no existing records in its national Business Name Registry and the Supply Chain database on 
Person PI and his two companies. The Business Name Registry limits data to sole proprietors registered with 
the Department of Trade and Industry and the Supply Chain database limits data to logistics service providers. 
The Philippines Department of Justice and its National Bureau of Investigation have returned three 
derogatory records on Person P1 but have yet to ascertain whether the records pertain to the actual Person 
P1 in question. Further investigations remain on-going on the subject. On 22 October 2020, a subpoena was 
issued to the subject at the listed address as contained in the Hong Kong Company Database records” 
provided by Person P1. The Philippines stated it would convey additional information it could provide to the 
Panel as they are made available. 





24 THS Markit as on December 2020. 
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Xin Hai IMO: 7636638) 


The Xin Hai was unknown flagged during the time the vessel delivered refined petroleum to Nampo on | 
September 2020. The vessel was flagged under Sierra Leone until November 2019. The vessel’s manager 
and operator Baili Shipping and Trading Limited was dissolved by de-registration on the Hong Kong corpo- 
rate registry in March 2018. Investigations continue. 


(v) Xing Ming Yang 888 (IMO: 8410847) 


The unknown-flagged Xing Ming Yang 888 (IMO: 8410847) delivered illicit unreported refined petroleum 
products to the DPRK on at least two occasions, on 3 June 2020 (see figure 11) and 28 June 2020. The vessel, 
sailing as flagged unknown since November 2018, was recommended by the Panel for designation for having 
engaged in a ship-to-ship transfer with the Mu Bong J (IMO: 8610461) in 2018”. 


Figure 11: Satellite imagery of the Xing Ming Yang 888 at Songnim port 





M/V XING MING YANG 888 Delivering Refined Petroleum 

Songnim, North Korea 

38:44:13 N 125:37:05 E 
= 









Source: Member State 


A commercial maritime database platform recorded the vessel as sailing under false identifiers and transmit- 
ting a Tanzanian associated MMSI: 677001712 at some point in May 2020 while in Chinese territorial waters 
near Luoyuan Bay area (see figure 12). The Panel has observed vessels conducting sanctionable and illicit 
activities often transmit false flags and other identifiers, including MMSIs, in an attempt to obscure their 
identity. While the vessel was in Chinese waters in December 2020, the Panel sought China’s assistance on 
information on the vessel including whether it entered port, whether the vessel was being detained and docu- 
mentation from the vessel including verification of the vessel’s identifiers. China responded that there was 
no record of the vessel entering or leaving Chinese ports. 





°° Paragraphs 15 to 17 and figure VI, S/2019/171. 
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Figure 12: Excerpts from a commercial maritime database platform showing the Xing Ming Yang 888s (IMO: 
8410847) MMSI transmission. 





Source: Windward, annotated by the Panel 


During the time of the vessel’s reported delivery of refined petroleum to the DPRK, the Xing Ming Yang 
888s recorded registered owner, Xing Ming Yang (HK) Shipping Co. Ltd was already listed as a dissolved 
entity since June 2019 on the Hong Kong company registry, as was the vessel’s listed operator, manager and 
Document of Compliance company holder, HK Qihang International Shipping Management Ltd. 
Investigations continue. 


Source: The Panel 
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Annex 25 (a): Letter from Gold Advance Corp, dated 10 January 2021 and extracts of 
its attachments 


21-01647 


To DPPA, United National, USA 
From Gold Advance Corp. 
Date 10 January 2021 


Subject: Reply on Outgoing Communication #443 from the POE DPRK to Gold Advance 
Corp (An Ping) 


Dear Sirs, 


We received a facsimile message from DPPA of United Nations New York, USA dated 
on 11 December 2020 stating the motor tanker An Ping suspectedly involving in DPRK 
incident. This message was received recently by forwarding from previous personnel 
of the company. 


First, we would like to advise that there was a management change of this company 
Gold Advance Corp. around 7 May 2020, including director position. We would like to 
express our concerns to you about this matter, and we hope to clarify by explaining 
below that the Gold Advance Corp. did not involve in DPRK operation. 


The previous Gold Advance Corp management decided to close their business and laid 
off their staffs due to bad shipping market in recent year, it is said some of shipowner 
closed their business due to the impact of COVID 19. As far as we know, and the 
information from previous management team, the company Gold Advance Corp 
provides ship management consultant for ships with Document of Compliance 
(hereunder called as DOC) issued by relevant registry flag. Basically, this DOC work 
service is that they provide ship's safety management manual and procedure to ship 
for safety management quality implementation and meets ISM Code. For the case of 
inspection in Taiwan, Gold Advance Corp also assist to rectifying 
the deficiencies in order to comply ISM requirement and port requirement. Currently 
Gold Advance Corp works as DOC company. The seafarer recruitment and technical 
repairing/supplying are done by owner or its appointed agent. It was understood that 
previous management team of Gold Advance Corp worked as DOC company only. 


While previous management team planned to close the Gold Advance Corp., to avoid 
direct cost impact to shipowner by closing Gold Advance Corp., the current 
management was invited to take over the Gold Advance Corp, instead of asking owner 
to change to other DOC company, so by this, DOC company won't be changed from the 
aspect of ISM Code requirement, and this can save amount of expense for shipowners 
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that already put their ships under Gold Advance Corp DOC. For information, the 
example of change DOC, the estimated cost including other certification would be 
reached to USD 10,000 to USD 16,000 for a ship to shipowner. 


While during Gold Advance Corp. change management, An Ping shipowner did not 
continue to work with us as they plan to change to other ship management (DOC) or 
sale the ship due to their various concern, however we did not know their final 
intention after that. There was a cancellation of ship management agreement made 
between Gold Advance Corp and An Ping shipowner Spring Gain to avoid future 
dispute. The Spring Gain International Limited are required to change ship 
management as earlier as possible after this cancellation letter signed. 


It was the time about in June that we heard the ship is going to delete from Sierra 
Leone. We have got Bill of Sale through owner after receiving your letter that the sale 
was made on 20 May 2020. It appeared that owner sold this ship on May 2020 after 


management cancellation. 


In addition, we did not know this company was inactive because in registry certificate, 
the shipowner still named Spring Gain International Limited, we thought this 
company does not have problem. 


As far as the reference we had in hand, we know this company director is named Gong 


We would also like to reply your question mentioned in your message as below: 


In page 2 

1) Confirmation that Gold Advance Corp served as the Document of Compliance (DOC) 
company holder for the An Ping (IMO: 7903366). Please confirm the dates and 
exact vessel services provided by your company and its associates. Please provide 
all supporting documentation; Copies of contracts and agreement between your 
company and the An Ping’s owner and / or representatives for services rendered 
to the Vessel; Please also provide information and full contact information for the 
owner 
On the day of cancellation ship management contract, Gold Advance Corp did not 
work as DOC holder of An Ping. Cancellation of ship management agreement is 
attached for reference. Owner reference available in our hand attached as weil. 
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2) Information on the entity / individual the An Ping was sold to in July 2020 along 
with all documents related to this sale 
As per Bill of Sale provided from owner side, please see attached. 


3) Information and documentation of your company’s involvement in the ship's 
sailing operation in 2020 and on any other occasion where the An Ping visited the 
DPRK 
Gold Advance Corp does not involve in DPRK operation as this company work on 
professional ship management for providing service of marine industry shipping 
standard. 


4) Copy of all communications (including through messaging platforms such as 
WeChat related to the instruction on the voyage routes and any port calls or visits 
to the DPRK? 

We did not have such communications as there is no involvement of DPRK operation 


5) Any other information that you might consider relevant to the Panel’s work as 
mandated by the Security Council in connection with the above or other similar 
trade and / or facilitation activities in potential violation of the applicable 
resolutions? 

No. 


With regard to assisting your investigation on below questions: 


1. Nature of Gold Advance’s relationship with Pacific Expert? 
We do not know this company or any relevant to our ship management. This is our 
first time hearing this company. 


2. Nature of Gold Advance’s relation with Winson Shipping Taiwan Co., Ltd., the 
vessel's previous DOC company holder? 
As per the reference we had in hand while took over Gold Advance Corp. this company 
has no relationship with Winson Shipping Taiwan Co., Ltd. 


3. Information on whether Gold Advance Corp has in common with Pacific Expert 


any beneficial owner, office bearer, shareholder or employee, with full details ifso? 
Gold Advance Corp has no relation with Pacific Expert of above. 
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4. Any other information that you might consider relevant to the Panel’s work as 
mandated by the Security Council in connection with the above or other similar 
trade and / or facilitation in potential violation of the applying resolutions. 

No, however, ifyou have any further question, we would like to cooperate to answer. 


In final, we would like to stress that Gold Advance Corp. does not get involve in DPRK 
or participate anything related to DPRK. We provide this letter to you to support our 
statement with attachment. 


Attachment 

1. Change of director/shareholder of Gold Advance Corp 
2. Termination of contract with An Ping shipowner 

3. Gold Advance Corp DOC 

4. Owner reference (Spring Gain) 

5. Bill of Sale 

6. An Ping Deletion Certificate 


Gold Advance Corp. 
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Attachment No.1 change of director/shareholder of Gold Advance Corp 
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Gold Advance Corp. 2 RARE T) 
Director's Resolutions Entered on the 7” day of Mfay 220 
Consert is given by the andersigned to the adoption of the followiag resolutions 
Appointnent of IT WAS RESOLVED 
Director: Thet Me. Lin, appoleted ae Director of the Company 
with effeet | following the signing of @vese resolutions 
sexd it hed neeed that Mr, — to resign 
immediately following the appointment of the new Director 
Resignation of RESOLVED 
Disector That the resignation of Mr. Chang, | i Director of 
the Company be accepted with effect immedimely following 
prising of the resolutions 
Appoictnent of RESOLVED 
Secretary That Ms. Lin. appointed as Secretary of the Company 
with effect i following the signing of Cove resolutions 
and it bad noted that Mr, Chang, resigned 
immediately following the appeaniment 0’ now ary. 
Resignation of RESOLVED 
Secretary Thet the resignation of Mr. Cheng Ja» Seeretary of 


Trenefer of Shares 


lamac of Share 
Cortificateysy: 


the Company be accepted with effect immediately following 
passing of the resolutions 

NOTED 

That the Coenpany hed received advice of the following proposed 
transfer of shares in the capital of the Company:- 


No. of Shares 
Mr on i — 1,090.60 


RESOLVED 

That the efewesaid share transfer be approved and Oat upon recede 
bry the Director of the duly executed instruments of transfer, details 
of the new member be entered in the Register of Members and that 
Shawe Certificate No. | be cancellod 


RESOLVED 
Thet Share Certificete be iseued signed by 2 Directce of the 
Company and wader the commen seal 21 follows 

Cert. No. 


No of Shares 
5 Ms. L £00,400 Ordinary Shares 


FURTHER RESOLVED 
That the Director bo awthorined t witness the affixing of the 
coramen seal to the new Share Certificate 


Director 
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Attachment No.2 Termination of contract with An Ping shipowner 


Wis fla TE 38 E> FG ak By 


Be _ | Sed Advance Comp 
OF (eh RAM) | Spring Gain International Limited 





OAH 2020 1548 HA EHS FMT. An Ping) Pa 
BORG CMe THORS ARR OF ARE Tit 
WHR ARK: 


1, CRP NUTR Fy OR AA ER La + 

2. CHARM AD ATR I + ae EE + 
HARALMLMMEDRG KEE + ERD DAGHEAN(DOC)- 

3. RAM AS Ma e+ ME i x 
(+> st PE wd) « 

4. CFRRRAMERTAAA : AMRMRARM : FAKFRAD 
HR BOMDALAGSSHRA CHS AWEDH RAR HE- 


fy ‘ 
— oI 
25 (ASM AE Ma) 2° 3) CB (AS RIM RARE) 


Gold Advance Corp Spring Gain International Limited 
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Attachment number 5: Bill of sale 





Putt & ° foes & a 
ce th BILL OF SALE (Body Corporate) 





these should be stated) 








—- 
| And as described in more detail in the Register Book. 
—$—— a —————— ——————— 

We, (a) SPRING GAIN INTERNATIONAL LIMITED (hereinafter called “the Transferors”) having our principal place of business at P.O, BOX 957, 
OFFSHORE INCORPORATIONS CENTRE, ROAD TOWN, TORTOLA, BRITISH VIRGIN ISLANDS ia consi 000 (Renminbi Two 
| Million Only ) paid to ws by (b) MS rooms a te SHISHI CITY, FUSIAN | 
PROVINCE, CHINA (hereinafter called “the 8)") te receipt whereof is hereby Of fn particularly described, 
and in boats and appertenances, to the said Trunsforee(s) 


Further, we, the said Traasferors for cursetves and ow saccesscrs covenant with the suid Trunsferce(s) and (2) its assigns, that we have power to transfer ia 
muna toresaad the prem ses hereinbefore expressed to be tans‘erved, and that the same are free froen (4) all charters, cacumbeances, mertgages, tunes and mantione lens 
and any other debts of claims whatwever. 

{a wrimess wborto! we have enecused this Bill Sale co) May 2020 
Signed, Sealed und Delivered by Mr. ING GAIN INTERNATIONAL LIMITED. 





© Now [ici dich Cope Vd cent mi sidene d raved vb be meine idbhde olin eo niko ea 
(Wr Wea? aay eabetng eacneiernee ad “wet & gues by Re aque wf he wed dp” (n) Sagrmewes end description of witernnen | Domne, Seoretry, etc (as the cones nay be) 

NOT] - A prowoner of pegged Drab wernt des ser etter a carpio le wet Oe BA of Ser tes hewn reseed whe Pore of Lagerry of Oe chap. ond egies © Om ren Pay ee teres De ROCE 

NOT - Ragertrved Onna or Morgagen oe wenn of tee expert co Lapeg Be Regeter (Bree Sees blerand dl ary Berge o wendeuce 08 Our pot 


os Cee ee me ote Gr 1M age 


ma 


Source: The Panel 
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Annex 25 (b): Letter from Sierra Leone Maritime Administration on the Heng Rong 
(IMO: 7913098) on its reported use of fraudulent certificates 





Te Messrs. Tokyo Memorandum of Understanding — Tokyo MoU 
Messrs. Paris Memorandum of Understanding — Paris MoU 
Messrs. Mediterranean Memorandum of Understanding — Med MoU 
Messrs. Indian Ocean Memorandum of Understanding — Indian Ocean MoU 
Messrs. Riyadh Memorandum of Understanding — Riyadh MoU 
Messrs. Black Sea Momorandum of Understanding - Black Soa MoU 
Messrs, Caribboan Memorandum of Understanding — Caribbean MoU 
Messrs. Abuja Memorandum of Understanding - Abuja MoU 


ce: SIERRA LEONE MARITIME ADMINISTRATION 


Dete: 29 of January 2021 
Transmittal No.: SL-0219-21 


Official Letter 


Dear Sirs 
Ref WY HENG RONG (IMO: 7913098) 
We would like to hereby communicale and inform that the above - menfoned vossel is not registered under his Administration 


Gue to suspicions on violation of sanctions. We have been informed that the above-mentioned vessel fs using fraudulently 
Cortficates supposedty issund by Siorra Leone Maritirne Administration in order to cal Ports and move freely. 





We would appreciate any assistance in combating such egal activities 


We direcd all parties to verity ayy Certificate issued by Sierra Leone Flag through our website: waw.simarad.corm and 
Gownloa! view the verification copy of the Certificate, In case the Certificate cannot be verified, please contact SLAIARAD 
through: ifogisinarad com 


Yours Faithfully 
The Undersigned 


Pace ord Oeste of meunree (DOMMAYY YY) 


Freetown, Sierra Leone, 29/01/2021 








RE CHR. wore Lecne Martime Adnnataton - SLUMARAD wun Ct 
27M A021 infofisrrecaicom www simend.con Paye 1 of t 


Source: The Panel 
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Annex 25 (c): Note verbale and unofficial translation from the Permanent Mission of 
Mongolia to the United Nations in New York 


MONGOLIA 


PERMANENT MISSION TO THE UNITED NATIONS 


6 East 77th Street, New York, N.Y. 10075 
Tel: (212) 861-9460, Pax: (212) 861-9464 


as 
d@h@e 


NUB/OQ/2021 


The Permanent Mission of Mongolia to the United Nations presents its 
compliments to the Panel of Experts established pursuant to Security Council 
Resolution 1874 (2009) and has the honour to transmit information requested by 
the respective Panel via Note Verbale S/AC.49/2020/PE/OC.420. 


Taking this opportunity, the Permanent Mission of Mongolia to the United 
Nations would like to inform that the Note Verbale NUB/32/2020 regarding the 
vessel Subblic (IMO:8126082) and registration documents have been transmitted 
to the respective Panel on 27 May 2020. 


The information and documentation on the Rich United aka Xin Hai 
(IMO:9129213) are attached herewith. 


The Permanent Mission of Mongolia avails itself of this opportunity to renew 
to the Panel of Experts established pursuant to Security Council Resolution 1874 
(2009) the assurances of its highest consideration. 


sp j 
2 26 January 2021 
S, New Y a 


ar 


he ee 
on l= 
fe 8.4, 

| a piteele i 


4. 


—— etemewonel | 


United Nations Security Council 
Panel of Experts established pursuant to the resolution 1874 (2009) 


New York 
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Non official translation 


Additional information 


The vessel “TA! AN" (IMO 8676324) has been registered to the Mongolian 
ship registry from 17 March 2015 to 17 September 2015. The vessel “TAI AN" de- 
registered from the registry as the vessel agent did not communicate to extend the 
registry. During its activities under the Mongolian ship registry, the vessel “TAI AN" 
was using radio-communication (MMSI 457 206 000) provided by the Mongolian 
Maritime Administration. Upon the registry's expiration, the same radio- 
communication equipment/number is being used by the newly registered vessel. 
Accordingly, the radio-communication number formerly used by “TA! AN” has been 
transferred to the vessel “XIN HAI” registered in 2020, thus may be caused a 
similar situation for both vessels. 


The vessel "XIN HAI" (IMO 9129213) have registered to the Mongolian ship 
registry on 5 August 2020 and started using radio-communication number MMSI 
457 206 000. Before registering the vessel, the Maritime Administration has run 
through all the necessary procedures and found no facts or information on 
violation of the UNSC relevant resolutions and sanctions. As the former owner 
(Rich United Trading Limited) of the vessel “XIN HAI” has been changed and upon 
the request of the new owner the vessel "XIN HAI" de-registered from the 
Mongolian ship registry on 15 December 2020. 


Also, the vessel “XIN HAI" under the name “SWIFT” owned by “Frontlines 
Trading Co,Ltd” has been registered to the Mongolian ship registry on 3 August 
2017. Upon the request for the change of its affiliation the vessel has been de- 
registered on 24 May 2019. During that time the vessel “SWIFT” was using radio- 
communication number MMSI 457 451 000. 


Mongolian Maritime Administration has registered vessel “XIN HAI" on 2020 
as there were no records on vessel “XIN HAI” violating the UNSC relevant 
resolutions and sunctions during its registration period of the 2017 under Mongolia 


ship registry. 


The vessel “XIN HAI" was not in the Mongolian ship registry during the time 
indicated by the Panel of Experts report. 


Source: Member State 


The Panel notes the following: 


* Due to transmission issues, the Note of 27 May 2020 referenced on the Subblic was not received. 


** Documentation referenced in the Note Verbale on the Xin Hai are retained by the Panel. 
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Annex 25 (d): Deletion certificate of the Xin Hai (IMO: 9129213), 15 December 2020 


( ( 
MONGOLIA MARITIME ADMINISTRATION 


DELETION CERTIFICATE 


issued under Sve provesons of 
Crapter 3 of the Regutations for Ragistrstion of Stos 2003 


48572096 


& 3 


RICH UNITED TRADING LIMITED 
306 Victoria House, Victoria, Mahe, Seychelles 


Description of V 
Hull materi 


ype c Vess' Year o p O Regist: 
Oil Tanker 1996 Cook Isiands / RICH UNITED 


at, + 


eCor 





issued at Singapore on 15 December 2020. 


The of the Mongolia Ship Registry, by the powers vested thereupon by the 
Hida meg tides ci bopotbe waedth ted oapab rag aterm poords 
Mongolia Ship Registry as on the date of dosure 





Source: Member State 
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Annex 26: Letter from the Sierra Leone Maritime Administration on the de-registered 
status of vessels previously registered under Sierra Leone’s ship registry and of their 
reported fraudulent use of documentation 





- $Y REPUBLIC OF SIERRA LEONE 





To: Messrs. Tokyo Mernorandum of Understanding — Tokyo MoU 
Messrs. Paris Memoranchim of Understanding — Paris MoU 
Messrs. Mediterranean Memorandum of Understanding — Med MoU 
Messrs. Indian Ocean Memorandum of Understanding — Indian Ocean MoU 
Messrs. Riyadh Memorandum of Understanding — Riyadh MoU 
Messrs. Black Sea Memorandum of Understanding ~ Black Sea MoU 
Mossrs. Caribboan Momorandum of Undorstanding — Caribboan MoU 
Messrs. Abuja Momorandum of Understanding ~ Abuja MoU 


CC; SIERRA LEONE MARITIME ADMINISTRATION 


Date: 26" of January 2021 
Transmittal No.: SL-015$4-21 


Official Letter 


Deat Sits, 


Ref; MV AN PING (IMO: 7903366) / M/V BONVOY 3 (IMO: 8714085) / M/V DIAMOND 8 (IMO: 9132612) / 
MV HOKONG (IMO: 9006758) / M/V NEW KONK (IMO; 9036387) / M/V UNICA (IMO: 8514306) 


We would like to hereby communicate and inform that the above - mentioned vessels are not registered under this 
Administration dve to suspicions on violation of sanctions. We have been informed that the above-mentioned vessels are using 
fraudulently Certificates supposedly issued by Sierra Loone Maritime Aciministration i order fo call Ports and move freely. 


We would appreciaie any assistance in combating such egal activites 
Ve direct all parties to verify any Certificate issued by Sierra Leone Flag through our website: waesimarad com and 


download view the verification copy of the Certificate. in case the Certificate cannot be verified, please contact SUMARAD 
through: infosbsimarad.com 


Yours Faithfully, 
The Undersigned 


Place and Date of issuance (DDIMMIYYYY) 
Freetown, Sierra Leone, 26/01/2021 





RECER 2 ‘Shera Laone Martine Adrrinistration — SLIAARAD tesve OF 
2212021 nicgisimarad.cor  www.sinerné com Page 1 of 1 


Source: The Panel 
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Annex 27: Satellite imagery samples of unknown flagged non-DPRK vessels delivering 
refined petroleum at DPRK ports 


Bonvoy 3 (IMO: 8714085) 





The unknown flagged Bonvoy 3 was captured on satellite imagery at a petroleum delivery pier in 
Nampo, DPRK, on 10 April 2020. The vessel was also reported by a Member State to have delivered 
refined petroleum on two other occasions during the period from January to September 2020. The 
Sierra Leone Maritime Authority confirmed that the vessel was cancelled from its registry on 12 
November 2019 (see also Annex 6). The Bonvoy 3 has the capacity to offload up to 22,557 barrels 
of refined petroleum products per delivery. The vessel was registered in November 2020 sailing 
under a new flag, anew name Fu Shun 3 and under new ownership and management with an address 
in Hong Kong, China. The flag state, Mongolia, under which the Fun Shun 3 was sailing, cancelled 
the vessel’s registration and all related certification issued to the vessel on 24 December 2020, with 
the stated reason as due to illegal activities involving the DPRK (see figure 1). 


M/V BONVOY 3 Delivering Refined Petroleum 
Nampo, North Korea 
38:42:56 N 125:22:02 E 


fj - 
Petroleum 
Delivery Line 





Source: Member State 
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Figure 1: Cancellation form issue by the Mongolian Maritime Administration for the Fu Shun 3 
(formerly known as Bonvoy 3), IMO: 8714085 


MONGOLIA ite Government bolcet 


SHIP REGISTRY Se rcan ikea 
MONGOLIA MARITIME ADMINISTRATION metroncirie 15141 
tet: 976-11310642 
MONGOLIA MARITIME Fax: 976-11310642 
ADMAESTRATION Cancellation Form Email: info@monmarad gov. 


Website: wearw monmarad gow ma 


By this means we inform that all certificates from MONGOLIA SHIP REGISTRY related to 





Name of Ship 








FU SHUN 3 


Have been cancelled by Administration ; due: illegal activities involving DPRK. 


(other reasons; 
INVALIDATED CERTIFICATES: 


[PROVISIONALCERTIFICATEOFREGISTRY | 48112088 
PROVISIONAL MINIMUM SAFE MANNING CERTIFICATE 49112088 
PROVISIONAL SHIP RADIO STATION LICENCE 49112088 
CARVING AND MARKING NOTE 49112088 


JUS SYNOPSIS RECORD CSR - 8/49112088 


TION OF MARITIME LABOUR COMPLIANCE PART | MLC - 49112083 — 


























oni Dave of Revision: Page lots 


Source: Member State 
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Hokong (IMO: 9006758) 





The unknown flagged Hokong was captured on satellite imagery at a petroleum delivery pier in Songnim, 
DPRK, on 5 June 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from 
October 20197°. The vessel was also reported by a Member State to have delivered refined petroleum on 
eight other occasions during the period from January to September 2020. The Hokong has the capacity to 
offload up to 27,000 barrels of refined petroleum products per delivery. 

See also Annex 26. 


M/V HOKONG Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





$U921783 


Source: Member State 





26 THS Markit. 
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New Konk (IMO: 9036387) 





The unknown flagged New Konk was captured on satellite imagery at a petroleum delivery pier in Songnim, 
DPRK, on 2 July 2020. The formerly Sierra Leone-flagged vessel was recorded as unknown-flagged from 
October 20197’. The vessel was also reported by a Member State to have delivered refined petroleum on 
seven other occasions during the period from January to September 2020. The New Konk has the capacity to 
offload up to 54,400 barrels of refined petroleum products per delivery. 

See also Annex 26. 





MIV NEW KONK Delivering Refined Petroleum 
Songnim, North Korea 
38:44:50 N 125:35:23 E 





Source: Member State 


Source: The Panel 





27 THS Markit. 


186/419 21-01647 


$/2021/211 





Annex 28: Vessels of interest recommended by the Panel for designation within China’s 
Coastal Waters, March to September 2020 


| Date | Vesselofinterest_ __|_ General Location (from Als) _| 
| 25-Mar-20 | HOKONG | 24 SSNIIS-ITE 
| 26-Mar-20 | NEWKONK | 24-48N'120-00E 
| 26-Mar-20 | HOKONG || 24-58N119-24E 
| 26-Mar-20 | NEWKONK | 24-15N119-02E 
| NEWKONK 
| DIAMONDS 


1 


7 
DIAMOND 8 
| 03-Apr-20 | NEWKONK | 22-19N114-06E 
10 


0 

| 27-May-20 | UNICA | 24 MONIIBASE 
13 | o4sun-z0 | NCA | ON IB ASE 
H 

| arsu2o | ICA | MONIIB-ASE 
| 28-Aug-20 | UNICA | 24 MONIIBASE 
37-35N 122-30E 

13-Sep-20 
31 
37-17N 122-51E 


Source: Member State 
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Annex 29: Examples of DPRK vessels delivering refined petroleum at DPRK ports 


Former foreign-flagged tankers that have transitioned to DPRK tankers?* and designated DPRK tankers con- 
tinue to deliver refined petroleum at various DPRK ports. These included the Kwang Chon 2 (former Sen 
Lin 01) (IMO: 8910378) and Sin P(h)yong 2 (former Tianyou) (IMO: 8817007) also continued to deliver 
refined petroleum to various DPRK ports. 


Designated DPRK tankers continue to obtain and deliver refined petroleum to the DPRK. These included the 
Chon Ma San (IMO : 8660313), designated in March 2018 for ship-to-ship transfers in mid-Nov 2017 (see 
sample satellite imagery at figure 1), and the Pu Ryong (IMO: 8705539) formerly the Kum Un San 3 (see 
sample satellite imagery at figure 2), designated in October 2018 for conducting a ship-to-ship transfer with 
the New Regent on 7 June 2018. 


Figure |: Satellite imagery of the Chon Ma San at a petroleum deliver pier in Nampo, DPRK, on | June 
2020 


MIV CHON MA SAN Delivering Refined Petroleum 
Nampo, North Korea 
38:42:54 N 125:21:59 E Vo 





Source: Member State 


The Chon Ma San was also reported by a Member State to have delivered refined petroleum on three other 
occasions during the period from January to September 2020. The vessel has the capacity to offload up to 
24,000 barrels of refined petroleum products per delivery. 





°8 Paragraph 26 of S/2020/840 
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Figure 2: Satellite imagery of the Pu Ryvong (former Kum Un San 3) at a petroleum deliver pier in Songnim, 
DPRK, on 3 June 2020 


M/V PU RYONG Delivering Refined Petroleum 
Songnim, North Korea 
38:44:21 N 125:36:48 E 





GR991912 


Source: Member State 

The Pu Ryong was also reported by a Member State to have delivered refined petroleum on four other occa - 
sions during the period from January to September 2020. The Pu Ryong has the capacity to offload up to 
22,100 barrels of refined petroleum products per delivery. 


Source: The Panel 
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Annex 30: Non-Paper updates from Viet Nam on the Viet Tin 01 (IMO: 8508838) 


1. Relevant Vietnamese authorities have been thoroughly conducting investigation into the case related 
to vessel Viet Tin 01. However, the investigation has been faced with a number of challenges, 
including lack of access to the vessel due partly to the Covid-19 pandemic, and therefore has not yet 
found sufficient, conclusive evidence regarding the alleged violation by vessel Viet Tin 01 of related 
Security Council resolutions. 


2. Up to now, all the vessel crew were returned to Viet Nam. The Department of Maritime Affairs, 
Ministry of Transport of Vietnam, requested company Thuan Thien and company Viet Tin to fulfill 
their obligations towards the vessel crew. Company Viet Tin is currently steeped in financial diffi- 
culties and is unable to repair the vessel to return to Viet Nam or to liquidate it to cover all related 
payments to the port authority of Malaysia. The vessel now lies in atrophy in the area for unusable 
ships of the Malaysian port and has been unable to operate normally for a long time. 


3. Relevant Vietnamese agencies remain committed to resolving this case in a lawful and appropriate 
manner. In short term, the agencies, including Ministries of Public Security, Transportation and For- 
eign Affairs, will continue to have inter-agency meetings to discuss ways forward to address the 
case. We request that the Panel of Experts reflect in its upcoming final report the information 
provided by Viet Nam on the implementation of related Security Council resolutions regarding vessel 
Viet Tin 01. 


Source: The Panel 
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Annex 31 (a): T-Energy’s involvement in associated vessels engaged in ship-to-ship 
transfers with DPRK tankers 


The Panel wrote to relevant parties concerning the vessels’ flag status, ownership, voyage routes, cargo de- 
tails, involved counterparties, port and customs information, transaction details and payment records. The 
following vessels conducted ship-to-ship transfers with DPRK-flagged tankers or with tankers that have a 
DPRK connection, in all cases with the alleged involvement of T-Energy, based on lead information from a 
Member State: 


(i) Unknown-flagged Sea Prima (aka Courageous) (IMO: 8617524) with Saebyol (IMO: 8916293) and 
with Paek Ma (IMO: 9066978 ) on or around 25 September 2019; and with Sam Jong 1 (IMO: 
8405311) and Kum Jin Gang 2 (no recorded IMO number) on or around 24 August 2019. 

(ii) Malaysia-flagged Semua Gembira (aka JM Sutera 7) (IMO: 9494917) with Saebyol on or around 2 
February 2019; and with Song Won (IMO: 8613360) and with Kum Un San (IMO: 8720436) on or 
around 29 January 2019. 

(iii) Panama-flagged Ri Xin (IMO: 9121302) with Sam Jong 2 (IMO: 7408873) on or around 31 March 
2018. 

(iv) Then Panama-flagged Chan Fong (IMO: 7350260) with Chon Ma San (IMO: 8660313), on or 
around 17 March 2018. 

(v) Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) with Chon Ma San and with Kum Un San 
3 (IMO: 8705539) around 19 November 2017. 


The following include the Panel’s investigations conducted to date and replies obtained on these ship -to- 
ship transfers: 


(i) Sea Prima (aka Courageous) (IMO: 8617524) 





The unknown-flagged Sea Prima conducted ship-to-ship transfers with the designated DPRK tankers Saebyol 
(IMO: 8916293) and Paek Ma (IMO: 9066978 ) on or around 25 September 2019, according to a Member 
State. The Member State also reported that the Sea Prima conducted ship-to-ship transfers a month earlier 
on or around 24 August 2019 with the designated DPRK tanker Sam Jong 1 (IMO: 8405311) and with the 
DPRK tanker Kum Jin Gang 2 (no recorded IMO number). 


The Sea Prima has been documented in previous Panel reports as having engaged with DPRK tankers on 
different occasions and the Panel recommended the vessel for designation. Since March 2020, Cambodian 
authorities have detained the Sea Prima sailing as the Courageous”’. 


During the months of August and September 2019, the Sea Prima was sailing without a registered flag?° 
when it conducted the reported ship-to-ship transfers with DPRK tankers. Panel investigations indicated that 
Cour-age Maritime SA-BZE (hereafter “Courage Maritime”), the vessel’s Operator and its Document of 
Compli-ance company holder, was registered in Belize in August 2019. Courage Maritime subsequently 
served as the vessel’s operator upon receiving flag status from Cameroon. Courage Maritime listed an address 
that is alleg-edly co-located with T-Energy in Taoyuan District, Taiwan Province of China. According to the 
individual that registered Courage Maritime, the owners of the Courageous, New Eastern Shipping Co., Ltd 
(hereafter “New Eastern’) with an address in Xiamen, China, had requested the company be registered with 
the Taoyuan District address as its operational address. The individual stated, “I wish to place on record that 
my role with regards to New Eastern Shipping [NES] / Courageous / Sea Prima [SP] are that of a Sale & 
Purchase (S & P) of vessel as a ship broker, and a Marine Consultant”. After the completion of the S & P 
Transaction, I was asked by owner of New Eastern Shipping to be their Marine Technical Consultant ..”. 
New Eastern requested the individual to use his name on “a temporary basis” to register the company in 
order to expedite registration, 





° Paragraph 34 to 38, S/2020/640. 
3° The Sea Prima was previously flagged under Saint Kitts and Nevis and from November 2019 to till its detention by Cambodian 
authorities in March 2020 was Cameroon-flagged. 
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with the intention by New Eastern to transfer the company registration under a Mr Fang Xian-Sen. New 
Eastern provided identification of Mr Fang to the individual. According to the individual, the transfer to Mr 
Fang was unsuccessful “... because NES [New Eastern] failed to provide me with the correct residential 
address of Mr Fang Xian Sen. It was pending till now”. Belize has yet to respond to the Panel. Investigations 
continue. 


Semua Gembira (aka JM Sutera 7) (IMO: 9494917) 





The Malaysia-flagged Semua Gembira conducted ship-to-ship transfers on a number of occasions with DPRK 
tankers, according to a Member State. These included transfers with the designated Saebyo/ on or around 2 
February 2019, with the Song Won (IMO: 8613360) and with the Kum Un San (IMO: 8720436) on or around 
29 January 2019. 


The International Maritime Organization’s (IMO) website lists the Semua Gembira as flagged under 
Malaysia’s registry since February 2009. Panel investigations show the vessel with several days of 
unaccounted gaps in AIS transmission around the respective referenced January and February dates, during 
which illicit ship-to-ship transfers could have taken place (see figure 1). The Song Won and Kum Un San 
had not been transmitting AIS signals for over a week, while the Saebyol recorded an extended AIS 
transmission gap, over the respective dates in question. 


Figure 1: Semua Gembira’s recorded AIS transmission gaps between 28 and 31 January 2019 
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Source: Windward, annotated by the Panel 


The Panel wrote to Malaysia as flag registry and the vessel’s listed registered owner, TKH Marine (L) Ltd?! 
(hereafter “TKH Labuan”). Malaysia responded it was undertaking the necessary consultations with relevant 
agencies and would provide its feedback to the Panel in due course. While serving as the sole registered owner 
during the period of interest of January and Feb 2019 (hereafter “the material time”), TKH Labuan’s shares 





31 THS Markit. IHS Markit is the originating source for the International Maritime Organization (IMO) Ship Identification 
Number Scheme and is the sole authority with responsibility for assigning and validating these numbers. It is also the 
originating source for the IMO Unique Company and Registered Owner Identification Number Scheme, which it manages 
on behalf of IMO. 


192/419 21-01647 


$/2021/211 





have since been beneficially acquired in full by another company as of July 2020, which in turn is an indirect 
subsidiary of the present group owner of the vessel (hereafter “Group Company”). TKH Labuan, as part of 
the Group Company, cooperated with the Panel’s requests and is assisting the Panel with its investigations. 


Based on current information available to the Panel, the Malaysia-flagged Semua Gembira was sold in 2017, 
as aresult of the liquidation process, to a company incorporated in Samoa with a business address in Taiwan 
Province of China (hereafter “Company SG-TW). Company SG-TW appointed a Malaysian-registered com- 
pany, Apacmarine Sdn Bhd (hereafter “Apacmarine”’) as the ship manager. Due to insufficient funds to pur- 
chase the vessel, Company SG-TW assigned TKH Labuan the rights of the Semua Gembira on 28 February 
2018, with TKH Labuan paying the balance of the purchase price. TKH Labuan was wholly owned by Person 
1, who also co-owns and holds a senior position at Apacmarine*”. TKH Labuan / Person 1 also entered into 
an agreement the same date on 28 February 2018 with a Malaysian incorporated company, Jasa Merin (La- 
buan) Plc (hereafter “Jasa Marin’), the latter taking on a majority stake in TKH Labuan to provide the addi- 
tional funds to complete the vessel’s purchase, which was finalized in March 20187. According to the Group 
Company, Jasa Marin, an entirely separate legal entity from TKH Labuan, has a role “limited to that acquired 
as a shareholder in or around 2018 following its subscription of shares in TKH Labuan”, and has limited 
knowledge of the vessel’s activities. TXKH Labuan retains a contractual relationship with Apacmarine as the 
vessel’s appointed ship manager pursuant to another agreement dated April 2019. 


During the material time, TKH Labuan had bareboat chartered the vessel to Company SG-TW’,, the original 
purchaser of the Semua Gembira back in 2017, with the latter possessing full control of the vessel for the 
duration of the charter period. Company SG-TW’s corporate details show it was incorporated on 20 January 
2015 in Samoa with a sole shareholder. Under this charter, Apacmarine served as the ship manager for the 
vessel, pursuant to an agreement between Company SG-TW and Apacmarine. “Therefore, TKH Labuan had 
no knowledge of the Vessel’s location during the Material Time.” 


On 20 December 2018, the bareboat charterer SG-TW entered into a time charter agreement with a United 
Arab Emirates company in Dubai (hereafter “Company TC-D), via T Energy, on 20 December 2018 (see 
Annex 31 (b)). The memorandum by SG-TW was attention to Company TC-D’s office in Singapore. 


Email communication on discharge orders made available to the Panel covering the material time show the 
Time Charter Company TC-D issuing discharge orders to Apacmarine, the ship manager. The discharge 
orders showed the estimated time of arrival of the receiving vessels that were identified via digits rather than 
vessel identifiers - the digits do not conform with IMO numbers or MMSIs. Receiving vessels were not 
identified by name during January to mid-February 2019, the material time . No discharge email entries were 
entered on and around 29 January and 2 February 2019, with the next closest discharge orders entered on 31 
January and | February 2019, local time (see Annex 31 (c)). 


A Bill of Lading showed a shipment of around 6,500 metric tonnes of “GASOIL 50 PPM S” loaded at Yangpu 
port, China, on 7 January 2019, with Vanphong Bay, Viet Nam, as its port of discharge (see Annex 31 (d)). 
The operational instructions were communicated by the Dubai company to Apacmarine. According to 
Apacmarine, the time charter was terminated on 7 March 2019 “after all the cargo were discharged off at 
Kaohsiung”. According to Apacmarine, it was “not unusual for vessels to divert from the port of discharge 
named in the bill of lading based on instructions from the charterer, and that the decision to discharge the 


” 


cargo at various locations during the voyage, and finally at Kaohsiung, was made by the charterer ....”. 


The vessel’s voyage, daily reports and discharge orders under the material time was provided by the Group 
Company from information obtained from Apacmarine. According to Apacmarine, all ship-to-ship transfers 
conducted during the material time were carried out under verbal instructions by Company SG-TW’s repre- 





3? As on December 2020. 

33 Jasa Merin held 70% and Person | held 30% of the shares. 

34 TKH Labuan then entered into a bareboat charter agreement with Company SG-TW for a 5-year period beginning 1 April 2018, upon 
finalization of the vessel’s purchase. The agreement was terminated in April 2019. 
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sentative onboard the vessel, a Chinese national, Mr Zhang. As such, “ no further documentation of the discharges 
was made. According to APAC[marine], this is in line with their typical bunkering operations for other charterers.” 


The Panel separately notes that Apacmarine also served as the previous registered owner, manager, operator and 
Document of Compliance company holder of the then Panama-flagged Koya (IMO: 9396878) when it was 
previously sailing as the Semua Berjaya*>. The Panel is investigating a suspected case of ship-to-ship transfer 
between the Koya (IMO: 9396878) and a DPRK tanker that occurred in November 2017 (see iv below). 
Apacmarine has owned and / or managed at various points: the Koya (aka Hatch) the Semua Gembira, and the 
designated Koti (IMO: 9417115). 


Other entities copied in some of the ship’s discharge order communication included the Bareboat Charter Company 
SG-TW and T Energy. Investigations continue. 


(ii) Ri.Xin (IMO: 9121302) 





The Panama-flagged Ri Xin conducted a ship-to-ship transfer with the designated DPRK tanker Sam Jong 2 (IMO: 
7408873) on or around 31 March 2018, according to a Member State. Panel investigations show the Ri Xin with 
an unaccounted five-day AIS transmission gap around the date of the suspected ship-to-ship transfer (see figure 
2). The Ri Xin also recorded AIS transmission gaps outside of these dates. The vessel has been flagged under 
Panama’s registry since August 2014. The Panel has yet to receive a response from Panama. 


Figure 2: Excerpts from a specialized commercial maritime database platform showing a segment of the Ri Xin’s 
(IMO: 9121302) voyage from March to April 2018 






Flag a Panama 
imo 9121302 


must 371901000 

Call sign Hpa998 

Class Tanker = 

Subclass Oil Produces Tanker ‘a Hef 

Length 38 meters 2 

Commercial Sing Ds Sheng Co tnd ae 

Manager Games) “a 

DwT 4990 tons 

Destination HONG KONG jlujiang ; MT FEN 

ETA 03 Apr 2018 08:00 Z--lingdezhen ae $ = DARK ACTIVITY START 
Draft 65 a ‘aes 2 Transmissions were not received for 4d 20n 06m 


Navigation Stat 


A ‘Dark activity start’ Q. ‘Dark activity end” 
29 March 2018 04:37 03 Apri 2018 00:43 
‘Speed 10 kn 
Heading 227 Heading 216 


As of: 29M 





Source: Windward, annotated by the Panel 


The Ri Xin made a port call at Ulsan port, Republic of Korea, on or around 27 March 2018, with a reported 
destination of Hong Kong before dropping its AIS transmission between 29 March and 3 April 2018, during 
which the Ri Xin met with the Sam Jong 2. According to Ulsan port records, a Bill of Lading dated 29 March 
2018 showed 3,770 tons of Gasoil 1OPPM was loaded onto the Ri Xin for the purpose of transshipment. The 





35 THS Markit. 
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vessel’s registered owner, Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”), was the notify party, with 
two Singapore-based companies listed as the consignor and consignee. T Energy was listed as the consignor 
on other Bills of Lading based on Ulsan port records in the same month and the following month of April 
2018. Investigations continue. 


Sing Da Sheng Co Ltd (hereafter “Sing Da Sheng Co”) is listed as the Ri Xin 's registered owner since August 
2014, as well as the ship manager and operator a year later. The entity is registered in Samoa with an address 
in Kaohsiung, Taiwan Province of China. A media report*® indicated that Sing Da Sheng Co may be the owner 
the Chan Fong (IMO: 7350260)?’, another vessel the Panel is investigating for conducting ship-to-ship trans- 
fer with a DPRK tanker in March 2018 (see item iv below). Open source information including the Panel’s 
analysis of tracking data of the vessels as well as information relating to a report on the abandonment of 
seafarers corroborates the media reporting of the abandonment of the Chan Fong. The Panel wrote to Sing 
Da Sheng Co. enquiring into the Ri Xin as well as requesting information on the Chan Fong, including 
whether the vessel was directly or indirectly under its ownership and management. The company has yet to 
respond to the Panel’s enquiry. The Panel continues to await a response from Samoa. 


(iii) Chan Fong (IMO: 7350260) 





The then Panama-flagged Chan Fong conducted a ship-to ship transfer with the designated DPRK tanker 
Chon Ma San (IMO: 8660313) on or around 17 March 2018, according to a Member State. Panel investiga- 
tions show the Chan Fong with an unaccounted week of AIS transmission gap coinciding with the date of 
the suspected ship-to-ship transfer (see figure 3), with the Chon Ma San also having a long period no AIS 
trans-mission from September 2017 to October 2019. The Chan Fong was flagged under Panama’s registry 
between June 2014 to October 2018. The vessel is recorded in casualty / repair status*® (see also above 
paragraph on the Ri Xin). The Panel has yet to receive a response from Panama. 


Figure 3: Excerpt showing a segment of the Chan Fong's (IMO: 7350260) voyage, March 2018 
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Source: Windward, annotated by the Panel 





3° http://tw.appledaily.com/local/20201120/4Q7AKWN7Y RE6VLUBSOGBSIARWY/ 
37 Maritime databases and the International Maritime Organization list a different entity as the registered owner of the Chan Fong. 
38 International Maritime Organization (IMO), as on December 2020. 
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Celestial Sail Group Ltd (hereafter “Celestial Sail”) is listed as the Chan Fong's registered owner since July 2017. 
The entity is registered in the Seychelles with a care of address of the vessel’s ship manager and operator based in 
Kaohsiung, Taiwan Province of China*®. Seychelles responded to the Panel. The company has yet to respond to 
the Panel’s enquiry. 


(iv) Koya (aka Hatch) IMO: 9396878) 





Then Panama-flagged Koya (aka Hatch) (IMO: 9396878) conducted ship-to-ship transfers with the designated 
DPRK tankers Chon Ma San (IMO: 8660313) and with the Kum Un San 3 (IMO: 8705539) on or around 19 
November 2017, according to a Member State. The Koya also recorded AIS transmission gaps outside of these 
dates and recorded as last AIS transmission (sailing as Hatch) in August 2018. 


The Koya made a port call at Yeosu port, Republic of Korea, on and around 15 to 16 November 2017 (EST), with 
a reported destination of Taichung before dropping its AIS transmission and conducting its ship-to-ship transfers 
(see figure 4). According to Yeosu port records, a Bill of Lading dated 16 November 2017 showed 5,999.151 tons 
of Gasoil was loaded onto the Koya for the purpose of transshipment. A Republic of Korea-incorporated company 
was listed as the consignor with its consignee as the company’s Singapore office. The Panel has yet to receive a 
response from Panama. 


Figure 4: Excerpts from a specialized commercial maritime database platform showing a segment of the Koyas 
(IMO: 9396878) voyage in November 2017 





Destination YOSU . 
ETA 08 Naw 2017 08:30. 
rate se 
wien DARK ACTIVITY END 
Navigation Status Ax Anchor : 
‘Aa of 00 Ange 2088 23.40 ' ‘Transmession were not received for 4d 19h 16m 





Source: Windward, annotated by the Panel 


During the time of the reported ship-to-ship transfer, the Koya’s registered owner, ship manager and operator was 
Koya Corp. The Panel notes that the Panama-registered Koya Corp appeared to have shared the same directors as 
Koti Corp, the registered owner of the designated Koti (IMO: 9417115) that was engaged in a ship-to-ship transfer 
with the DPRK tanker Kum Un San 3 (IMO: 8705539) on 9 December 2017. The Koti was impounded by the 
Republic of Korea in 2017 and scrapped in 2020. 


The China-registered Dalian Grand Ocean Shipping Management Co Ltd (hereafter “Dalian Grand Ocean”) served 
as the vessel’s Document of Compliance (DOC) company holder between July 2017 to March 2018. Dalian Grand 
Ocean also served as the Koti’s DOC company holder from July 2017. The Panel has yet to receive a response 
from the company. 


Source: The Panel 





° Thid.. 


196/419 21-01647 


$/2021/211 





Annex 31 (b) :Excerpts of the Time Charter Memorandum for the Semua Gembira 


0: 
ATTN: MRAShin 
VIA: TENERGY / ue cH 


RE :MTSEMUAGEMBIRA / EE T.C.P DTD 20"" , DEC. 2018 


=== CLEANFIXTURE === 
Dear Sir, 


With reference to our various correspondences, we are pleased to confirm this fixture with 


all subjects lifted anc here recap clean fixture concluded as follows 


TIME CHARTER PARTY DATED: 20", DEC. 2018. 


CHARTERERS 


DISPONENT OWNERS : 


1, VESSEL MT SEMUA GEMBERA 


mo type : product oil tanker 
flag : PORT KELANG 

call sign SMIE4 

mo number ; 9494917 

year built : 2009 

class bureau veritas 

ength overall 105.83 meters 

beam 18.60 METRES 

gt : 5,182.00 metric tons 
nt : 2,594.00 metric tons 
sdwt : 8,008 metric tons 
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draft {summer} : 7.800 meters 

tpc at summer draft : 16.54 METRIC TONS 
keel to mast : 32.02 metres 

bow to centre manifold : 53.475 metres 

HULL type : DOUBLE HULL 

Cargo 98% capacity : 8740.417 cubic metres 
slop tanks 98 % capacity : 287.832 cubic metres 
no. of cargo tanks : 5x port + Sx starboard 


QCIMF Q88 ATTACHED AS APPENDIX A 
VESSEL LAST THREE CARGOES: =—-.1ST LAST : ADO 
2ND LAST : MGO 


3RD LAST | ADO 


2. SPEED AND BUNKER CONSUMPTIONS: 
AT SEA— IFO 380CST FOR MAIN ENGINE AND MGO FOR AUXILIARY ENGINES. 
IN PORT — MGO FOR AUXILIARY ENGINES 


At sea Laden at speed 10 knots Main Engine consumption 8.00 MT per day. 


At sea ballast speed 10 knots Main Engine consumption 7.50 MT per day. 


At sea auxiliary Engine consumption 1 MT per day. 

Consumption based on Wind scale up to Beaufort 4. 

In port loading Auxiliary Engine consumption 1.00 MT per day. 

in port Discharging Auxiliary Engines consumption 2.00 per day. 

In port idling Auxiliary Engine 0.9 MT per day. 

3. CHARTER PERIOD : MONTHS + 3MONTHS AT CHARTERERS OPTION WITH OWNERS 
AGREEMENT BUT CHARTERER SHALL DECLARE THEIR OPTION AT LEAST 30 DAYS PRIOR TO 
THE ESTIMATED EXPIRY DATE OF CHARTER PERIOD TO THE OWNERS. ALSO IN THE FINAL 
MONTH OF CHARTER PERIOD, CHARTERER SHALL USE THE VESSEL PLUS/MINUS 7 DAYS 
PERIOD UNDER THIS CHARTER PARTY 

4. DELIVERY DATE : 20™ DEC. 2018 

TRADING AREA =: SOUTH EAST ASIA (SINGAPORE, MALAYSIA, INDONESIA, PHILIPPINES, 
THAILAND, VIETNAM, MYANMAR, BRUNE], CAMBODIA), SOUTH CHINA, TAIWAN, HONG 


KONG, SOUTH KOREA, ALWAYS WITHIN SAFE PORT/BERTH, ALWAYS AFLOAT, ALWAYS 
ACCESS|BLE AND SAFE ANCHORAGE. TRADING AREA ALWAYS TO EXCLUDE WAR RISKS 





XXXXXXX 
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CHARTER 


re ‘ Authorized Signature(s) 





Source: The Panel 
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Annex 31 (c): Excerpts of email communication of discharge order transmitted via 
email between the Dubai-based Time Charter company and Apacmarine as ship 


manager for the Bareboat Charter Company 


Discharge order: SEMUA GEMBIRA / YANGPU, CHINA / SAILED REPORT / 07TH JAN 


Thu, Jan 31, 2019 at 4:51 PM 


Dear Captain, 


Please see below the details of DO 





SERIAL NO. 

RECEIVING VSL 

RECEIVING VSLETA 0:00 31ST JAN. 2019 (UTC+8) 
PRODUCT DESCRIPTION JGASOIL SOPPM 

QUANTITY [1450MT 


QUANTITY DESCRIPTION MT /US BBLS AT 60F 
DISCHARGE LOCATION [122° 20'C'E2r 10°0'N 




















RE: Discharge order: SEMUA GEMBIRA/ YANGPU, CHINA/ SAILED REPORT / 07TH 
JAN- parcel 5 


2 messages 


Fri, Feb 1, 2019 at 5:36 PM 


Please release the next parcel as per the below. 





SERIAL NO 





RECEIVING VSL 





RECEIVING VSL ETA REVERTING 
+ 


PRODUCT DESCRIPTION JGASOIL 50PPM 





+ 


QUANTITY 1800MT 








— _ [a a — 


. — . 
QUANTITY DESCRIPTION \MT /US BBLS AT 60F 














DISCHARGE LOCATION [122° 20'0°E2r 10’0"N 





Source: The Panel 
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Annex 31 (d): Bill of Lading for the Semua Gembira 





BILL OF LADING yKi9001 | 


























—________; 
: = 
SEMUA GEMBIRA YANGPU, CHINA 
VANPHONG BAY, VIETNAM THREE 
N/M GASOIL 50 PPM S NET WEIGHT: 
6789.576 Mil 
6682.503 LT 
8040.408 KLIFRES AT OBSERVED 
091.703 KLIFRES AT 30 DEG ¢ 
7990.557 KLITRES AT 15 DEG¢ 
50285.000 US HBLS AT 60 DEG § 
"CLEAN ON BOARD" 
rae T > -+— 
_ 
FREIGHT PAYABLE AS PER CHARTER PARTY YANGPU,CHINA — JAN, 7TH, 2019 


Ae GE ~. A» } y 
L% 4 \e/ WS 
(( patter + 
\e OG / 


\ 


on / 
Pon Kee” 
— 





Source: The Panel 
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Annex 32: Fishing rights transfer 


Annex 32 (a) Trading of DPRK fishing rights transfer and involvement of Chairperson 
of General Association of Koreans in China 


A media report broadcast in May 2020 showed an agent who promoted fishing rights to operate in the 
waters of the Democratic People’s Republic of Korea. The agent explained that every year about 800- 
1000 fishing permits were sold. In the program, the agent further explained that the contracts were 
signed in China and upon arrival to the waters of the Democratic People’s Republic of Korea, official 
fishing permits would be passed to the fishing vessels. 


The same report purportedly showed Ms. Choe Un Bok, Chairperson of the General Association of 
Koreans in China, as a person who was tasked by the Democratic People’s Republic of Korea to sell 
fishing rights. In the report this individual stated that although the amount of payment for fishing rights 
changed, at the time of the recording the payment amount was 300,000 RMB*°, and for entry to certain 
profitable area of water there was an extra charge. The Panel has not received reply from Ms. Choe or 
the organization. 





“© Approx.46,000USD (rate of 15 January 2021). 
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Annex 32 (b): Fishing related joint venture and activity of DPRK’s Korea Surim 
Trading Corporation 


According to information obtained by the Panel, Weihai Peninsula Vessel Fuel Co., Ltd.*! was in late 
2019 involved in plans to establish with Korea Surim Trading Corporation a joint venture, concerning fishing, 
that would primarily operate in DPRK waters. The information obtained by the Panel suggests that the joint 
venture would be located in Sinuiju, DPRK. 


According to the Member State, Korea Surim Trading Corporation was in 2019 and 2020 involved in 
directing numerous activities prohibited by relevant Security Council resolutions. These activities included ship- 
to-ship transfers with DPRK-flagged vessels. The Panel has not received a reply to its enquiry from Weihai 
Peninsula Vessel Fuel Co., Ltd. 


According to the same Member State, Korea Surim Cooperation also engaged in trade on behalf 
of designated Korea Taeryonggang Trading Cooperation in 2016. The DPRK’s Korea Myohyang 
General Corporation was directly involved in facilitating this relationship. For the more information on 
Korea Surim, see finance section. 





41 


address: 12 Huayuan South Road, Weihai City, Shandong province, China 
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Annex 32 (c) : Fishing vessels observed by Member States 


Fishing vessels observed by Member States 


The Panel obtained information which suggests transfer of fishing rights continues. Multiple Member States 
provided information on Chinese vessels operating in, or intending to operate in, waters of the Democratic 
People’s Republic of Korea. The Panel investigated and submitted enquiries to the relevant countries. 
Information provided by Member States suggested that these vessels adopted measures to obfuscate their 
activities and identities, such as receiving licenses in the waters of the Democratic People’s Republic of 
Korea, concealing their names, and flying two country’s flags. In this reporting period, a Member State 


informed the Panel of two vessels flying the flag of DPRK and Chinese flags (ISA 3 15181 (Liao Da 
Zhong Yu 15181) and #726 28 (FUYUAN 28) ), and a vessel flying the flag of the Republic of Korea and 


Chinese flag (Ilfi}#iZ 0002(Lin Yu Yun 0002) (figures 1 and 2). The Republic of Korea replied to the Panel 


(Annex 32 (d)). For the Member States’ information and the Panel’s analysis see Annex 32 (e). China replied 
to the Panel (Annex 32 (f)). 








Figure 1: Photo and interview result of fishing vessel IJJA3& 15181 


fp aye I | ‘ee SP 4 
Et Ai eee Y | —— RTT +: 
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Interview result 


Date and time 
Location 

Name of the boat 
Nationality 

Tonnage of the boat 
Home port 

Port of departure 
Date of departure 
Date of return 
Destination 


AIS information /MMSI 
number 


Type of fishing 
Fishing grounds 
Duration of fishing 
Number of the crew 
Company name 
Number of consorts 


Other answers from 
the boat 


Source: Member State 


38°26.0°'N 132°25.7°E 
iZA PH 15181(Liao da zhong yu 15181) 
China (as answered) 

North Korean flag was displayed on the bow. 
about 500 tonnes (as answered) 


The vessel was heading to DPRK waters but had 
been instructed to go back home due to engine 
trouble. 


MMSI!: 412280000, NAME: Liao da zhong yu 
Waters of the DPRK 

13 (all Chinese) 

*The company is applying for a fishing permit in the 
DPRK. The vessel was heading to DPRK waters 


following the instruction from the company. It did not 
provide detail about the purchase of a permit. 
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Figure 2: Photo and interview result of fishing vessel fiz 0002 
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Interview result 
Date and time 19-Oct-20 
Location 38°76.9'N 1342°45.7°E 
tii i 0002 (Lin Yu Yun 0002) 


China (as answered) 
Chinese and ROK flag was displayed on the bow. 


(Shi Dao) (hull indication #§#E(Diao Lou)) 


Nationality 


- scheduled to go back after receiving a permit and 
One Oe eR operating in DPRK waters for from 7 to 10 days 
AIS information /MMSI aid 
annie 412000000 (AIS ship name 0) 

Type of fishing Refrigerated Carrier 
Fishing grounds 38°37'N 131°11'E (waters of the DPRK) 


Duration of operation ? to 10 days 


Number of the crew 18 (all Chinese) 
wumberofeonons [eT 


Source: Member State 
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Annex 32 (d): Reply from the Republic of Korea to the Panel 


To the Panel, the Republic of Korea replied “the Republic of Korea confirms that the vessel Lin Yu 
Yun 0002 is not registered as a ship of the Republic of Korea.” noting “no information concerning 
the vessel Lin Yu Yun 0002, including its flag status, MMSI numbers, and port entry, was found”. 


The ROK further informed that (1) Article 5 (Hoisting of National Flag) of the Ship Act states non- 
ROK ships shall not hoist the national flag of the Republic of Korea; (2) Article 8 (Registry and 
Registration) of the Ship Act states each owner of an ROK ship shall apply for the registration of the 
ship to the administrator of a regional office of oceans and fisheries having jurisdiction over the port 
of registry within 60 days from the date of acquiring the ship, as prescribed by the Ordinance of the 
Ministry of Oceans and Fisheries; (3) Article 17 (Indication of the Ship) of its Enforcement 
Regulations of the Ship Act states each ROK ship shall visibly display the name of the ship in Korean, 
including Arabic numerals, on the outside of the ship. 
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Member States’ informat 
(1) First Member State information: Chinese Fishing Vessels in DPRK Waters 


Annex 32 (e) 





Chinese Fishing Vessels in DPRK Waters 





11216 412011216 20-Fishing 15-NotDefined . 124 20434 |496d10h |2019-06-07T 02:49:05 .000Z 
AM BO INE 123.93 7727|177d11h |2020-04-2 1102-02-40 0002 


15-NotDefined 33.695772| 123.942695|2 [275di4h [2020-01-13T23:17:54.0002 





15-NojWefined 131.76396|380d022h |2019-09-30T 14:45:31 000Z 


412205931|[nul [| sd a12205953|30-Fehing | 15-NotD efined 36.48452| 124.103897|426d04h [2019-08 -16T09:34:40.0007 


412202853 30-Fishing 5-Moored 37.238428| 125.000992/122d20h |2020-06-14T16:49:57.000Z 





15-NotWefined 38.542297| 124.150327|426007h |2019-08-161T 05:44:07 000Z 


15-NowWefined 38. 123.9568 25 |387d008h |2019-09-24T05:37:34 000Z 


15-NotDefined 39.357703| 124.642733|471d07h |2019-07-02T06:16:04.000Z 





15-NotmMefined 38.699107 124.806 16/|416006h |2019-08-267T07:37:27 000Z 
g |15-NotDefined | 38.849587| 124.053545|8di8h _|2020-10-06T18:45:38.000Z 


15-Notefined 124.478667 |384d18h |2019-09-26T 18:59:00 .000Z 


[china _|Lisodanyu23848 Inut | sf. 412211674] 30-Fishing [15-NotDefined 39.344227| 124.763493|348d05h |2019-11-02T08:26:29.000Z 


15-NotDefined 33.662248/ 125.037083|417d11h |2019-08-25T02:22:38 0002 
15-NotjWefined 39.8258675 124.306 29 [44400 2h |2019-07-29T 10:49:29 000Z 


|15-NotDefined | 38.479397| 123.95728[875d00h |2018-05-24T12:38:55.000Z 


412215418 15-NotWefined 39.340282| 124.297502 2020-09-151T 13:14:21 0002 





412215422)|30-Fishing |15-NowWefined 37.643918| 125.488477 _[2019-08-28T 13:14:07.000Z 





412215438) 30-Fishing |15-NotDefined 38.426343| 124.178418 2019-05 -09T04:25:10.0002 





412215491) 30-Fishing | 15-NotmDefined 38.064347| 124595225 2019-10-227T 14:37:59 000Z 





412215967| 30-Fishing |15-NotDefined 38.342285| 124.036583 2018-05-23T01:02:56.000Z 





[412220973] 30-Fishing_|15-NowWefined | 29.822415| 124.297345|a90d0ah |2019-09-21T09:44:59.000Z 


412221339 15-NowWefined 39.699745| 124.243717(|57: 2019-03 -2 1T 20:38:59 000Z 


C 
| 25|China_|Danyubu50s3 [null _| 5083] 412223844 i 

26|China |Danyubu6i52 -Fishi 1S-NotWDefined 
15-NojwWefined 


Liaodanyu25145 [null | 25145} 41222440 e[30-Fishing | 15-NotDefined 38.636238| 123.938813 l42m28s_ | 2020-10-15T12: 55:23.000Z 


vow. i 8.6 3.9 02/5n3 7m 2020-10-15T 08:00:05 0002 ~ 
15-NotDefined * 123.9645 78 |6m05s 2020-10-15T 13:31:46 0002 





15-NotDefined 38.583367| 123.982702|16di7h |2020-09-28T19:43:08.000Z2 


iaodanyu25989 25989] 412224802 20-Fiching 15-NotD efined 28.664872| 123.964862/9m26s 2020-10-15T 13:28:25 0002 
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China [Dazhuangou4427 22600 Fishing fined | 38.260867| 124.251752|454d1 1h |2019-07-19T02:22:12.000Z 
China |Sss666688388 - 123.945235 2020-09-08T 18:08-16.000Z 


China 412281818 ishi 15-NotDefined ‘ 502d08h |2019-.06-01T04:47:39.000Z 
China Jihuanggangyu 02040 i 15-NotDefined g 898d17h |2018-04-30T 20:08:09 .000Z 


27] Jinhanyuo4ss3_ } ___ 4883] 412301027|30-Fishing |15-NotDefined | 124.159753 |523di 7h |2019-05-10T 20:24:13 0002 








38 ma _[Jinhanyu04916 412301051 g |15-NoiwWefined 127.770693 |437d04h |2019-08-05T 09:20 :42.000Z 





China |Lurongyu52836 412321643 = 15-NoWefined 130.722793|439d00h |2019-08-03T 13:14:10.000Z 
China [Lu Laizhouyu 66023 null 412323636|30-Fishing |15-NotDefined "131.591377|380di6h |2019-09-30T21:25:10.0002 
China |Lurongyu58295 4123241608 15-NoWefined 130.204445 |438d14h |2019-08-03T 22:46:39 .000Z 


China |LurongyuSS685 Fishi 15-NotDefined 38.217172| 123.634667/|542d21h |2019-04-21T16:20:05.000Z 
va |Lurongyu58137 g |15-NotWefined 40.692862| 132.214668/380d14h |2019-09-30T23:02:17.000Z 





35 na_|Liaodanyu21008 412335111|30-Fishing |15-NotDefined | 38.462283 152d03h |2020-05-16T09:59:42.0002 


Liao Dan Yu 23387 412335121\: g |15-NotDefined 39.953592| 131.843672|499d23h |2019-06-03T 13:47:18.000Z 
ps7 terns | Liao Dan Yu 23388 412335122 ishii 15-NotDefined 39.955403| 131.83443 as2e23h J 2019-06 -03T13:54:13 .000Z 
48|China aaa ne 412367878 g |15-NotDefined 38.495117| 124.038085|870d00h |2018-05-29T 13:19:58.000Z 

ina BCNO733 | 412432568) 30 -Fishir i5-NotDefined _ _132.124498/380d05h |2019-10-01T08:32:31.0002 
eee eee 412563212 15-NoWefined 123.681992 ee 2020-06-01T 18:53:17.000Z 


Cc Fishing |15-NotDefined 38.139168/ 124.281678/384d14h |2019-09-26T23:25:21.000Z 








= 15-NotwWefined | 38.312383| 123.909515]136d18h |2020-05-31T19:22:16.000Z 
| 53 [20-Fishing |15-NotDefined | 37.70268| 125.524507|524d00h |2019-05-10T13:04:03.000Z 
| 54] 412804151|30-Fishing |15-NotDefined | 38.562637| 123.871795|sdo9h _|2020-10-07T03:41:31.000Z 
39.442917| 130.15955|490d03h |2019-06-13T10:33:23.000Z 
38.306255| 124.230147|384d03h |2019-09-27T09:38:21.000Z 
57|China |Y Ongzheng S 413764201|30-Fishing |15-NotDefined | 39.86398| 124.276588|770d03h |2018-09-06110:11:52.000Z 











**All vessels were broadcasting no IMO number, did not indicate any destination, and did not indicate any estimated time of arrival (ETA)** 
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(2) List of ships observed and individuals reported by the third Member State in September and October 2020 





¥ 59295 (Lu Rong Yu 59295) 
4 59296 (Lu Rong Yu 59296) 


#83 27 (FUYUAN 27) 


a 























jzb 28 (FUYUAN 28) 
WAH 15181 (Liao da zhong yu 15181) 
IIfis#83z 0002(Lin Yu Yun 0002) 

{FR 3607 (Lian Dan Yu 3607) 
FRG 3608 (Lian Dan Yu 3608) 





= 81% (owner of iA 3607) 





(3) Panel’s methodology 


The Panel checked the data with various sources including through Member States. 


A Member State stated that among these 57 vessels on the list of Annex 2 (1) above provided by another 
Member State, “no information is available to confirm the existence of vessels in No. 6, 9, 33, 48, 53 and 55. 
The other 51 vessels on the list are said to be ‘Active’ in relevant [maritime database] website, but there is 
no information about their IMO registration, owner and operator.” The Member State also provided recent 
geographical positions of the vessels on the list, with names matching with MMSI recorded in publicly 
available maritime databases (Table). The Member State stated that “these positions were received in 2019 
and they were around maritime areas around North Korea, including the east side of the Korean Peninsula”. 


Table: Member State information on the location of vessels 



























































No. Vessel Name MMSI Date Time (UTC) Latitute Longtitude 
5 ZHONG TANG 2 412205279 2019.9.26 14:57 41.90457N 130.3961E 
13 | Liao Dan Yu Yun 25139 412211386 2019.11.8 14:20 39.34904N 124.7636E 
15 | Liao Dan Yu 25968 412211839 2019.8.19 12:12 38.67237N 125.0151E 
19 | Liao Dan Yu Yun 25097 412215422 2019.8.22 0:37 37.64317N 125.4855E 
20 | Liao Dan Yu 26098 412215438 2019.5.8 15:33 38.4271N 124.1801E 
21 | Liao Dan Yu 26096 412215491 2019.10.22 14:37 38.06435N 124.5952E 
38 | Jin Han Yu 04916 412301051 2019.8.5 9:34 39.27627N 127.7595E 
40 | Lu Rong Yu 2836 * 412321643 2019.8.3 12:25 39.52571N 130.8495E 
42 | Lu Rong Yu 58295 412324168 2019.8.5 5:08 39.68707N 130.403E 
46 | Liao Dan Yu 23387 412335121 2019.6.13 10:33 39.37794N 130.2695E 
47 | Liao Dan Yu 23388 412335122 2019.6.13 10:59 39.36693N 130.2393E 





* The vessel with MMSI No.412321643 is currently registered as Lu Rong Yu 2836. 


The Panel also analysed satellite imagery of the vicinity to examine the information provided by the first 
Member State (Figure). 
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Figure: Example of satellite imagery of vicinity of the fishing vessels’ location on the list (1) 


No. & observation Satellite image: 


11. 
Liaodanyu25509; 
38.849587° N, 
124.053545°; 
20201006: 18 45 
38 UTC 

— several vessels 
observed at 5600 
m 16hours before 
listed time 


15. 
Liaodanyu25968; 
38.662248° N, 
125.037083° E: 
20190825; 02 22 
38 UTC 

— several vessels 
observed in the 


area at the same 
time of the listed 
time 


17. 
Liaodanyu26685; 
38.479397° N, 
123.95728° E; 
20180524: 12 38 
55 UTC 

— several vessels 
observed at 6700 
m, 7 hours before 
the listed time 
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Source: 
Planet Labs 
Inc. Oct 06, 
2020: 02 13 
UTC - 
38.84881° N, 
124.05348° E 


Source: 
Planet Labs 
Inc. Aug 25, 
2019 02 06 
UTC - 
38.66153° N, 
125.03699° E 


Source: 
Planet Labs 
Inc. May 24, 
2018; 05 12 
UTC - 
38.47886° N, 
123.95943° E 
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20. 
Liaodanyu26098; 
38.426343° N, 
124.178418° E; 
20190509; 04 25 
10 UTC 

- several vessels 
observed at 1200 
m, 2 hours before 
the listed time 


21. 
Liaodanyyu2609; 
6; 38.064347° N, 
124.595225° E; 
20191022: 14 37 
59 UTC 

- no vessel 
observed within 
2500m, 12 hours 
earlier of the listed 
time 


23. 
Liaodanyu1317; 
39.822415° N, 
124.297345° E; 
20190921; 09 44 
59 UTC 

- vessel observed 
at 600 m, 7 hours 
before the listed 


time 


Initial localization 





21-01647 


Source: 
Planet Labs 
Inc. May 9, 
2019; 02 08 
UTIC- 
38.42543° N, 
124.17828° E 


Source: 
Planet Labs 
Inc. Oct 22, 
2019: 02 06 
UTC - 
38.06316° N. 
124.59523° E 


Source: 
Planet Labs 
Inc. Sept 21, 
2019; 02 29 
UIC- 
39.82142° N, 
124.29723° E 
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33. 
Dazhuangbu4427 
; 38.260867° N, 
124.251753° E: 
20190719: 02 22 
12 UTC 

— one vessel 
observed within 
50 mat 10 
minutes before the 
listed time 


43. 
Lurongyu55685; 
38.217172°N, 
123.634667° E; 
20190421; 16 20 
05 UTC 

— several vessels 
observed at 2300 
m, 10 hours after 
the listed time 


44, 
Lurongyu58137; 
40.692862° N, 
132.214668° E: 
20190930; 23 02 
17 UTC 

— several vessels 
observed at 2500 
m, one hour after 
the listed time 
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Source: 
Planet Labs 
Inc. Jul 19, 
2019; 02 10 
UTC - 
38.26069° N, 
124.25176° E 


Source: 
Planet Labs 
Inc. Apr 22, 
2019; 02 09 
UTC - 
38.21640° N, 
123.63465°E 


Source: 
Planet Labs 
Inc. Oct 1, 
2019; 00 15 
UTC - 
40.69258° N, 
132.21462°E 
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49. 
Jifengyu00188; 
40.67724 N 
132.124498 E: 
20191001 08 32 
31 UTC 

— several vessels 
observed at 400 
m, 7 hours before 
listed time 


SSaic53 
37.70368° N, 
125.524507° E; 
20190510: 13 04 
03 UTC 

— several vessels 
observed at 1470 
m, 11 hours after 
the listed time 


Source: Planet Labs Inc., the Panel 
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560 m 


7 ay Initial localization 


Cy 





Source: 
Planet Labs 
Inc. Oct 1, 
2019; 01 38 
UTC- 
40.67608° N, 
132.12439° E 


Source: 
Planet Labs 
Inc. May 11, 
2019; 02 03 
UTC- 
37.70053° N, 
125.52427° E 
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Annex 32 (f): Reply from China to the Panel 
3. Fishing rights (OC.459) 


China always faithfully fulfills its imtermnational obligations and 
implements Security Council resolutions. China’s fishing authority and 
relevant coastal provinces have taken measures, strengthened management. 
and demanded the fishing companies and fishermen to follow the Security 
Council resolutions. If the cases mentioned in the Panel’s letter do exist. 
they must be illegal fishing activities. China’s position on such illegal 
activities is consistent and clear that, once verified, we will deal with the 
cases im accordance with laws and regulations. However, since the 
information in the Panel's letter is lack of accuracy and short of substantial 
evidence, China is unable to conduct in-depth investigation accordingly. 
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Annex 33: DPRK vessels sailing without AIS transmissions 


DPRK vessels that transit to Chinese waters typically do not maintain AIS transmission for signi- 
ficant periods or retain intermittent transmissions with false identifiers to avoid and obfuscate AIS 
tracking of where they conduct their illicit trade. While AIS non-transmission is a well-documented 
technique to evade sanctions, maintaining AIS transmission is also key to avoiding accidents at sea. 
Two DPRK vessels previously featured in Panel reports, Jang Jin Gang (IMO: 8914075) and Su 
Song (IMO: 9024889)” met with accidents around 15 October 2019 and 1 October 2019 
respectively off Zhoushan waters when they were sailing without AIS tracks on maritime databases. 
Information obtained through the incident reports indicated the vessels were carrying anthracite 
coal / coal**. 


Source: The Panel 





” The Jang Jin Gang transmitted sporadically and had not transmitted an AIS signal since June 2019. The Su Song has not transmitted 
AIS since Oc-tober 2018. 

‘3 Incident reports from the International Maritime Organization. Documentation including coordinates and summary report of the 
incidents held by the Panel. 


21-01647 217/419 


S/2021/211 





Annex 34: Examples of DPRK vessels exporting coal to waters in Ningbo-Zhoushan, 
China 


Asia Honor (IMO: 8405220) 





On 2 August 20204, the DPRK-flagged Asia Honor loaded coal at Chongjin Port, DPRK, based on satellite 
imagery information. On 13 August, the vessel transmitting as ‘A H” briefly reported its AIS positional data 
and updated its draft status to laden before dropping transmission a day later. According to a Member State, 
the Asia Honor was underway laden with coal at 303524N 1232848E on 16 August as it approached Ningbo- 
Zhoushan, China. On 17 August, the vessel anchored in Ningbo-Zhoushan in close proximity to another 
DPRK-flagged vessel, Myong Sin (IMO: 9045182) (see figure 1). 


Figure |: Voyage route of Asia-Honor exporting DPRK-origin coal, August 2020 








Transit by DPRK-flagged M/V ASIA HONOR (IMO: 8405220) to 


Ningbo-Zhoushan Area, China 
AUGUST 2020 

















98 On 17 August, ASIA HONOR was at anchor in Ningbo-Zhoushan, 
China, in close proximity to another DPRK-flagged vessel, M/V | On 2 August, ASIA HONOR loaded 
MYONG SIN (IMO: 9045182). o- at Chongjin Port, North Korea. 









N. KOR. 


*. 
Pyongyang 





0; 13 August, ASIA HONOR began 
reporting positions in AIS and updated its 
draught status to laden. 

13 AUG 06:20 UTC | 365144N 1330147E 














6. 14 August, ASIA HONOR ceased 
<7 reporting positional updates in AIS. 
14 AUG 05:14 UTC | 343642N 1301827E 














was underway laden at 303000N 1233112E, “39 ®; 16 August at 05:37 UTC, 
approaching Ningbo-Zhoushan, China. oa ASIA HONOR was underway 


uae laden at 303524N 1232848E 
.O 
5) 


Ningbo-Zroushan area 





—> Vessel track pe’ AIS 


++ Notional vessel track 





“4 All dates unless otherwise stated are given in Universal Time Coordinates (UTC). 
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DPRK-fiagged M/V MYONG SIN at Anchor 
Ningbo-Zhoushan, China 
‘30:38:47 N 122:31:54 E fal 
4 —— 7 





DPRK-flaggec MV ASIA HONOR at Anchor 
Near Ningbo-Zhoushan, China 
30:36:18 N 12:34:38 E 





Source: Member State 


The Asia Honor was previously reported by the Panel transferring DPRK-origin coal to a lighter vessel 
around 15 February 2019 off the Gulf of Tonkin*>. 


The vessel was last managed and operated by HongXiang Marine Hong Kong Ltd*° (hereafter “Hong Xiang 
Marine’) and listed Win Trade Worldwide Ltd (hereafter “Win Trade’) as its registered owner before the 
vessel was DPRK-flagged in November 2018*’. HongXiang Marine additionally managed the following ves- 
sels before they transitioned to DPRK vessels in 2018: Horizon Star (9017123), Flourishing (IMO: 8421315) 
and Oriental Treasure (IMO: 8421315)*%. These vessels continue to export DPRK-origin coal to waters in 
Ningbo-Zhoushan in 2020 (see figure 2). The commonality of management company likely indicates associ- 
ated entities and individuals involved in facilitating the DPRK’s illicit activities. 


Figure 2: Horizon Star and Oriental Treasure at Ningbo-Zhoushan, Au gust 2020 


DPRK-flagged M/V HORIZON STAR at Anchor Yo 
- = - Near Ningbo-Zhoushan, China 
4 , 30:41:04.N 122:30:56 E 





DPRK-flagged MV ORIENTAL TREASURE at Anchor 
Near Ningbo-Zhoushan, China 
30:39:57 N 122:30:23 


Source: Member State 





‘S Paragraph 20, S/2019/691. 

46 Struck off in June 2018 on the Hong Kong company registry. 

47 THS Markit. 

48 The Oriental Treasure has been featured in several Panel reports aiding and abetting the DPRK’s illegal coal export 
operations. 
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Paek Hak San (IMO: 9298076) 





The DPRK-flagged Paek Hak San maintained intermittent AIS transmissions that showed at least two 
voyages made to the Ningbo-Zhoushan area since June 2019. On 19 June 2020 (EST), the vessel began 
transmitting its AIS outside of DPRK waters, ceasing transmission a day later as it was sailing through the 
Yellow Sea. The vessel resumed transmission on 21 June in the Ningbo-Zhoushan area. On its return journey 
to the DPRK, the Paek Hak San transmitted AIS positional data from 28 June to | July as it departed the 
Ningbo-Zhoushan area, and re-transmitted in the Yellow Sea on 3 July for the remainder of its voyage (see 
figure 3). The Paek Hak San returned to the Ningbo-Zhoushan area where it transmitted AIS signal on 24 
July after departing DPRK waters two weeks earlier. There has been no further transmission since 26 July 
2020*°. 


Figure 3: Voyage route of Paek Hak San exporting DPRK-origin coal, June / July 2020 


June 2020 





July 2020 








49 As on December 2020.. 
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Source: Windward, annotated by the Panel 
China replied that there was no record of the Asia Honor and of the Paek Hak San entering or leaving Chinese 


ports. 


Source: The Panel 
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Annex 35: China-flagged cargo vessels delivering DPRK-origin coal to various 
Chinese ports 


In addition to the Shun Jin Bao (MMSI: 413704010) that loaded DPRK-origin coal in the Ningbo-Zhoushan 
area in China and offloaded the coal at Bayuquan port in August 2020, the following vessels were also re- 
ported to have conducted ship-to-ship transfers with DPRK vessels in the Ningbo-Zhoushan area and then 
transshipped and delivered their cargo at other Chinese ports: 





China-flagged Huadel6 (MMSI: 413249920) loaded DPRK-origin coal in the Ningbo-Zhoushan area and 
offloaded the coal at Guangzhou port in June 2020. The Huade/6 was captured on satellite imagery at a pier 
alongside two unidentified barges of approximately 76 meters and 80 meters long. 





China-Flagged M/V HUADE16 (IMO: Not Reported, MMSI: 413249920) Offloaded North 


Korea-Origin Coal in Guangzhou, China 
JUNE - JULY 2020 








3 





®., 17 June, HUADE16 anchored empty within 0.6nm of 
five North Korean vessels laden with coal near Ningbo- 









—*> Vessel track per AlS 


0 100 200 Miles 
et 





In: Lambert Conformal Conic 
representation is not 
necessanly authontative, 





Source: Member State 


222/419 


On 30 June, HUADE16 offloaded North Korea-origin 

coal to unidentified barges in Guangzhou, China. On 1 
July, HUADE16 reported a draught change from 9.4m 
back to 5.2m, indicating offload of the coal. 





Zhoushan, China. 


Korea-origin coal. On 20 June, HUADE16 departed the 
area, reported as laden, and changed its draught status 
indicating it had loaded cargo. 


On 22 June, HUADE16 anchored near the Haitan 
Strait, China, for approximately 24 hours, per AIS. 


HUADE16's draught remained at 9.4m, indicating 
cargo remained onboard. 
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China-flagged Xinjinyue (MMSI: 412501560)°° loaded DPRK-origin coal in the Ningbo-Zhoushan area and 
offloaded the coal at Caofeidian’s coal wharf in August 2020. 












China-flagged M/V XINJINYUE (IMO: 456789900, MMSI: 412501560) Offloaded North 


Korea-Origin Coal in Caofeidian, China 
AUGUST 2020 








— = Vessel track per AIS ®= 15 August, NNJINYUE arrived empty at 
Zhoushan Port’s Maji Shan Vessel Traffic Service 
(VTS) area and anchored in close proximity to DPRK- 
flagged JANG UN and MYONG SIN 











On 21 August, XNJINY UE arnived at the coal | 


wharf in Caofeidian, China per AIS. XINJINYUE N. KOR. 
also reported a draught status change from - 
7.6m to 4.5m, indicating offioad of its cargo. @® Caceres eh YOnEYaNE 








ti ce 17 August, XNJINYUE was observed laden in close proximity to 
DPRK-fiagged JANG UN and TAE PYONG, which had both offioaded 


cargo since 15 August 
pete ® ee 
o> On 16 August, NNJINYUE relocated within the Ningbo-Zhoushan area to 
join up with DPRK-flagged M/V TAE PYONG for approximately 14 hours 
per AIS (see table). During this time, NNJINYUE reported a draught status 
change from 4.0m to 8.0m, indicating that it loaded cargo. 





Timestamp Latitude Longitude 
16 Aug 08:12 304814N 1224728E 
16 Aug 09:00 304807N 1224724E 
16 Aug 10:48 304811N 1224728E 
16 Aug 11:51 304822N 1224720E 
16 Aug 13:06 304832N 1224717E 
16 Aug 14:15 304832N 1224728E 
16 Aug 15:18 304829N 1224731E 
16 Aug 17:09 304822N 1224731E 
16 Aug 22:06 304832N_ 1224717E 


@ Timestamp Latitude Longitude 

16 Aug 08:10 304836N 1224713E 
16 Aug 09:04 304840N 1224713E 
16 Aug 10:48 304814N 1224724E 
16 Aug 11:58 304822N 1224720E 
16 Aug 13:10 304832N 1224720E 
16 Aug 14:22 304829N 1224731E 
16 Aug 15:13 304825N 1224731E 
16 Aug 17:10 304822N 1224731E 
16 Aug 22:10 304832N_ 1224720E 


Ningbo-Zhoushan 
area 














NOTE: XINJINYUE's broadcasted |MO (456789900) is almost certainly spoofed, The use of sequential numbers is consistent 
with falsified IMO numbers. The reported IMO also has an incorect number of digits. Legitimate IMOs contain seven numbers. 





Source: Member State 


17 August 2020 














°° The Xinjinyue was transmitting an invalid IMO:456789900. 
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The Panel sought information on the said cargo-vessels, inter alia, concerning the ship-to-ship 
transfers conducted with DPRK vessels in domestic waters and on the offloaded coal cargo’s origin 
and destination on these cargo vessels. The Panel provided relevant imagery, vessel identifiers, 
domestic voyage routes of the said cargo vessels and related information®’. 


China replied that “ According to the investigation by competent Chinese authorities, Chinese vessels 
“Huadel6”, “Shun Jin Bao” and “Xiniinyue” sailed between Chinese domestic ports during the 
time frame mentioned in the Panel’s letters, and performed regular reporting and approval 
procedures. The Chinese Customs strictly examined the certificate of origins of their cargo, and no 
evidence of any activities violating the resolutions was found. After further examining the logbook 
of these vessels, the possibility of making port calls to DPRK ports during domestic voyages was 
also excluded. If the Panel has additional evidence, China hopes that the Panel could provide it.” 


Source: The Panel 





5! The said cargo vessels were not reported to have visited the DPRK. 
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Annex 36: China-flagged Coastal Barges delivering DPRK-origin coal to China 
Eight China-flagged coastal barges with their names and transmitted MMSIs were reported by a Member State to 
have conducted multiple deliveries of DPRK-origin coal to China between May and September 2020. Figure | shows 


the typical voyage route of these coastal barges: 


Figure 1: Typical delivery route of China-flagged coastal barges 





Typical Route for China-flagged Coastal Barges Delivering North Korea-Origin 


Coalto China 
MAY - SEPTEMBER 2020 





China-flagged Coastal Barges Assessed to Have Made Multiple 
Deliveries of North Korea-Origin Coal to China 





CHANGFAHAI 413563821 
DANGGANOG2 41398885 *& 
GUO YONG 37 413254161 adi Pyongyang 
XINLONGSS 413534720 
XINHAI158 412777058 
XIN HAI 39 413897784 
HANGHAI266 413886556 
CHANG SHENG 6 413456112 








Characteristics of China-flagged Coastal Barges Assessed to 
Have Delivered North Korea-Ongin Coal to China 





Barges assessed to have made a transit to North Korea 

generally adhere to the following criteria: 

+ Limited reported data in AIS, typically reporting only 
name, length, vessel type, and MMSL 

+ Length between 50m — 120m. 

+ History of transiting exclusively or almost exclusively 
between ports along the Chinese coast line. 





Ningbc-Zhoushan erea 


—> Vessel trac<x per AIS 





Source: Member State 
The general characteristics for the coal carrying barges included: 


- limited reported data transmitted on AIS; 

- barges lengths range between 50 meters and 120 meters; and 

- barges have a previous history of transiting exclusively or almost exclusively between ports along the Chi- 
nese coastline. 


A Member State provided examples of China-flagged barges involved in such activities. The information provided 
was overall consistent with the Panel’s research and analysis of AIS tracking information where available and as 
indicated in the following images from a commercial maritime database platform. The barges included the following 
vessels: 
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1. Cheng Hong 28 / Changhong28 (MMSI: 413180911)’s voyage March to August 2020°?. 





The Cheng Hong 28 / Changhong28 made port calls at Yingkou and Bayuquan ports in China on 30 March and 6 
May 2020 (EST) before sailing towards DPRK waters in June 2020 from its AIS transmissions. The barge arrived at 
Jiangjiagou by July 2020 before ceasing AIS transmission on 4 August 2020°°. 


CHANGHONG28 
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Source: Windward, annotated by the Panel>4 





Source: Member State 





5? All dates unless otherwise stated are recorded in Universal Time Coordinate (UTC). 
53 As on December 2020. 


4 All times and dates reflected on the Windward maritime database platform are in Eastern Standard time (EST). 
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2. Chenggong 66 (MMSI: 413663365), Xin Hai 39 (MMSI: 413897784) and two unidentified Chinese coastal 
barges, 19 June 2020. 





China-flagged Coastal Barges Operating on Taedong River 
Nampo Port, North Korea 
38:43:01 N 125:24:51 E 















































MM Other China-fagged coastal barge ss : 
| Boner cinesosoed coe | Source: © 220, ital Globe 


Source: Member State 


3. Unidentified 120-meter Chinese coastal barge laden with coal at Taean port, DPRK, which delivered coal to smaller 
vessels at Jingjiang port, China, May and June 2020. 














~120m China-flagged Coastal Barge Delivered North Korean-Origin Coalto China 
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Source: Member State 
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4. Fu Hai 678 (MMSI: 413827610) departed Nanjing on 21 May 2020, sailed to the DPRK, and departed the DPRK by 8 
June 2020. The vessel dropped its AIS transmission on its return journey while sailing through the Yellow Sea. Panel 
research on a maritime database indicates the vessel subsequently registered an AIS signal in July in the Nantong area, 
where the vessel changed its name to the Shun De 678 while making its way up the river towards the port area of Jiangyin, 


China. 
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Source: Windward, annotated by the Panel 


5. Long Yu 1007 (MMSI: 412111000) and Xin Hai 39 (MMSI: 413897784) loaded coal at a port on the Taedong River and 
at Nampo port respectively by 19 June 2020. Both barges departed the DPRK on 19 June and sailed through the Yellow 
Sea before they dropped AIS transmission in June 2020. Panel research indicates the Long Yu 1007 subsequently re- 
transmitted an AIS signal in the Nantong area on or around 1 July and continued in a southern direction towards the Ningbo- 





Zhoushan area. 








China-flagged Coastal Barges LONG YU 1007 (MMSI: 412111000), XIN HAI 39 (MMSI: 
413897784) Delivered North Korea-Origin Coal to China 
JUNE 2020 
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Source: Member State; Windward, annotated by the Panel 


6. Changfahai (MMSI: 413563921) transmitted AIS in the Yellow Sea on 30 May 2020 (EST) and arrived in DPRK 
waters by 4 July. It departed by 24 July and its AIS signal was recorded in the Ningbo-Zhoushan area three days later 
before sailing south, reaching Fuzhou, China by 28 July. Changfahai also recorded an AIS transmission in the Nantong 
area where it met another Chinese cargo vessel on 5 August 2020. The barge first registered its MMSI transmission 
in the same Nantong area on 5 March 2020. 





CHANGFAHAI 
DARK ACTIVITY END 
Transmission were not received for 44 12h 31m 
f ‘Dark actvtty start we 
CHANGFAHAI 31 July 2020 17.22 “05 August 2020 05:54 
Time 27 July 2020 12:55 a Speed 78 kn Speed 10.6 ka 


Speed 8.8 kn Heading 337 Heading 144 
Heading 187 
Navigation Status Unknown 





Source: Windward, annotated by the Panel 


The Panel also shared a wider list of 65 China-flagged coastal barges (inclusive of the list of coastal barges above) 
that contained the ship name and associated MMSI it was transmitting, assessed by the Member State to have 
conducted probable coal export from the DPRK during the period between May and September 2020. 


China replied that “With regard to the 65 Chinese-flagged barges mentioned by the Panel, the Chinese side could 
only confirm that there is no record of the vessel “Hua Yuan 0626” entering or leaving Chinese ports. For the other 
64 vessels, there is no valid information found based on the provided MMSI number, or obviously unmatched vessel 
length information with the information in the letters of the Panel. 


China attaches great importance to smuggling activities through ship -to-ship transfers involving the DPRK, 
and relevant Chinese authorities have made great efforts in this regard. China has repeatedly and openly 
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reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and its determi- 
nation to combat these activities in accordance with law. This in itself is a deterrence to relevant activities. 


At the same time, China has concerns on the practice of the Panel of simply transferring information provided 
by certain Member States without screening and verification. There are serious problems with the timeliness 
and accuracy of such information, based on which no meaningful investigation could be conducted. Inclusion 
of such information by the Panel in its report would create a wrong impression that China is not serious in 
implementing Security Council resolutions. China hopes that the Panel in performing its mandate, takes a 
more prudent and responsible attitude and leaves out information which is against the facts.” 


Source: The Panel 
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Annex 37: Unidentified China-flagged barges importing items to the DPRK 


In addition to the Cheng Hong 28 (MMSI: 413180911), a Member State provided the following information on 
unidentified China-flagged coastal barges importing sanctioned goods into the DPRK. 


Barges “Bravo” and “Charlie”°>: On 15 June 2020, a barge with the provided name “Bravo” was observed berthed at 
Nampo port’s pier with two dump trucks loaded in its cargo hold. The dump trucks were subsequently observed 
parked on the pier by 20 June, when the coastal barge with the provided name “Charlie” was observed offloading 
unidentified cargo. Under paragraph 7 of resolution 2397 (2017), the supply, sale or transfer to the DPRK, directly 
or indirectly, of transportation vehicles (HS codes 86 through 89) are prohibited. Dump trucks are transportation 
vehicles identified under HS code 87. 





ST 
China-flegged Coastal Barge “Bravo” Offloading Dump Trucks 
Nam Korea 


. North 
38.4226 N 125-246:-25E 





Source: Member State 


Barges “Delta” and “Echo”: On 22 June 2020, a barge with the provided name “Delta” and tied to barge “Echo”, 
was observed anchored near Nampo port loaded with one cab-over-engine truck in cargo hold one. Such trucks are 
transportation vehicles identified under HS code 87. “Echo” was had unidentified miscellaneous cargo in one of its 
holds. 





China-flagged Coastal Barges “Dena” 
N 


ock Gate, Ni a 
38:42:19 N 124:59:09 E 


49858105 





Source: Member State 


Barge “Foxtrot”: On 4 July 2020, a barge with the provided name “Foxtrot” was observed loaded with seven vehicles: 
three cab-over-engine trucks with open cargo beds, one front-end loader, one excavator, one prime mover with trailer 





55 Bravo, Charlie, Delta, Echo, Foxtrot and Golf are used as names to depict the unidentified China-flagged barges. 
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(also known as a semi-trailer), and one personal vehicle. In addition, “Foxtrot” was loaded with six storage 
tanks. These items were offloaded by 9 July and located on the pier in Nampo port. 


China flagged Coastal Barge “Foxtrot” with Vehicles, Vehicles, Construction Equipment, and Storage Tanks Oftloaded from China- 
Construction Equipment, and Storage Tanks flagged Coastal Barge “Foxtro*” 
Nampo Por, North Korea Nampo Port, North Korea 
38:42:51 N'128:24:47 E 38:43:29 N'125:24:25E 


|. Cab-mver-engne ruck with open cargo bed 
Frontend loader 


. Excavator Dab-over-engine tructs wit spen cargo bed (3) 


). Prima moverweh trailer |. Front-end toader 
E. Persora versie . Excavatier 
. Storage janks (6) |. Prime mover traler 





Source: Member State 


Barge “Golf”: On 16 and 17 July 2020, a barge with the provided name “Golf” was observed near Nampo Lock Gate 
loaded with a total of twelve vehicles split between cargo holds: eight cab-over-engine trucks, three cab-over-engine 
trucks with open cargo beds, and one personal vehicle. Cab-over-engine trucks and personal vehicles are 
transportation vehicles identified under HS code 87. 


China-flagged Coastal Barge “Golf” with Vehicles China-flagged Coastal Ba 
Near Nampo Lock Gate, North Korea 


Near Nampo Lock 
38:41:29 N 124:57:21 E 38:41:29 N 1 





Two cab-over-engine 


Cab-over-engine truck wih open cargo bed 


Source: Member State 

China replied that it “attaches great importance to smuggling activities through ship-to-ship transfers involv- 
ing the DPRK, and relevant Chinese authorities have made great efforts in this regard. China has repeatedly 
and openly reaffirmed its its solemn position against smuggling activities through ship-to-ship transfers and 


its determination to combat these activities in accordance with law. This in itself is a deterrence to relevant 
activities”. 


Source: The Panel 
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Annex 38 (a): Then-Togo-flagged Enterprise (IMO: 9153331) exporting DPRK-origin coal to 
Ningbo-Zhoushan waters, China 


Enterprise 


The then Togo-flagged Enterprise (IMO: 9153331) recorded its last AIS transmission on 2 October 2019 
(EST) outside Shidao, China, on maritime databases with a reported next destination as Incheon, Republic 
of Korea. A Member State confirmed the vessel departing the Shidao anchorage area by 5 October. The 
Republic of Korea confirmed the vessel neither ported at Incheon nor at any of its other ports thereafter. The 
Enterprise instead arrived at Nampo port by 11 October and has since, according to a Member State, 
conducted at least eight coal deliveries, including seven to the Ningbo-Zhoushan area and one to 
Lianyungang, China (see figure 1). The Enterprise exhibited a similar pattern to the Tae Pyong where the 
latter departed a Chinese port in late December 2019, reported a destination to ‘Order’ before dropping AIS 
signal, and appeared at Nampo a week later. The vessel proceeded to conduct multiple exports of coal within 
Chinese waters in 2020. The Zae Pyong was subsequently reported as DPRK -flagged. 


About four months prior to the Enterprise’s arrival at Nampo, the vessel’s ownership and management was 
transferred to entities with listed addresses in China. Tai Yuan Shipping Co Ltd (hereafter “Taiyuan Shipping”) is 
listed as the group owner of the Enterprise since June 2019, with Blue Sky Shipping Co Ltd (hereafter “Blue Sky”) 
as the vessel’s registered owner and Dalian Taiyuan International Shipping Agency Co Ltd (hereafter “Dalian 
Taiyuan”) as the ves-sel’s operator and manager*’. The Panel wrote to Togo, China and Chinese entities that own 
and / or managed the vessel. 


Togo provided the Panel in January 2021 a suspension notification of the Enterprise. The said notification notifies 
all parties “... that the below mentioned certificates of the vessel “ENTERPRISE” (IMO: 9153331) have been 
suspended as of 20" day of June 2020 until further notice” (see figure 2). 


China replied that there was no record of the Enterprise entering or leaving Chinese ports. 


Figure 1: The Enterprise in Nampo and eee -Zhoushan waters in May/June 2020 


[tn “T: j Tove-taased MV ENTERSVESE at Anchor with North Kores-crigin Coal Togotegged MV ENTERPRISE at Anchor 
Near Nampo Lockgate 
38:40:26 N 125: ee . 





° Ningbo-Zhoushan. China 
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-* ’ ri) 
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Source: Member State 





56 Information until October 2020. 
57 IMO. The listed fax numbers of the Chinese entities had error returns. 
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Figure 2: Suspension notification of the Enterprise issued by the Togolese Maritime Authority 


REPUBLIQUE TOGOLAISE TOGOLESE MARITIME AUTHORITY 
TRAVAIL — LIBERTE ~ PATRIE INTERNATIONAL SHIP REGISTRY 


Our Ref. : 0091NOS/TG/01/21 


ENTERPRISE ex BLUE SKY 





Source: Member State 


Source: The Panel 
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Annex 38 (b): Unknown flagged Ri Hong (aka Klausen) (IMO: 9162318) exporting 
DPRK-origin coal to Ningbo-Zhoushan waters, China 


Ri Hong (aka Klausen) (IMO: 9162318) 





The Panel reported on the Ri Hong sailing as flag unknown when the vessel was reported by a Member State 
to have exported DPRK-origin coal to waters in Ningbo-Zhoushan, China in April 2020°%. The vessel was 
last recorded transmitting near Shidao, China on or around 18 December 2019 (EST) before it stopped 
transmission (see figure 1). The vessel was recorded on satellite imagery less than a week later at Songnim 
port, DPRK (see figure 2). 


The Panel wrote to China and sought its assistance for information on the vessel as it last appeared near the 
Shidao port area, its export of DPRK-origin coal to the Ningbo-Zhoushan area, and on the Ri Hong's last 
known Chinese owner and operator before the vessel appeared in the DPRK. China replied “The DPRK- 
flagged vessel “Ri Hong” entered the sea area near Weihai from Inchon, ROK without entering ports, and 
left the sea area for an unknown destination.” 


The Panel notes that commercial maritime tracking databases show the Ri Hong, then Panama-flagged, 
called at Incheon port on and around 10 to 14 December 2019 (EST) prior to its arrival at Shidao on or around 
14 December 2019 (EST). Panama confirmed it de-registered the Ri Hong on 20 December 2019°*°. 


Figure |: Last recorded AIS transmission of the Ri Hong, December 2019 
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Source: Windward, annotated by the Panel 
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°8 Paragraphs 57 to 59, S/2020/840. 
°° Tbid. 


21-01647 235/419 


S/2021/211 





Figure 2: Ri Hong at Songim port, DPRK, 23 December 2019 


Sierra Leone-flagged M/V Ri HONG Berthed 
Songnim Port, North Korea 
38:44:15 N 125:37:03 E 





Source: Member State 


In May 2020, the Ri Hong was captured on satellite imagery near Nampo Lock Gate, DPRK, and then in 
Ningbo-Zhoushan waters June 2020 (figure 3). The vessel was back loading coal at Nampo port in July 2020 
(see figure 4). 
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Figure 3: Satellite imagery of the Ri Hong exporting DPRK-origin coal, May / June 2020 
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Figure 4: Satellite imagery of the Ri Hong at Nampo, 4 July 2020 


= = - 

Sierra Leone-flagged M/V RI HONG Loading North Korea-origin Coal 
lampo Port, North Korea 

38:43:36 N 125:24:56 E 


4 JULY 2020 


Source: Member State 


The Panel notes that there has been no record on commercial maritime databases of any AIS transmission by 
the vessel sailing under the name of K/ausen since December 2019 in spite of its reported flag and name 
change and in spite of satellite imagery showing the vessel continuing to sail and conduct maritime trade. 
The Sierra Leone Maritime Administration confirmed the Klausen’s de-registration on 17 November 2020 
with the reason of the vessel’s expiration of its issued provisional registration certificate. A Member State 
has assessed the Ri Hong as acquired by the DPRK though it remains unclear if the vessel is officially flagged 
under its fleet. 


Updated information lists Converse Trading Limited, a Hong Kong-registered entity as the registered owner, 
operator and manager of the K/ausen since May 2020. The company has no listed telephone, fax or email 
contact details. The Panel continues to await a response from the previous Chinese registered owner and 
operator of the Ri Hong of the vessel’s status, activities, cargo and onward sale. 


Source: The Panel 





6° As of December 2020. 
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Annex 39: Companies involved in the export of DPRK-origin coal 


XinXin Green Work Research & Development Co. Ltd 





The Panel investigated the Democratic People’s Republic of Korea’s illegal export from at 
least 2019 of coal using barges, based on information from a Member State. In July 2020, 
XinXin Green Work Research & Development Co. Ltd in Liaoning Province, China, imported 
11,000 metric tons of DPRK-origin coal, using a vessel named Shu Shan 168. According to 
the Member State, the designated Munitions Industry Department (KPe.028) was directly 
involved in this transaction and benefited from it. XinXin Green has yet to reply to the Panel’s 


inquiry. 


Taizhou Yifeng Transportation Co. Ltd. 





Based on information from a Member State, Taizhou Yifeng Transportation Co. Ltd. was in- 
volved in the Democratic People’s Republic of Korea’s illegal export of coal using barges. 
According to information from a Member State, the Panel requested information from Taizhou 
Yifeng Transportation Co. Ltd. on whether the company worked together with Mulgil Trading 
Corporation of the Democratic People’s Republic of Korea to import coal into China using a 
barge Yi Feng JI (Vessel ID number: CN20089481469, Vessel Registry number: 
2008K2191995) between 2019 and 2020. Taizhou Yifeng has yet to reply to the Panel’s en- 
quiry. 


Source: Member State 
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Annex 40: List of HS Codes the Panel applies for the monitoring of sectoral ban 


Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN 
Security Council resolutions. This list superseds S/2018/171 annex 4 as amended by S/2018/171/Corr.1. 
See https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of prohibited 





goods and Implement Assistance Notes. 


a. Items prohibited from being exported to the DPRK 


Conden- 
sates and 
natural gas 
liquids 


Description 


Oils; petroleum oils and oils obtained from bituminous 
minerals 





Petroleum gases and other gaseous hydrocrabons 


Resolutions 


Para. 13 of 
res. 2375 
(2017) 





Industrial 
machinery 


Nuclear reactors, boilers, machinery and mechanical 
appliances; parts thereof 





Electrical machinery and equipment and parts thereof; 
sound recorders and reproducers; television image and 
sound recorders and reproducers, parts and accessories 
of such articles 


Para. 7 of 
res. 2397 
(2017) 





Transpor- 
tation 
vehicles °! 


Railway, tramway locomotives, rolling-stock and parts 
thereof; railway or tramway track fixtures and fittings 
and parts thereof; mechanical (including electro- 
mechanical) traffic signaling equipment of all kinds 





87 


Vehicles; other than railway or tramway rolling stock, 
and parts and accessories thereof 





88 


Aircraft, spacecraft and parts thereof ° 





89 


Ships, boats and floating structures 


Para. 7 of 
res. 2397 
(2017) 





Iron, steel 
and other 
metals 


Chapters 72-83 





72 


Iron and steel 





73 


Articles of iron or steel 





74 


Copper and articles thereof 





75 


Nickel and articles thereof 





76 


Aluminum and articles thereof 





77 


Reserved for possible future use 





78 


Lead and articles thereof 





79 


Zinc and articles thereof 





80 


Tin and articles thereof 





81 


Other base metals; cermets; articles thereof 





82 


Tools, implements, cutlery, spoons and forks, of base 
metal; parts thereof of base metal 








83 








Miscellaneous articles of base metal 








Para. 7 of 
res. 2397 
(2017) 


6! Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct or 
indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, and 
whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by the 


Committee on a case-by-case basis. 


® Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian 
passenger aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, Il-18D, H-62M, Tu- 
134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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b. Items prohibited from being imported from the DPRK 




























































































Description Resolutions 
Coal 2701 | Coal; briquettes, ovoids and similar solid fuels Para. 8 of 
manufactured from coal resolution 
Iron Ore 2601 | Iron ores and concentrates, including roasted iron 2371 (2017) 
pyrites 
Tron Chapter 72 | Iron and steel products (7201-7229) 
Iron and Steel Chapter 73 | Iron and steel products (7301-7326) 
products 
Gold 261690 | Gold ores and concentrates Para. 30 of 
7108 | Gold (incl. put plated), unwrought, semi-manufactured | resolution 
forms or powder 2270 (2016) 
710811 | Gold Powder, Unwrought 
710812 | Gold in Other Unwrought Forms 
710813 | Gold in Other Semi-manufactured Forms 
710820 | Monetary Gold 
Titanium 2614 | Titanium ores and concentrates 
Vanadium 2615 | Vanadium ores and concentrates 
Rare Earth 2612 | Uranium or thorium ores and concentrates [261210 
Minerals and 261220] 
2617 | Ores and concentrates, [Nesoi code 261790 
- Other Ores and Concentrates] 
2805 | Alkali metals etc., rare-earth metals etc., mercury 
2844 | Radioactive chemical elements & isotopes etc. 
Copper Chapter 74 | Copper and articles thereof (7401-7419) Para. 28 of 
2603 | Copper ores and concentrates resolution 
Zinc Chapter 79 | Zinc and articles thereof (7901-7907) 2321 (2016) 
2608 | Zinc ores and concentrates 
Nickel Chapter 75 | Nickel and articles thereof (7501-7508) 
2604 | Nickel ores and concentrates 
Silver 2616100 | Silver ores and concentrates 
7106, 7107 | Silver unwrought or semi manufactured forms, or in 
powdered forms; base metals clad with silver, not 
further worked than semi-manufactured 
7114 | Articles of goldsmiths or silversmiths’ wares or parts 
thereof, of silver, whether or not plated or clad with 
other precious metal 
Seafood (incl Chapter 3 | Fish and Crustaceans, Molluscs and other Aquatic Para. 9 of 
fish, Invertebrates (0301-0308) resolution 
crustaceans, 1603 | Extracts and juices of meat, fish or crustaceans, 2371 (2017) 
mollusks, and molluscs or other aquatic invertebrates) 
other aquatic 1604 | Prepared or preserved fish; caviar and caviar substitutes 
invertebrates prepared from fish eggs 
in all forms) 1605 | Crustaceans, molluscs and other aquatic invertebrates, 
prepared or preserved 
Lead Chapter 78 | Lead and articles thereof (7801-7806) Para. 10 of 
Lead ore 2607 | Lead ores and concentrates resolution 











2371 (2017) 
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Textiles Chapters 50- Para. 16 of 
(including but 63 resolution 
not limited to 50 | Silk, including yarns and woven fabrics thereof 2375 (2017) 
fables ang 51 | Wool And Fine Or Coarse Animal Hair, Including Yarns 
partally/0x And Woven Fabrics Thereof; Horsehair Yarn And 
fully Woven Fabric 
ae ed 52 | Cotton, Including Yarns And Woven Fabrics Thereof 
products) 53 | Vegetable Textile Fibers Nesoi; Yarns And Woven 
Fabrics Of Vegetable Textile Fibers Nesoi And Paper 
54 | Manmade Filaments, Including Yarns And Woven 
Fabrics Thereof 
55 | Manmade Staple Fibers, Including Yarns And Woven 
Fabrics Thereof 
56 | Wadding, Felt And Nonwovens; Special Yarns; Twine, 
Cordage, Ropes And Cables And Articles Thereof 
57 | Carpets And Other Textile Floor Covering 
58 | Fabrics; special woven fabrics, tufted textile fabrics, 
lace, tapestries, trimmings, embroidery 
59 | Textile fabrics; impregnated, coated, covered or 
laminated; textile articles of a kind suitable for 
industrial use; 
61 | Apparel and clothing accessories; knitted or crocheted; 
62 | Apparel and clothing accessories; not knitted or 
crocheted; 
63 | Textiles, made up articles; sets; worn clothing and worn 
textile articles; rags 
Agricultural 07 | Vegetables and certain roots and tubers; edible Para. 6 of 
products resolution 
2397 (2017) 
08 | Fruit and nuts, edible; peel of citrus fruit or melons 
12 | Oil seeds and oleaginous fruits; miscellaneous grains, 
seeds and fruit, industrial or medicinal plants; straw and 
fodder 
Machinery 84 | Nuclear reactors, boilers, machinery and mechanical | Para. 6 of 
appliances; parts thereof resolution 
Electrical 85 | Electrical machinery and equipment and parts thereof; | 2397 (2017) 
equipment sound recorders and reproducers; television image and 
sound recorders and reproducers, parts and accessories 
of such articles 
Earth and 25 | Salt; sulphur; earths, stone; plastering materials, lime 
stone and cement 
including 
magnesite and 
magnesia 
Wood 44 | Wood and articles of wood; wood charcoal 
Vessels 89 | Ships, boats and floating structures 














c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel notes that 
annual caps are placed for the two items below. 


e HS 2709 : crude oil [cap: 4 million barrels or 525,000 tons | 
e HS 2710, HS 2712 and HS 2713 : refined petroleum products [ cap: 500,000 barrels ] 
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Annex 41: Recorded trade between the DPRK and some Member States 


1. Methodology 


The Panel monitors prohibited exports and imports by the Democratic People’s Republic of 
Korea pursuant to paragraph 30 of resolution 2270 (2106), paragraphs 26 and 28 of resolution 2321 (2016), 
paragraphs 8, 9 and 10 of resolution 2371 (2017), paragraphs 13, 14 and 15 of resolution 2375 (2017) and 
paragraphs 4, 5, 6 and 7 of resolution 2397 (2017). 


The Panel analysed Member States’ trade data as reported by them to international trade 
statistics database such as the International Trade Centre (ITC) or Global Trade Atlas (GTA) to apply a 
uniform standard to all Member States. Where available statistics indicate trade in prohibited items, the Panel 
request Member States to provide additional information for verification, preferably with relevant original 
documents which can substantiate its explanation. The Panel notes that the DPRK does not release statistics 
on its external trade and only mirror statistics are available on DPRK exports and imports. This analysis does 
not include any exports and imports of prohibited items by the DPRK that were undetected or unreported by 
Member States. 


The list of HS codes the Panel used for its analyses are included in annex 40 of this report. 
The Panel reiterates that its enquiry is based on the WCO recommended list (see S/2017/150 para. 257, 
S/2018/171 annex 4 as amended by S/2018/171/Corr.1). The Panel further notes that, while discrepancy may 
exist between the practice of certain Member States and the Panel in this regard, absence of reference to a 
specific HS code within relevant UNSCRs should not be construed in a way that makes the relevant provision 
unimplementable or practically ineffective by excluding certain subcategories of a prohibited item without 
reasonable grounds. 


The Panel’s analysis in this report primarily covers the period between April and September 
2020. In 2020, however, the Panel observed that many Member States were unable to share their trade 
statistics in a timely manner. Therefore, this report also contains the Panel’s analyses on the recorded trades 
of certain Member States which took place before April 2020. Furthermore, sometimes the Panel obtain 
hitherto unreported trade data newly made available to the international trade statistics database. In such 
cases, the Panel requested the Member State in question to provide clarifications on possible trade with the 
DPRK based on the new information. 


2. Update on the Panel’s past inquiries in 2020 final report (S/2020/151, annex 19) 


Costa Rica replied to the Panel’s inquiry on its recorded trade with the DPRK between April 
2018 and September 2019, and provided full documentation which show that the recorded trade the Panel 
inquired was not conducted with the DPRK. 


Indonesia replied to the Panel’s inquiry on its recorded trade with the DPRK between April 
2018 and September 2019. Indonesia stated that it “would like to reiterate that any information between 
Indonesia and its trade partners should be based on the information issued by our relevant authorities.” 
Indonesia also stated that “There were imports of articles under HS 73, HS 74, HS 79 and HS 54 from DPRK 
by Indonesia during the questioned period. However, UNSCR 2371, 2321 and 2375 does not prohibits[ sic] 
the procurement of the specific abovementioned HS codes. Thus, the imports of HS 73, HS 74, HS 79 and 
HS 54 from DPRK during the specified period should not be considered as incompliance against the referred 
UNSCR. The Government of the Republic of Indonesia are still conducting internal investigation with regard 
to the request related to HS 84 and HS 85, and will provide more information in due course.” © 





® For implementation of paragraph 5 of resolution 2397 (2017), see paras. 27 — 53 of this report. For implementation of luxury goods 
ban, see paras. 110 — 122. 
64 On the HS codes and the methodology the Panel uses for the monitoring purpose, see section | of this Annex. 
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3. Update on the Panel’s past enquiries in 2020 midterm report (S/2020/840, annex 29) 


Germany replied to the Panel’s enquiry on its recorded exports of items under HS code 84 
worth of 10,000 USD consisted of two categories of items. First, 41 fire extinguishers for the German 
Embassy in Pyongyang, which “are exempted from applicable sanctions provisions.” Second, a “small 
medical centrifuge with a declared value of EUR 870 was exported, with the recipient being a hospital in 
Pyongyang.” As for the second item, Germany stated that it has “brought this to the attention of the competent 
export control authorities with a view to ensuring strict compliance with applicable sanctions provisions.” 


4. Results of the Panel’s latest enquiries for this report 


Below is the result of the Panel’s analyses of Member States’ recorded trade with the DPRK. 
Each Member State may have a different covering period based on the availability of trade statistics. The 
most recent data the Panel used was September 2020. 


The Panel reiterates that this is not a complete list of countries that traded with the DPRK 
during the said period, and the Panel is preparing further inquiries concerning other Member States as full 
trade data for this period becomes available. 


Austria: Austria replied that its November 2019 exports of items under HS Code 84 to the DPRK worth of 
USD 26,000 appeared to be linked to the supply of spare parts of an item licensed prior to the adoption of 
the relevant resolution. The Panel notes that paragraph 7 of Resolution 2397 (2017) has not stipulated any 
transition period. 


Bolivia: The Panel has yet to receive a reply. 








[ Imports ] 
Iron and iron ore ® 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2020 Bolivia DPRK 72-73 147,000 























Source: Global Trade Atlas 


Machinery 









































DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2019 Bolivia DPRK 84 63,000 
July 2020 Bolivia DPRK 84 19,000 
Source: Global Trade Atlas 
Electrical equipment * 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Bolivia DPRK 85 13,000 
August 2020 Bolivia DPRK 85 14,000 























Source: Global Trade Atlas 


Brazil: To the Panel’s enquiry into the recorded imports and exports of machinery with the DPRK between 
April and September 2020, Brazil replied with detailed explanation from the Brazilian Internal Revenue 





® Applicable resolution: Resolution 2371 (2017), paragraph 8. 
°° Applicable resolution: Resolution 2397 (2017), paragraph 6. 
67 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Service that “the reference to alleged commercial transactions with [the DPRK] results from human error 
committed by importers or exporters when completing the corresponding customs declaration”, and further 
informed the Panel the measures it has taken since 2018 to improve implementation of relevant resolutions. 


Burkina Faso: The Panel has yet to receive a reply. 








[Imports ] 
Machinery © 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Burkina Faso DPRK 84 152,000 























Source: ITC Trade Map 


China: The Panel enquired China of recorded imports of iron and steel products (HS 72-73) worth of 
9,549,000 USD from the DPRK, and export of machinery (HS 84) worth of 52,000 USD to the DPRK for 
the period between April and September 2020. 


China replied that “In 2020, the DPRK commodities exports to China under HS Code 72 and 73 were steel 
ingot, steel billet, ferrosilicon, etc., which are not prohibited by the Security Council resolutions. Regarding 
DPRK commodities imports from China under HS Code 84 and 85 in 2020, one batch were goods for 
diplomatic use, and the other batch were aid from a Swiss humanitarian agency to the DPRK, which had 
been exempted by the 1718 committee. The transfer of the two batches of commodities was in full conformity 
























































with the requirements of the Security Council resolutions.” © 
[ Imports ] 
Iron 7° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 China DPRK 72, 73 79,000 
June 2020 China DPRK 72, 73 1,224,000 
July 2020 China DPRK 72, 73 4,078,000 
August 2020 China DPRK 72, 73 2,859,000 
September 2020 China DPRK 72, 73 1,309,000 
Source: ITC Trade Map, Global Trade Atlas 
[ Exports ] 
Industrial machinery 7! 
Dae REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
, 84 1,000 
May 2020 China DPRK 85 32,000 
September 2020 China DPRK 84, 85 19,000 























Source: ITC Trade Map, Global Trade Atlas 


Colombia: The Panel received two replies from Colombia for two inquiries into the recorded trade with the 
DPRK between October 2019 and September 2020. In two diplomatic notes, Colombia provided full 





68 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
®° On the HS codes and the methodology the Panel uses for the monitoring purpose, see section | of this Annex . 
7 Applicable resolution: resolution 2371 (2017), paragraph 8. 


™ Applicable resolution: resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, Il-18D, -62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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explanation on its customs clearance risk management system and its own enquiries to confirm whether it 
had exported and imported prohibited goods to/from the DPRK. 


While the Panel could not independently conclude absence of prohibited trade with the DPRK as original 
documents were not provided, the Panel notes Colombia’s efforts to implement relevant resolutions and 
assesses that at least a part of past trade records with the DPRK were erroneous. 


El Salvador: The Panel has yet to receive a reply. 








[ Imports ] 
Machinery 7” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2020 El Salvador DPRK 84 116,000 























Source: Global Trade Atlas 


Ethiopia: The Panel has yet to receive a reply. 






































[ Imports ] 
Copper ” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2017 Ethiopia DPRK 74, 2603 31,000 
February 2019 Ethiopia DPRK 74, 2603 39,000 
Source: Global Trade Atlas 
Zine 4 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2020 Ethiopia DPRK 79, 2608 100,000 























Source: Global Trade Atlas 


Textiles 75 


























Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2019 Ethiopia DPRK 50-63 10,000 





Source: Global Trade Atlas 


Machinery 7° 









































Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 

September 2018 Ethiopia DPRK 84 36,000 
February 2019 Ethiopia DPRK 84 55,000 
April 2019 Ethiopia DPRK 84 24,000 
June 2019 Ethiopia DPRK 84 55,000 
September 2019 Ethiopia DPRK 84 86,000 
October 2019 Ethiopia DPRK 84 80,000 








® Applicable resolution: Resolution 2397 (2017), paragraph 6. 
® Applicable resolution: Resolution 2321 (2016), paragraph 28. 
™ Applicable resolution: Resolution 2321 (2016), paragraph 28. 
> Applicable resolution: Resolution 2375 (2017), paragraph 16. 
7 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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December 2019 Ethiopia DPRK 84 31,000 

April 2020 Ethiopia DPRK 84 30,000 

August 2020 Ethiopia DPRK 84 133,000 
Source: Global Trade Atlas 

Electrical equipment 7” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Ethiopia DPRK 85 15,000 























Source: Global Trade Atlas 








[ Exports ] 
Industrial machinery 7° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
May 2019 Ethiopia DPRK 84, 85 10,000 























Source: Global Trade Atlas 


Eswatini: The Panel enquired Eswatini of its recorded import of textiles from the DPRK worth of 14,000 
USD in March 2020. Eswatini responded that it will transmit the requested information 


Fiji: Fiji acknowledged the receipt of the Panel’s enquiry. 



























































[ Imports ] 
Iron 7 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 

September 2017 Fiji DPRK 72 42,000 
October 2017 Fiji DPRK 72 28,000 
May 2018 Fiji DPRK 72 80,000 
June 2018 Fiji DPRK 72 109,000 
July 2018 Fiji DPRK 72 93,000 
September 2018 Fiji DPRK 72 158,000 
October 2018 Fiji DPRK 72 141,000 
December 2018 Fiji DPRK 72 493,000 
January 2019 Fiji DPRK 72 28,000 
March 2019 Fiji DPRK 72 191,000 
April 2019 Fiji DPRK 72 15,000 
May 2019 Fiji DPRK 72 226,000 
June 2019 Fiji DPRK 72 181,000 
August 2019 Fiji DPRK 72 56,000 
September 2019 Fiji DPRK 72 43,000 
October 2019 Fiji DPRK 72 80,000 
November 2019 Fiji DPRK 72 165,000 
December 2019 Fiji DPRK 72 119,000 


























77 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

78 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, Il-18D, 1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

™ Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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January 2020 Fiji DPRK 72 125,000 
February 2020 Fiji DPRK 72 308,000 
Source: ITC Trade Map 
Textiles *° 
Dae REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2018 Fiji DPRK 55 15,000 
January 2019 Fiji DPRK 55 43,000 
February 2019 Fiji DPRK 55 99,000 
March 2019 Fiji DPRK 55 28,000 
April 2019 Fiji DPRK 55 49,000 
May 2019 Fiji DPRK 55 38,000 
June 2019 Fiji DPRK 55 144,000 
July 2019 Fiji DPRK 55 90,000 
August 2019 Fiji DPRK 55 74,000 
October 2019 Fiji DPRK 55 142,000 
Source: ITC Trade Map 
Machinery *! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Fiji DPRK 84 32,000 
May 2018 Fiji DPRK 84 192,000 
June 2018 Fiji DPRK 84 21,000 
November 2018 Fiji DPRK 84 13,000 
February 2019 Fiji DPRK 84 18,000 
April 2019 Fiji DPRK 84 10,000 
February 2019 Fiji DPRK 84 13,000 
Source: ITC Trade Map 
Electrical equipment * 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Fiji DPRK 85 26,000 
Source: ITC Trade Map 
Vessels *° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Fiji DPRK 89 3,367,000 























Source: ITC Trade Map 


[ Exports ] 


Industrial machinery *4 





8° Applicable resolution: 
5! Applicable resolution: 
*? Applicable resolution: 
3 Applicable resolution: 
4 Applicable resolution: 


Resolution 2375 (2017), paragraph 16. 

Resolution 2397 (2017), paragraph 6. 

Resolution 2397 (2017), paragraph 6. 

Resolution 2397 (2017), paragraph 6. 

Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 


needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 


models and types: An-24R/RV, An-148-100B, Il-18D, H-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Fiji DPRK 84 41,000 
Source: ITC Trade Map 
Metals ®° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Fiji DPRK da 54,000 
May 2018 Fiji DPRK 72 64,000 
June 2018 Fiji DPRK 72 64,000 
July 2018 Fiji DPRK 72 25,000 
Source: ITC Trade Map 
Germany: The Panel has yet to receive a reply. 
[ Imports ] 
Textiles®® 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2020 Germany DPRK 61 13,000 
February 2020 Germany DPRK 61 15,000 
March 2020 Germany DPRK 61 39,000 
April 2020 Germany DPRK 61 19,000 
June 2020 Germany DPRK 61 62,000 
September 2020 Germany DPRK 61 37,000 























Source: ITC Trade Map 


Ghana: The Panel received one reply for two inquiries to Ghana. In its first reply, Ghana shared the result of its 
own enquiry which sufficiently showed the absence of prohibited trade with the DPRK. The Panel has yet to 
receive a reply for its second inquiry. 



































[ Imports ] 
Iron and iron ore *” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 72-73 43,000 
Source: Global Trade Atlas 
Seafood 88 
Dat REPORTING PARTNER HS APPROXIMATE 
’ COUNTRY COUNTRY CODE VALUE (USD) 
03, 
May 2020 Ghana DPRK 1603- 158,000 
1605 























Source: Global Trade Atlas 





85 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I-18D, l-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

© Applicable resolution: Resolution 2375 (2017), paragraph 16. 

87 Applicable resolution: Resolution 2371 (2017), paragraph 8. 

88 Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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Textiles ®° 




































































































































































até REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
May 2020 Ghana DPRK 50-63 17,000 
Source: Global Trade Atlas 
Machinery ”° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 84 12,000 
May 2020 Ghana DPRK 84 34,000 
Source: Global Trade Atlas 
Earth and stone *! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Ghana DPRK 25 1,519,000 
Source: Global Trade Atlas 
Guyana: The Panel has yet to receive a reply. 
Tron *? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Guyana DPRK 73 17,000 
January 2019 Guyana DPRK 73 23,000 
Source: ITC Trade Map 
Machinery” 
ae REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Guyana DPRK 84 161,000 
April 2018 Guyana DPRK 84 35,000 
June 2018 Guyana DPRK 84 103,000 
August 2018 Guyana DPRK 84 22,000 
December 2018 Guyana DPRK 84 69,000 
January 2019 Guyana DPRK 84 154,000 
February 2019 Guyana DPRK 84 77,000 
March 2019 Guyana DPRK 84 88,000 
April 2019 Guyana DPRK 84 29,000 
May 2019 Guyana DPRK 84 20,000 
June 2019 Guyana DPRK 84 51,000 
July 2019 Guyana DPRK 84 26,000 
August 2019 Guyana DPRK 84 20,000 
September 2019 Guyana DPRK 84 32,000 
October 2019 Guyana DPRK 84 30,000 


























*° Applicable resolution: 
°° Applicable resolution: 
°! Applicable resolution: 
°? Applicable resolution: 
°3 Applicable resolution: 


21-01647 


Resolution 2375 (2017), paragraph 16. 
Resolution 2397 (2017), paragraph 6. 
Resolution 2397 (2017), paragraph 6. 
Resolution 2371 (2017), paragraph 8. 
Resolution 2397 (2017), paragraph 6. 
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December 2019 Guyana DPRK 84 279,000 
February 2020 Guyana DPRK 84 31,000 
May 2020 Guyana DPRK 84 21,000 
Source: ITC Trade Map 
Electrical equipment *4 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2018 Guyana DPRK 85 17,000 
March 2019 Guyana DPRK 85 14,000 
Source: ITC Trade Map 
Earth and stone °° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2019 Guyana DPRK 25 18,000 
Source: ITC Trade Map 
[ Export ] 
Metals °° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Guyana DPRK 72 18,000 
December 2019 Guyana DPRK 72 21,000 
January 2020 Guyana DPRK 72 27,000 
Source: ITC Trade Map 
Honduras: The Panel has yet to receive a reply. 
[ Imports ] 
Machinery ”” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Honduras DPRK 84 34,000 
November 2019 Honduras DPRK 84 41,000 
December 2019 Honduras DPRK 84 49,000 
January 2020 Honduras DPRK 84 33,000 
Source: Global Trade Atlas 
Electrical equipment ”° 
ais REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
November 2019 Honduras DPRK 85 46,000 
January 2020 Honduras DPRK 85 38,000 























Source: Global Trade Atlas 





°4 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

°> Applicable resolution: Resolution 2397 (2017), paragraph 6. 

°° Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I-18D, H1-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

°7 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

8 Tbid. 
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India: The Panel made two inquires to India, first for the period between May and December 2019, and the 
second for the period between January and July 2020. In this period, India recorded imports of zinc, iron 
and steel products, textiles, electrical equipment, machinery, and food and agricultural products with total 
value of 1,364,000 USD. It also recorded exports of industrial machinery, iron and metals and vehicles with 
total value of 339,000 USD. 


To both inquiries, India replied without original documents or other pertinent details that “after careful 
checks, we have found that there were no exports to or imports from DPRK” of prohibited items for both 
periods. °° 


Indonesia: Indonesia stated that while it imported 164,000 USD worth of zinc from the DPRK in January 
2020, UNSCR 2321 (2016) did not prohibit “the procurement of the specific abovementioned HS codes”, 
in this case HS 79 and HS 2608. !° 








Zinc 1°! 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2020 Indonesia DPRK 719 164,000 























Source: ITC Trade Map 


Italy: The Panel enquired Italy of its recorded export of metals (HS 72-83) to the DPRK in March 2020. 
Italy replied that “following investigations into the databank of the Italian Agency for Customs and 
Monopolies, no corresponding export of items, as indicated by the UN Panel of Experts, has emerged” but 
will keep the Panel informed of “any new, further details that may emerge.” 


Kenya: The Panel has yet to receive a reply. 











[ Imports ] 
Machinery !° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2020 Kenya DPRK 84 92,000 
August 2020 Kenya DPRK 84 96,000 























Source: Global Trade Atlas 


Kyrgyzstan: Kyrgyzstan replied that its State Customs Service found the recorded import of machinery from 
the DPRK in June 2020 was due to an inaccurate entry of the country of origin code, and this technical error 
has been corrected in its Unified Automated System. 


Mauritius: Mauritius replied that “no transaction has been effected between Mauritius and the DPRK” 
concerning its recorded imports of iron in June 2019 and of machinery in February 2020 from the DPRK. 
Mauritius further stated that “[a]n error was made in the Mauritius Customs Management System (CMS) 
which has been duly amended.” 





°° See part | of this Annex. 

'0° On the HS codes and the methodology the Panel uses for the monitoring purpose, see section 1 of this Annex. 
‘01 Applicable resolution: Resolution 2321 (2016), paragraph 28. 

102 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Mozambique: The Panel has yet to receive a reply from Mozambique. 





















































































































































[ Imports ] 
Zine 1% 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 79 117,000 
May 2020 Mozambique DPRK 79 104,000 
Source: ITC Trade Map 
Seafood '"4 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 03 56,000 
Source: ITC Trade Map 
Textiles '° 
Dae REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 63 25,000 
June 2020 Mozambique DPRK 55 42,000 
Source: ITC Trade Map 
Machinery !°° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 84 10,000 
Source: ITC Trade Map 
Electrical equipment !"” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Mozambique DPRK 85 10,000 
Source: ITC Trade Map 
[ Exports ] 
Metals!" 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Mozambique DPRK 78 350,000 























Source: ITC Trade Map 





'03 Applicable resolution: Resolution 2321 (2016), paragraph 28.. 

104 Applicable resolution: Resolution 2371 (2017), paragraph 9. 

105 Applicable resolution: Resolution 2375 (2017), paragraph 16. 

'06 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

'07 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

'08 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, I-18D, -62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 
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Nigeria: The Panel has yet to receive a reply. 





















































































































































[ Imports ] 
Iron 1 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Nigeria DPRK 72, 73 19,000 
May 2019 Nigeria DPRK 12,13 21,000 
Source: Global Trade Atlas 
Textiles 11° 
ais REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2018 Nigeria DPRK 50-63 28,000 
June 2018 Nigeria DPRK 50-63 18,000 
August 2018 Nigeria DPRK 50-63 18,000 
November 2018 Nigeria DPRK 50-63 10,000 
April 2020 Nigeria DPRK 50-63 31,000 
June 2020 Nigeria DPRK 50-63 64,000 
Source: Global Trade Atlas 
Machinery |! 
ais REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Nigeria DPRK 84 26,000 
March 2018 Nigeria DPRK 84 54,000 
April 2018 Nigeria DPRK 84 136,000 
January 2019 Nigeria DPRK 84 56,000 
April 2019 Nigeria DPRK 84 20,000 
July 2019 Nigeria DPRK 84 18,000 
December 2019 Nigeria DPRK 84 63,000 
January 2020 Nigeria DPRK 84 142,000 
February 2020 Nigeria DPRK 84 25,000 
March 2020 Nigeria DPRK 84 15,000 
April 2020 Nigeria DPRK 84 131,000 
June 2020 Nigeria DPRK 84 90,000 
Source: Global Trade Atlas 
Electrical equipment '? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2018 Nigeria DPRK 85 20,000 
August 2018 Nigeria DPRK 85 11,000 
October 2018 Nigeria DPRK 85 10,000 
December 2018 Nigeria DPRK 85 10,000 
April 2019 Nigeria DPRK 85 15,000 
April 2020 Nigeria DPRK 85 109,000 
June 2020 Nigeria DPRK 85 37,000 




















Source: Global Trade Atlas 

















109 Applicable resolution: Resolution 2371 (2017), paragraph 8. 
''0 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
"ll Applicable resolution: Resolution 2397 (2017), paragraph 6. 
2 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Agricultural products 


113 






































DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
January 2019 Nigeria DPRK 7, 8, 12 11,000 
Source: Global Trade Atlas 
[ Exports ] 
Metals!"4 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
July 2019 Nigeria DPRK 74 310,000 
August 2019 Nigeria DPRK 76 279,000 























Source: Global Trade Atlas 


North Macedonia: North Macedonia replied that its recorded imports from the DPRK of iron, machinery and 
electrical equipment between 2018 and 2020 were “due to the technical error on all Customs declarations”, and 
indicated its willingness to provide the digital copies of relevant customs declarations. 


Pakistan: The Panel made two inquiries to Pakistan, first for the period between September 2019 and March 


2020, and the second for the period between June 2017 and July 2020. 


In its first reply, Pakistan shared the result of its own enquiry which unequivocally showed the absence of 
prohibited trade with the DPRK using original documentation. 


The Panel has yet to receive a reply for its second inquiry. 










































































[ Imports ] 
Copper 115 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2017 Pakistan DPRK 74, 2603 21,000 
January 2018 Pakistan DPRK 74, 2603 10,000 
March 2018 Pakistan DPRK 74, 2603 83,000 
Source: Global Trade Atlas 
Zinc 116 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2017 Pakistan DPRK 79, 2608 13,000 
June 2018 Pakistan DPRK 79, 2608 276,000 
Source: Global Trade Atlas 
Tron 1” 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2017 Pakistan DPRK 72, 73 2,292,000 
October 2017 Pakistan DPRK 72, 73 49,000 


























13 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

4 Applicable resolution: Resolution 2397 (2017), paragraph 7; Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, Il-18D, H-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

''S Applicable resolution: Resolution 2321 (2016), paragraph 28. 

16 Applicable resolution: Resolution 2321 (2016), paragraph 28. 

"7 Applicable resolution: Resolution 2371 (2017), paragraph 9. 
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November 2017 Pakistan DPRK 72, 73 376,000 
December 2017 Pakistan DPRK 72, 73 21,000 
January 2018 Pakistan DPRK 72, 73 45,000 
February 2018 Pakistan DPRK 72, 73 63,000 
March 2018 Pakistan DPRK 72, 73 412,000 
April 2018 Pakistan DPRK 72, 73 10,000 
May 2018 Pakistan DPRK 72, 73 95,000 
June 2018 Pakistan DPRK 72, 73 56,000 
July 2018 Pakistan DPRK 72, 73 145,000 
August 2018 Pakistan DPRK 72, 73 78,000 
September 2018 Pakistan DPRK 72, 73 59,000 
November 2018 Pakistan DPRK 72, 73 15,000 
July 2019 Pakistan DPRK 72, 73 30,000 
July 2020 Pakistan DPRK 72, 73 27,000 
Source: Global Trade Atlas 
Textiles 118 
ae REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Pakistan DPRK 50-63 20,000 
April 2018 Pakistan DPRK 50-63 44,000 
June 2018 Pakistan DPRK 50-63 19,000 
July 2018 Pakistan DPRK 50-63 83,000 
August 2018 Pakistan DPRK 50-63 42,000 
September 2018 Pakistan DPRK 50-63 54,000 
October 2018 Pakistan DPRK 50-63 287,000 
December 2018 Pakistan DPRK 50-63 30,000 
May 2019 Pakistan DPRK 50-63 29,000 
January 2020 Pakistan DPRK 50-63 21,000 
Source: Global Trade Atlas 
Machinery '? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Pakistan DPRK 84 88,000 
March 2018 Pakistan DPRK 84 61,000 
April 2018 Pakistan DPRK 84 145,000 
May 2018 Pakistan DPRK 84 38,000 
June 2018 Pakistan DPRK 84 244,000 
July 2018 Pakistan DPRK 84 140,000 
August 2018 Pakistan DPRK 84 161,000 
September 2018 Pakistan DPRK 84 108,000 
October 2018 Pakistan DPRK 84 15,000 
November 2018 Pakistan DPRK 84 19,000 
February 2019 Pakistan DPRK 84 26,000 
Source: Global Trade Atlas 
Electrical equipment '”° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
February 2018 Pakistan DPRK 85 34,000 


























''8 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
"9 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
'20 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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March 2018 Pakistan DPRK 85 32,000 
April 2018 Pakistan DPRK 85 12,000 
May 2018 Pakistan DPRK 85 130,000 
June 2018 Pakistan DPRK 85 25,000 
October 2018 Pakistan DPRK 85 16,000 
Source: Global Trade Atlas 
Agricultural products |? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
March 2018 Pakistan DPRK 7, 8, 12 16,000 
September 2018 Pakistan DPRK 7, 8, 12 40,000 
October 2018 Pakistan DPRK 7, 8, 12 16,000 























Source: Global Trade Atlas 


Russian Federation: The Panel made two inquiries to the Russian Federation, first for the period between 
September 2019 and March 2020, and the second for the period between June 2017 and July 2020. The 
Russian Federation replied to both. 


In its first reply, the Russian Federation stated that all ‘imports’ from the DPRK were delivered from countries 
other than the DPRK, and the country of origin was the ROK. All ‘exports’ to the DPRK, are "covered by the 
exclusions provided for in paragraph 7 of Security Council resolution 2397 (2017) on the Democratic People's 
Republic of Korea (spare parts needed to maintain the safe operation of commercial civilian passenger aircraft of the 
Democratic People's Republic of Korea), paragraph 22 of that resolution (goods needed by the Embassy of the 
Russian Federation in the Democratic People's Republic of Korea) or paragraph 18 of Council resolution 2375 (2017) 
(concerning the Russian Federation-Democratic People’s Republic of Korea Rajin-Khasan port and rail project).” 


In its second reply, the Russian Federation provided full details of the exports to the DPRK, stating that all of them 
are “covered by exemptions provided for in Security Council resolutions.” It also confirmed the statistical data 
provided by the ITC were accurate. (See Annex T3) 


Senegal: The Panel has yet to receive a reply. 



























































[ Imports ] 
Tron !7? 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Senegal DPRK 72-73 269,000 
Source: Global Trade Atlas 
Textiles !?% 
wie REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2020 Senegal DPRK 50-63 12,000 
Source: Global Trade Atlas 
Machinery !4 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 


























'2! Applicable resolution: Resolution 2397 (2017), paragraph 6. 
'22 Applicable resolution: Resolution 2371 (2017), paragraph 8. 
'23 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
'4 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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October 2019 Senegal DPRK 84 210,000 
March 2020 Senegal DPRK 84 28,000 
May 2020 Senegal DPRK 84 11,000 
Source: Global Trade Atlas 
Electrical equipment !75 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Senegal DPRK 85 22,000 
Source: Global Trade Atlas 
Wood '”6 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2019 Senegal DPRK 44 10,000 























Source: Global Trade Atlas 


South Africa: The Panel inquired South Africa of its recorded import of electrical equipment from the DPRK 
worth of 480,000 USD in September 2020. South Africa replied that it would respond in due course. 


Spain: The Panel has yet to receive a reply. 








[ Imports ] 
Machinery !?’ 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
April 2020 Spain DPRK 84 404,000 























Source: ITC Trade Map 


Sweden: Sweden replied that its competent authorities confirmed that the recorded import of electrical equipment 
in September 2020 refers to an import from Japan, not from the DPRK. Sweden informed that it was caused by 
the importer’s mistake, and its authorities now rectified the matter. 


United Kingdom: The Panel made two inquiries to the UK for recorded import of machinery in November 2019, 
and trade of electrical equipment between April and September 2020. 


In its first reply, the UK explained in full detail that the trade was with the USA, not the DPRK. In its second 
reply, the UK clarified that both imports and exports were conducted with the ROK as a part of routine trade. 


Uruguay: The Panel has yet to receive a reply. 
[ Imports ] 


Electrical equipment !78 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 





























125 Ibid. 

'26 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
'27 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
'28 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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May 2020 Uruguay DPRK 85 18,000 
June 2020 Uruguay DPRK 85 21,000 
July 2020 Uruguay DPRK 85 13,000 





Source: Global Trade Atlas 


Venezuela: The Panel hast yet to receive a reply. 











[ Imports ] 
Textiles !?° 
Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Venezuela DPRK 50-63 54,000 
November 2019 Venezuela DPRK 50-63 23,000 























Source: Global Trade Atlas 


Electrical Equipment !°° 














Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Venezuela DPRK 85 53,000 
October 2019 Venezuela DPRK 85 15,000 




















Source: Global Trade Atlas 


Machinery 3! 














Date REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2019 Venezuela DPRK 84 57,000 
October 2019 Venezuela DPRK 84 189,000 




















Source: Global Trade Atlas 








[ Exports ] 
Iron, steel, and other metals (HS 72-83) !*? 
Dat REPORTING PARTNER HS APPROXIMATE 
és COUNTRY COUNTRY CODE VALUE (USD) 
October 2019 Venezuela DPRK 72-83 44,000 























Source: Global Trade Atlas 


Zambia: The Panel hast yet to receive a reply. 








[ Imports ] 
Zine 13 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
September 2019 Zambia DPRK 79 351,000 























Source: ITC Trade Map 





'29 Applicable resolution: Resolution 2375 (2017), paragraph 16. 

130 Applicable resolution: Resolution 2397 (2017), paragraph 6. 

'3! Applicable resolution: Resolution 2397 (2017), paragraph 6. 

'32 Applicable resolution: Resolution 2397 (2017), paragraph 7. Exemption: shall not apply with respect to the provision of spare parts 
needed to maintain the safe operation of DPRK commercial civilian passenger aircraft (currently consisting of the following aircraft 
models and types: An-24R/RV, An-148-100B, Il-18D, Hl-62M, Tu-134B-3, Tu-154B, Tu-204-100B, and Tu-204-300). 

'33 Applicable resolution: Resolution 2321 (2016), paragraph 28. 
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Textiles 134 



















































































Dale REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
June 2018 Zambia DPRK 63 95,000 
July 2018 Zambia DPRK 55 12,000 
September 2018 Zambia DPRK 63 28,000 
September 2018 Zambia DPRK 55 71,000 
December 2018 Zambia DPRK 55 75,000 
June 2019 Zambia DPRK 56 16,000 
Source: ITC Trade Map 
Machinery 5 
Da REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
August 2018 Zambia DPRK 84 18,985,000 
Source: ITC Trade Map 
Electrical equipment !°° 
DATE REPORTING PARTNER HS APPROXIMATE 
COUNTRY COUNTRY CODE VALUE (USD) 
December 2019 Zambia DPRK 85 42,000 

















Source: ITC Trade Map 





'4 Applicable resolution: Resolution 2375 (2017), paragraph 16. 
'35 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
136 Applicable resolution: Resolution 2397 (2017), paragraph 6. 
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Annex 42: Reply from the Russian Federation on the Panel’s inquiry to the recorded 
trade with the DPRK, April — September 2020 


Translated from Russian 


In response to the request for information from the Coordinator of the Panel of Experts on the 
Democratic People’s Republic of Korea of the Security Council Committee established pursuant to 
resolution 1718 (2006) contained in note OC.326, we should like to transmit the following table 
provided by the Federal Customs Service of Russia containing data on the export of goods subject 
to sanctions from Russia to the Democratic People’s Republic of Korea in the period from April to 


September 2020. 


The goods in question were listed in two customs declarations and are covered by the 
exemptions provided for in Security Council resolutions. Specifically, paragraph 22 of Security 
Council resolution 2397 (2017) provides for deliveries to the Embassy of the Russian Federation in 
the Democratic People’s Republic of Korea and paragraph 7 of the same resolution provides for 


deliveries of spare parts for civilian passenger aircraft. 


The shipments were accompanied by a permit from the Russian Federation Commission on 
Export Controls which was provided to the customs authorities. Customs inspections (screenings) 


were conducted. 


The statistical data provided by the International Trade Centre are accurate in this case. 
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Table 1: Industrial machinery (HS 84-85) 
CC Value Decl | Recipient/ Goods Authoriz | Custom | Note 
FEA (in aratio ation of s 
EAEC | thousan nNo. the inspecti 
comm | ds of Russian on 
odity dollars) Federatio | (screeni 
group 
code e ng) 
Commiss 
ion on 
Export 
Controls 
1 2 3 4 5 6 7 8 
April | 84 25 1071605 | Embassy of the Russian Federation/ Concrete mixers Inspecte | Security 
2020 0/ for construction mixtures, firefighting handline d Council 
170420/ | spray nozzle, firefighting valve, butterfly valve, resolution 
00 check valve, mechanical presses, drain pumps, gate 2397 (201 
09766 . : 7) of 
valves, ball valves, sprayers, filters, air vents, 
: : : 22 Decem 
thermostatic valves, sets of mechanical hydraulic ber 2017 
tools and pneumatic tools, tools with built-in electric para. 22 ; 
motors, grinders 
85 67 1071605 | Embassy of the Russian Federation / Transformers, Inspecte | Security 
0/ cables for distribution of electricity, emergency d Council 
170420/ | signalling devices, inductors, distribution panels, resolution 
00 contactor (soft starter), heat guns, automatic 2397 (201 
09766 switches, apparatus for switching or protecting 7) of 
electric circuits, plugs and sockets, transformers, 22 Decem 
insulating fittings, other switches, incandescent ber 2017, 
lamp-holders, wires and cables with insulated para. 22 
conductors 
Augu | 84 7716 1070207 | Air Koryo / TA-12-60 auxiliary power unit (gas | No. Inspecte | Security 
st 0/ turbine), used, repaired; hydraulic jacks and hoists; | 271/20- d Council 
2020 10820/0 | metered hand pumps, jacks and hoists for servicing | ST20 of resolution 
1 85728 | TU-204-100B and TU-204-300 civilian aircraft 12 March 2397 
2020 (2017) of 
22 
December 
2017, para. 
7 
Table 2: Transportation vehicles (HS 87) 

1 2 é] 4 5 6 7 8 
August | 87 34 10702070 | Air Koryo/ For the maintenance of TU-204- | No. 271/2 | Inspect | Security Council 
2020 /1 100B and TU-204-300 civilian aircraft: coupling | 0-ST20 ed resolution 2397 

10820/01 | and towing device - tow bar, manual rolling | of (2017) of 22 
85728 transportation device - tilt-back tire changer) 12 March December 2017, 
2020 para. 7 
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Table 3: Metals (HS 73-83) 
April 73 13 10716050 | Embassy of the Russian Federation/ Other Inspect | Security Council 
2020 / stamped ferrous metal products (couplings, ed resolution 
170420/0 | pressure heads, fittings, tees, bends, thermal 2397 (2017) of 
0 09766 clips, elbows and bends, brackets, flanges, 22 December 20 
stainless steel pipes, threaded ferrous metal 17, para. 22 
products (dowels and nails) 
74 6 10716050} Embassy of the Russian Federation/ Couplings, Inspect | Security Council 
/ fittings, air vent, mounting sleeves, adapters, tees ed resolution 
170420/0 | and threaded pipe fittings 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
76 13 10716050} Embassy of the Russian Federation/ Heating Inspect | Security Council 
/ radiators, aluminium foil, aluminium window ed resolution 
170420/0 | profiles and aluminium structures 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
82 3 10716050| Embassy of the Russian Federation/ Press jaws, Inspect | Security Council 
/ extensions, vises, circular saw blades, putty ed resolution 
170420/0 | knives, hand tools for masons, moulders, 2397 (2017) of 
009766 | concrete workers, plasterers and painters 22 December 20 
17, para. 22 
83 2 1071605 | Embassy of the Russian Federation / Electrodes Inspect | Security Council 
O0/ ed resolution 
170420/0 2397 (2017) of 
0 09766 22 December 20 
17, para. 22 
August | 73 43 1070207 | Air Koryo/ Spare parts for the maintenance of | No. 271/20 | Inspect | Security Council 
2020 0/ TU-204-100B and TU-204-300 civilian aircraft | -ST20 of ed resolution 2397 
110820/0 | (plugs for wheel bearings and brackets) 12 March (2017) of 22 
1 85728 2020 December 2017, 
para. 7 
82 10 1070207 | Air Koryo/ Hand tools and spare parts for the | No. 271/20 | Inspect | Security Council 
0/ maintenance of TU-204-100B and TU-204-300 | -ST20 of ed resolution 2397 
110820/0| civilian aircraft (handheld non-adjustable | !2 March (2017) of 22 
1 wrenches, lug wrenches and interchangeable 2020 December 2017, 
85728 wrench heads) para. 7 
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Annex 43: Reply from Cambodia to the Panel’s enquiry 





KINGDOM OF CAMBODIA 
——- NATION - RELIGION - KING 
PERMANENT MISSION — 
TO THE UNITED NATIONS 


No. PMC/UN/021/21 


The Permanent Mission of the Kingdom of Cambodia to the United Nations 
presents its compliments to the UN Security Council's Panel of Experts and, further to 
its Note Verbale No. PMC/UN/015/21 dated 15 January 2021 in response to 
communication (No. 5/AC49/2020/PE/0C.461) dated 21 December 2020 from Mr. 

, Coordinator of the Pane! of Experts established pursuant to UN 
Security Council Resolution 1874 (2009), has the honour to convey to the 1718 
Committee and to the Panel of Experts the results of the investigations carried out 
by the Royal Government of Cambodia into the documentary “The Mole: 
Undercover in North Korea”. 


The Permanent Mission of the Kingdom of Cambodia to the United Nations 
avails itself of this opportunity to renew to the UN Security Council's Panel of Experts 
Established Pursuant to Resolution 1874 (2009) the assurances of its highest 
consideration. 


New York, 3 February 2021 


Wri - 


United Nations Security Council 


oc toy 

Mr! 

Coordinator of the Panel of Experts established 
pursuant to UN Security Council Resolution 1874(2009) 
United Nations Security Council 








21-01647 


met cunbodiawunan Website: bitpo!/wewcambediaun.org 
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Information ragarding the documentary “The Mole: Undercover in North Korea" 


With reference to the Letter No: SAC. 49 2020/PE0C 461 of Mr GT, the 
Coordinator of the Panel of Experts established pursuant to Security Council Resolution 
1874 (2009), dated 21 December 2020 regarding the Panel's request for assistance on 
investigations arising from the documentary “The Mok: Undercover in North Korea” which 
wes broadcasted by tne BBC in a series of 2 episodes, one of which shows what appears 
fo be an arm deal discussion partially Gimed at two locations in Phnom Penh, Cambodia, 
the Royal Goverment of Cambodia has camied out a thorough imvestigation with the 
results as follows: 


Based on the review of the above documentary, Cambodian experts dentitied two 
locations which were filmad in Phmom Penh, Cambodia, including: 
1. The Bale Phnom Penh Resort The place where the North Koreans stayed ard 
negotiated the pice of weapons, 
2. 911 Cyelone Shooting Range: The place where the Nerth Korean group wert 
fo test weapons, 
Result of Investigation and Location Verification 
1. The Bale Phnom Penh Resort: Address: National Road 6, Bridge 8, Sangkal Bak 
Rheng, Khan Choy Changva, Phnom Penh. 
® According to the manager (i trom Germany } of The Bale 
Phiom Penh Resort, the discussion shown in ihe documentary certainly tock 
place in The Bale Phnom Panh Resort. 
= 911 Keambol Shooiing Range: Address: Taphem Village, Kariba District, Phnom Pech, 
whech is controlled by tha Parachute Special Brigade Conwnand 911. 
& The dll Shooting Range ie open to the public for weapons training and le stricthy 
prohibited tram are tratlicking. 
a. Characters in the documentary: 
= Jim Mehdi Labache Qvartrup (Played as James in the Documentary} 
Gender; Male 
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Date of Birth: 06 / July / 1972 
Nationality: Danish 
» Jen Mohd Latrache Gvortrup entered Cambodia on Apri 21, 2019 (LG671 
Bangkok-Phnom Penh) and left Cambodia on April 25, 2019 (MI605 
Phnom Penh-Singapore ). 
* HEINE KAARSBERG (Accompanying Jim Mend Latrache Qvortrup } 
Gender: Male 
Date of Birth: 29 / August / 1962 
Nationality: Danish 
> Both people stayed at The Bale Phnom Penh Resort in Rooms 21 and 22 
from Aprt 21, 2019 and left on Apal 25, 2019. 
Conclusion: 
- The production of the above documentary aims to attack North Korea, 
~ Cambodia experts did not identify any signs related to the arms trade in Cambodia. 
» The production of the above documentary video does not have clear basis and evidence 
that corroborate the arms trade since the production of this documentary is imaginative, 
fctonal and appealing to the audience to earn money or for other purposes. 


Plans: 
- Continue to cooperate in researching and Kentifying targets as required. 


- Pay attenton to monitoring activities related to the Megal arms trade (including through 
social media) and take eflectvve repressive measures. 


Pap? 
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Annex 44: Reply from Nigeria to the Panel’s enquiry 


PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 


828 SECOND AVENUE 

NEW YORK, NY, 10017 
TELEPHONE; (252) 955-9130 
FAX: (212) 697-j970 





RefNo: PMN/DPR/15 Novernber 4, 2020 


HE, 
Coordinator of the Pane! of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Your Excellency, 





We wish to refer to your letter with ref, No: 8/AC.49/2020/PE/'0C.76 of May 
27, 2020 on the alleged presence of Mr. Hong Yong Su, a national of the 
Democratic People’s Republic of Korea (DPRK) in Nigeria, in January 2020, 


2. We wish to note that the Nigeria Immigration Service (NIS} has no record 
of Mr. Hong Yong Su in its database and that investigations have revealed that 


the Hackungaan Trading Corporation is neither domiciled nor operational in 
Nigeria. 


A —- Please accept, Excellency, the assurances of my highest consideration. 


a : 





_Atibassador Samson, 8. Hegboje” 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the Linited Nations. 
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Annex 45: Reply from Russian Federation to the Panel’s enquiry 


Translated from Russian 


OC.227 


In September 2016, Mr. Pak Zen Un, a representative of Sonkwang, the North Korean foreign 
trade company, illegally purchased a batch of spare parts for MIG-29 aircraft from citizens of the Russian 
Federation, Vladimir Vyacheslavovich Lyubishin and Konstantin Viktorovich Moskal, with the intent of 


smuggling them to North Korea with Mr. Lyubishin’s assistance. 


However, in November 2016, while they were in Budapest on business, Mr. Lyubishin and his son 
Vladimir were detained by the Hungarian authorities, at the request of the Department of Justice of the 
United States of America, on charges of smuggling weapons and trafficking drugs to the United States. 
The United States was adamant that the Russian nationals should be extradited as quickly as possible to 
the United States for judicial inquiry. The Drug Enforcement Agency of the United States had initiated 


criminal proceedings. 


In June 2017, the Investigative Department of the Federal Security Service of the Russian 
Federation initiated criminal proceedings against the elder Mr. Lyubishin for planning to smuggle military 


equipment to the Democratic People’s Republic of Korea. 


The Investigative Committee of the Russian Federation initiated concurrent criminal proceedings 
against the younger Mr. Lyubishin under article 222 of the Russian Criminal Code (illegal acquisition, 
transfer, sale, storage, transportation or possession of weapons), which was closed in February 2020 in 


view of the absence of corpus delicti in the defendant’s actions. 


Having reviewed the documents in these criminal cases, the Prosecutor General’s Office of the 
Russian Federation submitted a request to the Ministry of Justice of Hungary seeking the extradition of the 


defendants to Russia. 


On 10 August 2018, the Minister of Justice of Hungary approved the transfer of both the father 


and the son to Russia. 


In September 2019, the Nagatinsky district court of Moscow found the elder Mr. Lyubishin guilty 


under article 30 (1) and article 226.1 (1) of the Criminal Code of the Russian Federation and sentenced him 
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to one year and six months in prison. Mr. Lyubishin pleaded guilty and provided testimony incriminating 


Mr. Zen Un Park in the organization of the illegal shipment of Russian-made military equipment abroad. 


Mr. Moskal, who together with the elder Mr. Lyubishin participated in illegal activities on behalf 
of Mr. Park Zen Un, was not present for the transaction that took place in September 2016; he had been 
imprisoned following prosecution by the Federal Security Service in connection with a different incident 


involving criminal activity. 





Original: Russian 

OC.227. 

B centadpe 2016 r. npeazcTaBuTemb CeBepoKopelickol BHeLIHeTOproBol KoMNaHHH «Sonkwang» 
Tlak 3eH YH He3aKOHHO pHoOpen y rpaxgaH Poccuiickoi Pexepauuu JltoOnmuna Braagumupa 
Bauecnapopuya u Mocxana KonctantnHa BukToposiya MapTHto 3anlacHbIx 4acTe Ayia camonetos MUI - 
29, KoToppie c nomMonbI0 JltoOumuna B.B. HamepeBasicd KOHTpaOaHHbIM CHOCOOOM BbIBe3TH B 
Cesepuyto Kopeto. 

Oguako B HosOpe 2016 r. JtoOumun B.B. u ero cbrid Bnagumup BaagumMuposuy4, BblexaBLine 10 
yacTHoMy Jey B byganewit, Obi 3a}epxKaHbl BulactamMu Beurpuu no mpegzctaBsenuro Muutocta CLUA 
3a OpraHH3allHi0 KOHTpabaHyb OpyxKHA H y4acTue B OOecteyeHHM HapKoTpaduKa B CILIA. IIpu stom 
aMepHkKaHcKad CTOPOHa HaCcTaMBayla Ha CKOpeluiel skcTpaquuMu poccusaH B CIUA ana npopezenua 
cygeOHoro paccreqoBaHua. MHnyHaTopoM yrosOBHOro lipecueqoBaHHA BLICTyMMI0 ArextcTBo CLA no 
Oopb6e c HapKOTHKaMH. 

B urone 2017 r. CnexcTBeHHEIM yupaBseHHem OCB Poccun B oTHOWeHHH JIroOumMHa—cTapuiero 
ObLIO BO3OY2KTCHO YrOOBHOe JesIO 10 dbakKTy MIpHroTOBIeHHA K KOHTpaOaHAHOMY BBIBO3Y TIposyKUMH 
BOCHHOrO Ha3sHaueHna B KHJIP. 

OaHoBpeMeHHo CieqcTBeHHBIM KOMHTeTOM Poccuitckoi Dexepayun B OTHOMeHHH JlroOnmIMHa— 
Milaqiwero OBLIO BO3Oy2xKTeHO yrouoBHoe Aemo mo cT.222 YK Poccuu (He3aKoHHoe UpHoOpeteHne, 
Tepeylaua, COBIT, XpaHeHue, MepeBo3Ka WIM HOMIeHHe OpyxKU4...), KOTOpOe B tbeBpaue 2020 r. mpekpartjeHo 
B CBA3H C OTCYTCTBHeM B eHCTBHAX (UrypaHTa COCTaBa IIpecTyIWIeHHA. 

Ha OcHOBaHHM MaTepHasioB yKa3aHHbIX YOJIOBHbIX Jeu [ennmpokypatypa Poccun HalipaBna B 
Muntoct Benrpun 3attpoc 06 skcTpagquuMM PUurypaHTOB yroJIOBHBIX Je B Poccnro. 

10 asrycta 2018 r. MuHucTp ocTHuHMH Bexrpun NpHHAl NOMOKNTeIbHOe pellleHHe O Mepeyaue 
JIroOuWIMHEIX poccnHiickol cTopoHe. 


B centaOpe 2019 r. mpuroBopom Haratuuckoro patonHoro cyya r.Mockspl JIroOummMu—cTaplnit 
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ObMI IIpH3HaH BHHOBHBIM B COBepIIeCHHH IIpecTynseHua, WpeaycmMotpenuoro 4.1 ct.30 uw 4.1 ct.226.1 YK 
Poccuu HW IpHroBoped K JIMMeHHIO CBOOOTbI CpoKoM Ha | roq v 6 Mecates. CBoro Buny JI~oOnumH B.B. 
TIpH3Hat HW Wa noKka3zanua, H300uHYaromHe ak 3en YuHa B OpraHH3al[Hu He3aKOHHOH MOCTaBKH 3a pyOex 
W3eIM BOCHHOrO Ha3HadeHHA POCCHHCKOTO MpOM3BOACTBA. 

Mockanb K.B., koToppiii coBmMecTHo c JiroOMMIMHEIM—CcTapliMM TIpHHMMas y4acTHe B 
IIPOTHBO3AKOHHOHM JesxTebHOCTH B WHTepecax Ilak 3eH Yua, B centTaOpe 2016 r. Ha cyemKe He 
IIPHCYTCTBOBAII B CBA3H C ero IpHBIeYeHHeM OpraHamu OCH Poccun k yrosOBHOM OTBETCTBEHHOCTH 10 
UPyromy 9sIIM30Ay UpecTynHo WeaTesbHOCTH, B paMKax KOTOPOrO OH H Ob TPHTOBOpeH K JIMMIeCHHIO 


CBOOOJEI. 
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Annex 46: Reply from Hungary to the Panel’s enquiry 


Pennanent Mission of Hungary to the United Nations 


No. 12220 SVHUPANE Ww 


Ref. No: SAC A020 PEARS 228 


Mew York, 11 Mewernber DCM) 
Excellency, 


The Peomanent Mission of Hungary to the United Nations has the honour to subenit to the 
Coordinator af ihe Panel of Experts established purswant to Security Council Resolution 174 
(200P9) the information required by the Panel i in ils a of Ls September 2020. as the 






deadline for oulswitiing the required information. 


HLF. Wis. Katalin Anmomir 


Arithasader, Permanent Reprtsg 


His Heeler y 
(Cnordinwbor 
Panel of Experts established pursuant to Security Council Resolution 1874 (200) 


dAtrachmen: ALP - DPR Pol - answers 


727 Fae So" Sorent, Sew York, MY 12 Tels Lap TS F595 9989 | Eel: bongeryenur eins gow hy 
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Zh Any information your authoritie: are able to provide om recemt cases that hare not 
been publicly reported, and an asses:ment of current DPRK effort: to procure 
embargoed equipment; 


Hungary possesses neither any infoomation on the recent cases that have not been publicly 
reported mor an asscsement of cucrest DPRA clforts to procure embargoed equipment. 


2. The suthenticicy of the abovementioned media report mm respect of the reference: 
to matters concerning Hungary and it: competent authoritie:; 


The Prosecutor General's Office of the Russian Fedesntion suboatiod an extraditacn request 
for the extradition of Viedimur LYUBISHIN Sr. 27 Sepeember 2017 foe crimenal offences 
with mulitary ems and services acoording to the Hamgurian Crominal Code. 


According to the facts of the case, Vladimir LYUBISHIN Sr. was part of a compirutory 
group, which planed to smuggle mulittary nems from the Russian Federation w the 
Democratic People’s Republic of Kocea. 


The Budapest Capital Regional Court has established im its final decision dated 27 June, 
2018, that the kgal conditioes for the extradition of Viadime LYUBISHIN Sr. are msct for 
all offences described in the request. 


The Minister of Justice has onfered the extradition of Viadimir LYUBISHIN Sr. w the 
Russian Federation based upon the final deceson of the Badupest Capital Regional Court. 


The extradition of Viadimir LYUBISHIN Sr. to the Russsan Federation took place on 10 
August 2018. 


Viedinir LYUBISHIN Jr. was also extradited to the Russian Federation on the same day 
based upon an extradition roquest for different offences. 


3. The specific circumstance: of this case, including times, places, passport: detail: 
azd Visa history concerning Mr. Lrubichiz and bi son (of the same mame). the 
process and resuk of the case; 


Hungary possesses no information om the specific carcumstanoes of thes case. 


4. List of all che items: that Mr. Lrebichiz and Mr. Mozkal iztended to smuggle to che 
DPRK such a: spare part: for aircraft or other conventional weapon: or related 
materiel; 


Hungary possesses no further mformation om the tems that Viedimur L.YUBISHIN Sr. and 
Mr. MOSKAL. imtemded to smuggle % the DPRK compared with the list referred tw the 
abovementioned modia ropeet. 


5. Information on any fimancial transaction: (imcleding date, amount and method of 


payment) related to thi: case and bank accouzt mformation and tran:fer 
information of relevant individual betwees 2015 to 2017; 
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Hungary possesses no mformation om any financial transackons, bunk account eformation 
aed trunsfer informateon related to both of this case and relewant eadividuals. 


6. The comtent: of any investigation report, with documentation; 
Hungary possesses no infoetmatiom om Ge contents of any investagation rept. 


* 


The legal document: (judgment, seatence, verdict or court order) and che 
extradition agreement between Hungary and the Ru:sian Federation relating to 


The extradition proceedings of Viadenir LYUBISHIN Sr. and his som, Viadonir 
LY UBISHIN Jr. to the Russian Federation was comdected in acoordunce with the European 
Coevention on Extradition and the Humguran satiomal laws referring to extradite. 


tn light of this, the court maay decide om the fulfilusent of the conditions for extradition oc on 
the grounds for refusing extradstion, and subsequently, om the bases of the counts decksion, 
the Minister of Justice decades on the inwuc of the extradition. 


The kegal comdition for the extradeton are the followme: 


272/419 


Article 2 (1) of the European Convention on Extradsion: “Extradition shail be 

ix respect of offences punishable uxder the laws of the requesting Party and of the 
réquesied Party $y deprivation of liberty or under a detention order for a maximum 
period of at least one year or by a more severe penalty. Where a conviction and prison 
séntence have occurred or a detention order haz Seen made in the territory of the 
réquesting Party, the punishment awarded must have Seen for « period of at least four 
months. ~ 


Arucle 14 of Ge European Convention on Extradition: 

“I. & person who has been extradited shall not be proceeded against, sentenced or 
detained with « view to the carrying cut of 6 sentence or detention order for oxy offence 
committed price to kis surrender other than thal for whick ke wes extradited, nor skal! 
ke be for any other reason restricted in his personal freedom, except in the following 
cases: 


a) When the Party which surrendered him consents. A request for consent shall de 
submitted, accompanied 5, the documents mentioned ix Article 17 and ¢ legal record 


extradition in accordance with the provision of this Convention, 


&) when that person, havicg kad an opportunity to leave the territory of the Party to 
which he kas been surrendered, has not done 20 withix 45 days of his final discharge, 
or has returned to that térritory afier leaving it. 


2. The requesting Party may, however, tabs any méasures necessary te ramove the 
person from itz territory, or any méarures necessary under its law, including 
proceedings by defeult, te prevent any legal effects of lapse of time. 


a 
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3. When the description of the offence charged is altered ix the course of proceedings, 
the extradited person shall only Se proceeded against or sentenced in 20 fer a3 the 
offence uxder its new description is shown by its constituert elemexts to be ox offence 
which would ellew extradition ~ 





Hungaman Act No XXXVI of 1996 om international kegal assstamce m criminal 
matters: 

© a) and b) subparagraph of Aricle 5 (1) 

© Article 11 (1) 

© Article 11 (2) 

© Article 12 

© Arle 14 

© Artcle IA 


On the bases of the international and national laws, kegal conditioms for the extradition were 
analyzed by the Budapest Capital Regional Court through i mvestigution. Therefoee, the 


Budapest Capital Regional Coust has mot examined the extradiios in substance, and 
evxientuary procedure was not been conducted, as well. 


S. Cooperation, if any, between the competent auchorities in Hungary and any other 
countries im this case. 


There was no cooperasan between Hungary and amy other UN Member State in this case. 
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Annex 47: Reply from Venezuela to the Panel’s enquiry 


i herre ieién Peranacm 3s be Pepin 
Bolan : ret che! Procter I . Tishaa ca Vere arte 
Ge Varemind fy Fioiecionee Exberonoe Kec Lewin - hue York 


Ho. 007196 


The Permanent Miseion of tee Bolivarian Pepublic of Venezuela to the United Nations: 
precents ite compliments to the distinguished Panel of Expert: established pursuant to 
Security Council Resolution 1874 (2009) in the opportunity of referring to the laters Notes 
Verbales Moe. SIAC .AS/2019/PENOC.113 and SACAS2030/PENOC 146, dated 24 Cctober 
2019 and 12 June 2020, respectively. 


Al the outeet, the Permanent Mission of tee Bolivarian Republic of Venezuela to the 
United Miathone would like bo stress Gwree (00d) penta: 


1. The Bolivarian Republic of Venenuela le a responsible member of the intemabonal 
community that hae ahways net ite Intemational legal obligations, induding those 
deriving from the Charter of the United Nations, induding those refered to matters. 
of intemational peace and security, under Chapter VIL 


ght to engage in and develop friendly rlaione and coopersiion with any other 
State it so decides, in line with one of the fundamental purposes of the United 
Nato. 


3. The Bolivarian Pegublic of Veneouela le fully aeere ered reapectiul of the measures 
imposed by virtue of relevant reeolutions of the Security Gourd of the United 
Natone on the Demecaitic People’s Republic of Korea, which are legally binding 
by virtue of relevant proweioné of the Charter of the United Mations. 


Im light of the above and in particular reference fo the communications 
abovementioned, tha Fernanent Mission of the Bolivarian Plepublic of Venecuela to the 
United Maton adiviaes Inereby that the welt of members of the National Constituent Assembly 
of the Bolivarian Pepublic of Wenenueta and the United Soctalist Party of Venezuela (PSU, 
in Spanish) to tee Democratic People's Republic of Korea, from 24-27 September 2078, was 
of an exdusive political nature, at tie invitation of the Worker's Party of Korea, and with the 
Bole purpose of shrengthening the tee of friendship between both natons, including anongest 
ite political partes and parliament. 


Moreover, the Pennanent Mission of the Bolivarian Republic of Venezuela to the 
United Mations tanemite ite serous coamcem at fre decision of the Panel of Experte 
establiahad pursuant to Security Counc) Reeciution 1674 (2009) to initiate an official 

ian the beale of infomation from “a media report”: namely, one single source, as 
can be conciuded fram the communication dated 24 October 2018 and it Annex, particulary 
taking inte account tee fact that there ic no single agreement between the Bolivarian Republic 
cooperation. 


2S. Gat ice Mane foci, AY BOTT © Tei (1S) ST -SDE = Fee GH) ST -s 
Came: Eaorscenc: maine Geol gos se) bois ee ee ee gs 
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(joer Maitn Perrmace® sla Men tice 
Bolrvanano Rerentero Od Poder Puce Doteetane fe Verar mm arte 
Ge Vere rues | nes Ratactones Cxterore Neciones Lvetas - Maes York 


yay met gngenae emery a emg aaa pS 
ee ae fabricated allegations, has allowed, perhaps 
inadvertently, the instrumentalizati cn of the Panel of Experts to attack a full Member State of 
the United Nations, as is the Bolivarian Republic of Venezuela. For instance, tis is most 
recently demonstrated by the way in which international media has reported in recent days 
the previous communications from the Panel of Experts to the Permanent Mission of the 
Bolivarian Republic of Venezuela to the United Nations and which, despite being of a non- 
public nature, were still leaked to the press and are being used for political purposes, as part 
of propaganda campaigns against Venezuela. 


In addition, while the Permanent Mission of the Bolivarian Republic of Venezuela to 
the United Nations understands the mandate and scope of the work of the Panel of Experts 
established pursuant to Security Council Resolution 1874 (2009), it stresses that the Panel 
of Experts must ensure at all times compliance with yeah psp aaa nacre He 
protection of nights. Sources must be rigorously corroborated and allegations must be duly 
verified, in order to avoid the initiation of a state of permanent suspicion and accusations 
against any country — including Venezuela —, without actually presenting any proofs. The 
contrary would then require constant responses to never ending accusations or media reports 
that have no backing, and which shall be an undesired practice. 


Furthermore, the Permanent Mission of the Bolivarian Republic of Venezuela to the 
United Nations respectfully suggests the Panel of Experts established pursuant to Security 
Council Resolution 1874 (2009), for future reference, to provide concrete evidence and/or 

onus 


imposed by the Security Council of the United Nations on the Democratic People’s Republic 
of Korea, in order to ensure that it can respond accordingly, insofar as the queries of the 
Panel of Experts are duly substantiated and/or from serious sources. 


The Permanent Mission of the Bolivarian Republic of Venezuela to the United Nations 
presents avails itself of this opportunity to renew to the distinguished Panel of Experts 
established pursuant to Security Council Resolution 1874 (2009) the assurances of its highest 
esteem and consiieration. 


of Experts established 
Security Council Resoluton 1874 (2009) 
New York.- 





‘335 Cast 40> Steet. New You, NY 99017 + Tedtione (212) SET-O0SE + Fax (212) ST-oe 
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Annex 48: Reply from Yemen to the Panel’s enquiry 


ee RMZ Drawer 
eae (a7) ADS 


TEL: 2le-d65-1 73) 
Fao: a1 2- Pee 


Ref ROY oo0/S20 


Excellency, 


In reply to pou letters dated 22 Nowember 20179 with = reference 
(S/A0C49/2019/PE/OC193), with regard to the Pamel of Experts established Formant to 
(2013), F270 (2006), 2321 (2006) and 2356 (2017), 2371 (2017), 2375 (2017), and 2397 (2017), 
Yahya Al Shami sigmed a letter inviting two delegations from the DPRE to meet in Damascus. 
The second was concerning ongoing investigation of a project deal involving Ma. Naif Abmed 
for the supply of military equipment. Please be advised that the so-called Zakaria Yahya Al- 
Shami is impersonating the position of “Chief of Defense staff”. He is am affhate of the 
Hoenthi militia and does mot represent the Government of Yemen in any capacity, therefore, 
his actions and atterapts to establish military cooperation with The Democratic People's 
Republic of Korea (DPRE) are a clear violstion of Security (Council resohations of DPRE, as 
well as resolutions om arms embargo of Yemen, im particular, resolution 2216 (2015). These 
attempts are part of a wide army of efforts led by the Houthis and Lan; and are aimed at 


te Damascus, Syria, following the Syrian regime's violation of the Vienna Comrention on. 
representative of the Homthi militia m a flaprant viokttion of intermational resolutions. The 
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Republic of Yemen. Further, the actions of Al-Qanis, including the signing of a protocol with 
a Syrian arms dealer called “Hussein Al-Ali” in order to import military equipment into 
Yemen, are in clear violation of the Security Council resolutions of DPRK, as well as 


resolutions related to the arms embargo on Yemen, in particular resolution 2216 (2015). 


The Government of Yemen recommends that the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) to share with the Panel of Experts 
established pursuant to Security Council Resolution 2140 (2014) any information related to 
the aforementioned individuals or any other representatives of the Houthi militia in order to 
enable the effective tracking of the sources of the weapons used by the Houthis to prolong 
the conflict and target civilian objects in Yemen and Saudi Arabia. 


Please accept, the assurance of my highest consideration. 


ss 
Coordinator of the Panel of Experts established 


Pursuant to Security Council Resolution 1874 (2009) 
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Annex 49: Several previously reported cases related to the Democratic Republic of the 
Congo (DRC), Eritrea and Myanmar 


Democratic Republic of the Congo 


The Panel continued its investigation into the involvement of the Democratic People’s Republic of Korea in 
gold mining in the Democratic Republic of the Congo, and the provision of military training and arms sales 
by the Democratic People’s Republic of Korea to the Presidential Guard of the Democratic Republic of the 
Congo (see S/2019/171, para. 68). The Panel wrote to Fouad Dakhlallah, who is suspected of violating Sec - 
urity Council resolutions by engaging with nationals of the Democratic People’s Republic of Korea who were 
either working on behalf of entities designated by the Security Council or had been previously reported as 
being involved in prohibited arms-related activities in Africa and the Middle East (see S/2019/171, para. 67 
and S/2020/151, para.104). The Panel has requested information from the Democratic Republic of the Congo 
on the above cases. The Panel has not yet received a reply to its enquiry from the DRC. 


Eritrea 


The Panel continued its investigation into arms-related cooperation between the Democratic People’s Repub- 
lic of Korea and Eritrea. Eritech Computer Assembly & Communication Technology PLC (also known as 
Eritech or Etech), “operated by the Eritrean Defence Forces” and co-located with “Asha Golgol Military 
Technical Centre”, was identified as a recipient of arms and related materiel from Glocom, a company of the 
Democratic People’s Republic of Korea supplying military communications equipment (see S/2018/171, para. 
91, S/2019/171, para. 70, and S/2020/151, para. 105). The Panel also continued to investigate Kim Kwang 
Rim, a national of the Democratic People’s Republic of Korea whom the Panel had previously reported to be 
the representative of the Green Pine Associated Corporation in Eritrea. Eritrea has not provided substantive 
information in its responses to the Panel’s repeated enquiries. The panel continues to ask Eritrea for further 
clarifications. To its further clarifications and enquiry, the Panel has not yet received a reply from Eritrea. 


Myanmar 


The Panel repeated its earlier request for documentation and other information concerning matters involving 
military cooperation between Myanmar and the Democratic People’s Republic of Korea, including ballistic 
missile cooperation since October 2006, as well as evidence of the return of technicians from Myanmar and 
the Democratic People’s Republic of Korea to their respective home countries (see S/2019/171, para. 78 and 
S/2020/151, para.110). The Panel has not received a response on these matters. The Panel has not received a 
response on these matters. 
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Annex 50: Essentra 


Following the announcement on 16 July 2020 of a deferred prosecution agreement between Essentra 
FZE Company Limited and the US Department of Justice relating to sales to the DPRK of compo- 
nents used in the manufacture of cigarettes, the Panel wrote to Essentra who cooperated with the 
Panel. The Panel is continuing its enquiries and has written to entities in several Member States 
concerning potential violations of UN sanctions. 


https://www.justice.gov/opa/pr/essentra-fze-admits-north-korean-sanctions-and-fraud-violations- 
agrees-pay-fine 
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Annex 51: Cash and Gold Smuggling by DPRK nationals in the Islamic Republic of 
Iran between Iran and the United Arab Emirates 


Smuggling gold and cash could be in violation of multiple sanctions measures stipulated in relevant 
resolutions including: 


Paragraph 11 of resolution 2094 (2013) prohibited transfer of financial assets, including bulk cash, 
to and from the DPRK, which could contribute to the DPRK’s nuclear and ballistic missile 
programmes, or other activities prohibited by relevant resolutions. Paragraph 14 of resolution 2094 
(2013) clarifies that all States shall apply the measures set forth in paragraph 11 of this resolution 
to transfers of cash, including through cash couriers, transiting to and from the DPRK. 


Paragraph 37 of resolution 2270 (2016) clarifies that all States shall apply the measures set forth in 
paragraph 11 of resolution 2094 (2013) to transfers of gold, including through gold couriers, 
transiting to and from the DPRK. 


Furthermore, although the Panel is still investigating the route of the transfer of gold, it notes that 
paragraph 30 of resolution 2270 (2016) prohibits the supply, selling or transfer of gold, regardless 
of whether it is directly or indirectly, from the DPRK territory or by DPRK nationals. 


Concerning the three Iranian individuals who are suspected of involvement in the DPRK gold and 
cash smuggling between Tehran and the airport of Dubai'*’, the United Arab Emirates informed the 
Panel that as of October 2020, these three Iranians were residing in Dubai. According to a Member 
State, the nationals of the Democratic People’s Republic of Korea involved in the smuggling often 
travelled using Emirates Airline. Since 2019, the Panel has been requesting information from the 
airline but has not yet to receive a substantive response. 


The Member State assesses two nationals of the Democratic People’s Republic of Korea, Pak Sin 
Hyok and Ri Kuk Myong, both in the Economic and Commercial Section of the Embassy of the 
Democratic People’s Republic of Korea in Tehran, as being current participants in this smuggling. 
The Member State further informed the Panel of multiple nationals of the Democratic People’s 
Republic of Korea, including a former diplomat. '** 


Source: The Panel 





87 Mr. Mohammad Hussain Mehrchian, Mr. Mohsen Hussain Fahad and Mr. Heidar Saheb Faraji Dana. 
'38 §/2020/151, para. 108, Annex 26. 
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Annex 52: On advertisement or display of prohibited items, Mansudae Art Studio and 
its artwork 


Relevant UN security council resolutions obligate Member States to prevent the DPRK from generating or 
acquiring revenue to support its WMD program. To this end, the Committee and Security Council designates 
entities and individuals that are engaged in or provide support for DPRK’s nuclear-related, other WMD and 
ballistic missile-related programmes. The designated entities are subject to the asset freeze pursuant to para- 
graph 8(d) of resolution 1718 (2006). 


DPRK’s Mansudae Overseas Project Group of Companies (a.k.a Mansudae Art Studio, hereafter 
“Mansudae”) was designated for the assets freeze pursuant to paragraph 8(d) of resolution 1718 (2006) in 
2017 (see annex IJ, resolution 2371 (2017)). Mansudae work, to include statues and artwork available from 
their studio, are subject to the asset freeze by Member States pursuant to paragraph 8 (d) of resolution 1718 
(2016). Also, the artwork potentially available at Mansudae Art Studio includes statues. The procurement of 
statues was prohibited in November 2016, pursuant to the resolution 2321 (2016), prior to the designation of 
Mansudae Art Studio in August 2017. 


Paragraph 8(d) of resolution 1718 (2016) further requires Member States to ensure that any funds, financial 
assets or economic resources are prevented from being made available by their nationals or any persons or 
entities within their territories, to or for the benefit of designated individuals, entities, or persons or entities 
acting on behalf of or at their direction. Paragraph 12 of resolution 2270 (2016) affirms that “economic 
resources” as referred to in paragraph 8(d) of resolution 1718 and prohibited to be transferred to the 
designated entities includes “assets of every kind, whether tangible or intangible, movable and immovable, 
actual or potential, which potentially may be used to obtain funds, goods, and services.” 


The Panel has previously highlighted the potential risks of showcasing prohibited items. The Democratic 
People’s Republic of Korea’s parades that showcase its tanks, ballistic missiles, and conventional arm, for 
example, also promote the country’s illicit military sales that generate revenue (see para 203, S/2020/151). 
Similarly, the DPRK may directly or indirectly benefit from the advertisement or showcasing of prohibited 
artwork or statues, which ultimately support Mansudae’s overseas operations. The Panel is investigating the 
activity of Mansudae overseas. It previously investigated the exhibition and advertisement of Mansudae 
artwork, as well as purchase and transfer of Mansudae artworks by the visitors to the studio (see S/2020/840, 
paras. 102, 103, S/2020/151, paras. 102, 103, S/2019/171 para.95). Furthermore, individuals or organizations 
that facilitate the sale of prohibited artwork or statues would be subject to the relevant provisions of the 
Security Council resolutions (e.g. asset freeze or seizure). 


Source: The Panel 
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Annex 53: Website of Chugai Travel Co. Ltd. !°° 


(1) Advertisement of tailored Korean ethnic dress during tours in Pyongyang 


TOP » SisTKEx t—F—-FAIV. WHEIO-me 


AF —F ay, “EUO—#e 


eee 


eh a 


STS HNIC ON Wy 
SOUS TAOMITE. BALD TESTI EO LREMRE ON TEETH OSA 


UFAECOAARTMHCK. MSSSOSCeMOBATHO. ACR 
FIVFa SNS isla, Dib FRALIA. Fi 
RRA 

PREDRICA—IL2 


SPNOMMPA-NLY—BHS 





Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020) 





139 Address: 7-2-6, Ueno, Tato Tokyo, Japan. According to the website of the General Association of Korean Residents. in Japan 
(FER ABAREABHES , this company is listed as a" business organization" (Af All) of the association. Chugai shares address 
with other nN ie maT ee including the Korean Football Association in Japan. 
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(2) Chugai Travel as general agency of Air Koryo!*° and Korean International Travel Company!*! 
g g gency y pany 


ater 


ce th ARF Ft MATRERON SRM) BI028 UTATER 


BURGERS: Aus SsetRs 
Chugal Travel Co. Lad 


\ 03-3842-6380 


Farm~uw s0(F> ex~2@ 


HOME 


FrVA—-VEHAL CSRICMTERUDS ! 


MAMTA TIS A—F— X71 FORE 
SSROAB- BBWicsSnec 
BRFRECTULKESES. 


SOPOMS & RMZIIOMAT KERMIT RAOMUMAOLLSORESMILES 
= : : : . Ee c th AREZO 


MARIT ~Go To KIAWULEY YA—YiDUT~ — 
a > ATA ESSRGS TSR 


BINT ~GOTOKDAILIZDUT 


RRA MEROVEL LD! wie 
it ae ei 


FAK pony 


Senki PG \ xt namens 


Welcome to Chugai Travel 
Japanese General Agency of Korea International Travel Company and Air Koryo 





Source: Website of Chugai Travel Co. Ltd. (accessed 25 December 2020) 





49 The Panel continues to investigate links between the DPRK military and Air Koryo, noting the absence of boundaries between the 


Korean People’s Army Air Force and Air Koryo as well as the role of Air Koryo in incidents of non-compliance with the relevant 
sanctions. 


'41 KITC is controlled by the National Tourism Administration (in Korean: =7}-##4S5). 


uo 
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Annex 54: Article on Mansudae Art Studio (excerpt) on Young Pioneer Tours!‘ 


Website 


Mansudae Art Studio 








Mansudae Art Studio 


VISITING MANSUDAE ART STUDIO 


Guess what? You can totally visit. On a great deal of our tours, so long as it’s arranged beforehand, it’s entirely possible to 
visit the studio yourself! Much of it is inaccessible unfortunately, but it’s entirely possible to tour the outsides, see some 
magnificent works, buy a few for yourself and if you're very lucky, even get to see some of the artists at work and ask a 


few questions! You don’t get much closer to the action than this without being a Korean yourself. 


For those packing a lot of cash, the studio also offers large ornate pieces that likely won’t fit in a suitcase. Luckily, that’s 


no problem because the studio offers an exclusive postal service to help ship it overseas. For a fee, naturally, but if you’ve 





gone so far as to buy one of those huge works, why not go the distance? 


IF YOU’D LIKE TO VISIT FOR YOURSELF, CHECK OUT 

OUR TOUR LISTINGS AND SEE WHICH ONES OFFER IT! 

IF YOU CAN’T FIND ONE THAT SUITS YOU, FEEL FREE 
TO TRY AN INDEPENDENT TOUR INSTEAD! 


Source: Website of Young Pioneer Tour (accessed 30 December 2020); square was added by the 
Panel. 





2 Address listed on the reply to the Panel: Leahkena Home, Taphul Road, Siem Reap, Cambodia. - 
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Annex 55: Website and reply of Koryo Studio! 


(1) Advertisement on Koryo Studio website 


®& KORYO STUDIO Artworks for sale Exhibitions Publications Films Blog About Koryo Studio Contact 


North Korean Art 


Koryo Studio commissions with DPRK artists 


Our goal is to commission North Korean art rather than buy from the DPRK (North 
Korean) Art Studios. As a collaboration with Koryo Studio the artists develop a brief that 
differs from repetitive themed works their studios dictate. It frees them from the 
limitations of the DPRK art world and gives them more latitude to experiment. Due to 
these opportunities, local artists constantly seek us out and pitch their ideas. Ina 
system where copy work abounds, we make sure the commission process and art 

are fully recorded. In certain commissions due to sensitivities not all information 
artist will be made available. Our aim is to produce a limited selection of artwork 
collectors who want to be a part of North Korea’s contemporary art history. 


Koryo Studio projects in collaboration with 
international photographers 


We work with a limited number of photographers who are prepared to invéS™ 
elavelnoyzic-lolaliar-Magicmerel¥[ alan’ are lave Mm coMeicct-)aoMUlal(e [O(c Mu cols ¢-Male)@elal hme) M- leat) arom ZcLU[: 
which also challenge and inform the viewer. 


& Koryo stupio Artworks forsale Exhibitions ons slog About Koryo Studio 


Oil Paintings: Commissioned by Koryo Studio to support young artists in Pyongyang 
and representing themes from sport, family, military, and more. These pieces are 
not created through official channels so the work is signed by the artists’ pen names. A 
variety of copy works and original compositions. 


Size: 84 x 64cm Size: 84 x 64cm SOLD - Size: 84x 64cm Size: small Size: 94x 64cm Size: 81x 66cm 

Artist: N/A Artist: N/A Artist N/A Artist: N/A Artist: N/A Artist: N/A 

Price: 366-£4R 140 EUR Price: 366-EUR 140 EUR Price: 366-EuR 140 EUR Price: 366-E¢R 140 EUR Price: 486-EvR 200 EUR Price: 366-E0R 140 EUR 
1D: OPOOT 1D: OPOO2 ID: OPOOS 1D: OPOO4 1D: OPOOS 1D: OPOOG 


Original composition Original composition student copywork Original composition Original composition Original composition 





cer 


Source: Koryo Studio website, https://koryostudio.com/commissions/ (last accessed 17 December 2020). 


Poster created in 2020 





3 Address: No. 27 Bei San Li Tun Nan East Courtyard, Chaoyang District, Beijing, China. Formerly known as Pyongyang Art 
Studio. 
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Let's Wash Our Hands! 


First commissioned North Korean poster depicting life 
during COVID-19 





Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last cccessed 17 December 2020) 
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Advertisement of the Mansudae artist’s artwork 


Limited edition linocuts 


depicting the iconic roles 
of women in Korean 
society 


Limited edition linocuts from “The Spiritual Core of 
Korea’ series 








Source: Koryo Studio Website, https://koryostudio.com/commissions/ (last accessed 17 December 2020) 


2) Reply from Koryo Studio founder (excerpt 
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With regard to the artwork ‘Let’s Wash Our Hands’, | would like to inform the Panel that on 
the 30 June 2020 we sent out the following press release to clarify that it was painted by a 
North Korean artist who was not affiliated with any North Korean entity and was no longer 
living in North Korea: 


As Koryo Studio director who commissioned the piece. 
from his North Korean artist contacts) put it. “When we realised that North 
Koreans were being instructed on hygiene rules, we imagined that the message 
would also be handed out, as it often is, through visual notices in the form of 
propaganda posters. However, as North Korea was the first country to close 
and it still remains inaccessible, we had no way of finding out what visual 
imagery they would be using to prepare their citizens”. 


Koryo Studio worked with the artist over email and it took a few weeks for us 
to get the first sketch. By this time, the health emergency was global. We 
asked the artist to add the year and he did so in such a way as to make it rather 
striking with ‘2020° looming behind the diligent hand-washing lady. 


Again, we worked with the animation artist who is living in PR China (an employee of one of 
animation studios in Pyongyang, absolutely no connection with Mansudae Art Studio). 


The artists we have commissioned who were connected to Mansudae Art Studio are those 


who worked on the Asia Pacific Triennial in 2009, EN in 2015 and artist Hwang 
in Jae, who died in 2015. 


Source: The Panel 
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Annex 56:Replies from Republic of Korea, K-Mecenat Network and Korean Fine Arts 
(1)Reply from the Republic of Korea 


The Republic of Korea provided the Panel with information concerning artwork exhibited at Odusan 
Unification Observatory held in 2019 and 2020. According to the reply, “for the Odusan Unification 
Observatory South/North Art Exhibition, artworks owned by K Mecenat Network and two ROK art 
collectors were rented. In accordance to Article 16 and 17 of the Personal Information Protection 
Act, information regarding the ROK art collectors is protected by law. Therefore, the names are 
provided in an anonymous format.” 


The Republic of Korea further stated “the artworks displayed at the exhibition are owned by the 
organizer, K Mecenat Network and ROK collectors. Therefore, no contact, direct or indirect, was 
made with DPRK nationals, including the Mansudae Overseas Project of Companies.” The 
Republic of Korea provided list of artworks exhibited in 2019 and 2020 at Odusan Unification 
Observatory, stating “it is extremely difficult to verify the affiliation and job title of the DPRK 
artists considering the limitation of information due to the clandestine nature of DPRK.” The list 
of DPRK artworks exhibited in 2019 includes the following: Kim Chung Hee, “Tiger in Mt. Baeksu” 
(unidentified), Son U Yong (Sun Wu Young), “Ripening Autumn” (2006), Jung Chang Mo 
“Pomegranate” (2007). The list of DPRK artworks exhibited in 2020 includes the following: Jung 
Chang Mo, “Magnolia Sieboldii” (2008), Son U Yong (Sun Wu Young), “Mt. Geumgang” (2002), 
Hong Un Seok, “Strong Prosperous, Cultural Country” (2019), “Bright Future of Homeland’’(2019), 
and “Dokdo” (2019). 


The Republic of Korea further stated that “Among the artworks displayed at the Odusan Unification 
Observatory South/North Art Exhibition, the alleged Mansudae Studio affiliated artists are Kim 
Chung Hee, Jung Chang Mo, and Sun Wu Young. Owners of the displayed artworks, including K 
Mecenat Network, purchased the artworks in the DPRK from 2010 to 2013.” And “after speculative 
media reports named DPRK artist Hong Un Seok as a Mansudae Art Studio affiliate, the relevant 
Korean authorities have tried to verify this information through various channels. So far, no such 
affiliation has been confirmed.” 
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(2) Reply from K-Mecenat Network!“ 


Response regarding the “Peace, the wind is coming” 
South-North Exhibition 


Exhibited artworks made in North Korea 


© South North Exhibition was hosted by the Institute for Unification Education, 
and organized by K Mecenat Network to promote inter-Korean reconciliation 
and peace. Regarding the exhibited artworks made in North Korea, artworks 
owned by K Mecenat Network and artworks(rented) of 2 South Korean art 
collectors were exhibited. 


© Unfortunately, we do not have sufficient information to confirm the alleged 
affiliation of the North Korean artists. 








'44 The artists reported to be displayed, and enquired regarding affilication to Mansudae include Jeong Chang Mo(@ 4 &), Son 
U Yong(“12Q&) and Hong Un Seok(S 244) . Jeong Chang Mo and Son U Yong have been lisetd as Mansudae Art Studio 
artits in other exhibitions held prior to the designation of Mansudae Art Studio. "London Korean Links, Mansudae Artists to 
visit London from DPRK in November", https://londonkoreanlinks.net/2014/09/08/mansudae -artists-to-visit-london-from- 
dprk-in-november/ 
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Regarding owmership information of the exhibited North Korean 
artworks. 


o artworks owned by K Mecenat Network and artworks(rented) of 2 South 
Korean art collectors were exhibited. 


Regarding alleged communication with Mansudae Art Studio 


o We made no such contact with North Koreans nor entities of other countries for 
the purpose of Odusan Unification Observatory SouthNorth Art Exhibition. 


Response to media's allegation 


o The artworks of the alleged artists owned by K Mecenat Network and South 
Korean art collectors were purchased in South Korea prior to the UNSC North 
Korea Sanction designation(2017). Their artworks were purchased in South 
Korea between 2010-2013. Therefore, the artworks are not subject to the 
UNSC sanctions. 


o After the media reports on Hong Un Seok(@#4j)'s Mansudae Art Studio 
affiliation, we have tried to check his affiliation in many ways. But no official 
information has been confinmed regarding the alleged Mansudae Art Studio 
affiliation. 


Source: The Panel 


(3) Reply from Korean Fine Arts Association 


Concerning the two exhibitions held in 2018 and 2019 in which artwork of Kim Cheong Hee was displayed, 
Korean Fine Arts Association (KFAA) replied that according to the staff who worked in 2018, the artworks 
displayed in the exhibitions in 2018 and 2019 were leased for free of charge by collectors in the ROK (2018) 
and China (2019) and has been returned to ROK collector or will be returned to China. KFAA also provided 
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the list of artworks exhibited at the National Assembly in 2019. The list includes two artworks of Kim Chung 
Hee. KFAA stated that according to the collector in China the two artworks exhibited in 2019 were both 
produced in 2009. The Panel requested relevant document to support the statement. 
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Annex: 57: Congo Aconde 


Procurement of statues from the Democratic People’s Republic of Korea has been prohibited since 2016 
pursuant to paragraph 29 of resolution 2321(2016). 


Congo Aconde SARL, headed by Mr. Pak Hwa Song and Mr. Hwang Kil Su was involved in projects to 
build several statues in the Lualaba and Haut-Lomami provinces, DRC, from 2018 to at least late 2019. 
Based on the information seen by the Panel, the Panel considers Congo Aconde to be a front company for 
the state-run Paekho Trading Company, which exports artwork including statues created by Paekho Art 
Studio (Figure). 


The Panel also notes the passport of Mr. Pak and Mr. Hwang were issued on 14 July 2014, which suggests 
that they may have been active overseas since 2014 (Annex 79, 80). The Panel is investigating their overseas 
activities before the establishment of the Congo Aconde. The Panel has not yet received reply from the 
Democratic Republic of Congo. For detail of the case see finance section. 


Figure : Congo Aconde’s letter head (top left), company’s seal (bottom left) appared on Request for 
Surety Bond and certificate of Paekho Trading Corporation for artwork 
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Source: The Panel 
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Annex 58: Reply from Romania 


21-01647 


PERMANENT MISSION OF ROMANIA 
TO THE UNITED NATIONS 


The Ambassador, 
Permanent Representative 


No. 7519 New York, 19 November 2020 
Dear Mr. Coordinator, 


We are writing in reference to your letter no. S/AC.49/2020/PE/OC.20 concerning the 
implementation of international sanctions imposed on the Democratic People’s Republic of Korea 
(DPRK) in Romania, and in addition to our letter of 4 August 2020, we have the honor of providing 
supplementary information. 


According to the outcome of the investigations carried out by the Romanian competent authorities, 44 
legal/natural persons entered into lease agreements with IMA PARTNERS SRL regarding the 
building located at 28 — 36 Soseaua Nordului, 1*' District, Bucharest. 


Based on the above-mentioned lease agreements, during the period 1 January 2018 and 30 June 2020, 
the rent collected by IMA PARTNERS SRL amounted to a total of 2.693.380 RON (approx. 653.700 
USD), most of the money being wire transferred. 


Further detailed information on the businesses and transactions operated in relation to the premises 
are provided in the attached document. 


Within the aforementioned reference interval, no transactions - neither cash, nor wire transfers - were 
identified between IMA PARTNERS SRL and the DPRK Embassy. Furthermore, as we had 
mentioned in our previous letter, according to the statements of the two parties, the lease agreement 
concluded between IMA PARTNERS SRL and the DPRK Embassy was terminated as of 10.11.2017. 
The company continues the sublease agreements in relation to the building, invoking a retention title 
for investments made in the premises. The representative of the company declared in writing that no 
payments had been made to the DPRK between | January 2018 and 30 June 2020. 


Romania will continue to take all necessary measures aimed at ensuring an adequate application of 
UNSC Resolutions. Moreover, we would like to express our availability to continue our close and 
open cooperation with this Panel. 


Please accept, Mr. Coordinator, the assurances of my highest consideration. 





- Ion I. Jinga 


Annex: List of parties to lease agreements with IMA PARTNERS SRL 


Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 
United Nations 


S=——eeeeoeeeeeeeeeeeeeeeeeeeeeeeee 


573-577 3° Avenue, New York, NY 10016 
Phone: (212) 682-3273, (212)682-3274, Fax (212) 682-9746 
E-mait newyork-cnu@mae ro httpvimpnewyork mae.r0 
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Annex 59: Excerpts from lease agreement and addendum between the Embassy of DPRK to 
Romania and S.C. Ima Partners S.R.L. 


This annex is confidential. 
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Annex 60: Information on the sales of Mercedes vehicles to LS Logistica & Spedizioni SRL 


For what concerns the relationship with LS, European informs the Panel that during 2018 Europ 
sold to LS ITALIA three more Mercedes as indicated as follows: 


Invoice invoice 














Vehicie Car Chassis Plate N.Contr. Date Contr. No. Date Delivery 
WDD2221761A35648 | FINO35C 03/04/1 
8 H 12717 | 27/12/17 | 20 8 | 13/02/18 | 

















WDD2229801A35165 07/08/21 
5 | FRS39RD | 62/18 25/06/18 | 


WDD2229761A33335 | 26/09/2 | 
| FN144YT | 27/18 8 | 12/03/19 










06/03/18 





For these three Mercedes the Complaint of the Termination of Movement with PRA has been made 
January 10, 2020. 


Source : The Panel 
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Annex 61: Images of Mercedes brand vehicles (Maybach Pullman W221, W221 restyling, S600 
Landaulet) used by the DPRK leadership 





Source : 





Source : https://www.drive2.ru/c/471173169168777960/ 
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Annex 62: Images of Lexus LX 570 vehicle used by Kim Jong Un (Agust 2020) 





Source: KCTV 
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Annex 63: Reply Letter from Singapore 


300/419 


Shar it 
A isocnhtas 
: NUT rue 
PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE 


ae 


es 


15 September 2020 


Coordinator 
United Nations Security Council Panel of Experts established pursuant to 
Resolution 1874 (2009) 


I write to inform you of the Singapore Government’s forfeiture of a 
shipment of wine allegedly bound for the Democratic People’s Republic of Korea 
(DPRK). 


Singapore received information from a Member State in January 
2020 concerning an allegedly DPRK-bound shipment of alcohol that transhipped 
in Singapore from 7 to 10 January 2020. The shipment was held for checks while 
in Singapore, and was seized by Singapore authorities on 31 January 2020. 


According to the invoice and packing list submitted by the shipping 
agent, the shipment of wine was supplied to Sangmyong General Trading 
Corporation (“Sangmyong”). The hygiene certificate submitted by the shipping 
agent identified Sangmyong as the importer. The Panel would recall that 
Sangmyong had previously been identified as an entity that had actively violated 
Japan’s ban on luxury goods trade with the DPRK in the Panel's reports 
$/2012/422 (2012) and S/2013/337 (2013). Sangmyong is also listed by the Dow 
Jones Risk Center as an “entity fully owned by the OFAC comprehensively 
sanctioned government of North Korea via the Korean Worker's party”. 


Under Regulation 5(a) of Singapore’s United Nations (Sanctions — 
Democratic People’s Republic of Korea) Regulations 2010, “no person in 
Singapore and no citizen of Singapore outside Singapore shall supply, sell or 
transfer, directly or indirectly, any designated export item or designated luxury 
item to any person in the DPRK, whether or not the item originated in Singapore”. 


SiS best USth Street, New York. NV LOO1T, United Suites of \ewrice | oT eh 29 TE S26 O80 Feb b 2b) S26 2968 | iia ge seine sed 
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Our authorities investigated the shipping agent for possible offences 
committed under the laws of Singapore in relation to the seized shipment. 
Following the completion of investigations, no offence was disclosed against the 
shipping agent. 


On 25 August 2020, our authorities obtained a court order under 
Regulation 17(1) of the United Nations (Sanctions — Democratic People’s 
Republic of Korea) Regulations 2010 for the shipment to be forfeited to the 
Director-General of the Singapore Customs for disposal. The relevant court 
documents related to the proceedings resulting in forfeiture are attached at Annex 
for information. The forfeiture also fulfils the obligation of Member States under 
Paragraph 20 of United Nations Security Council (UNSC) Resolution 2397 
(2017) to seize and dispose of items the supply, sale, transfer, or export of which 
is prohibited by the relevant UNSC Resolutions. 





Singapore reiterates our commitment to upholding our obligations 
under the relevant UNSC resolutions, and will continue to be of assistance to the 
Panel where possible. 


Yours sincerely, 


ae 
‘ a 
BURHAN GAFOOR 


Ambassador and Permanent Representative 


Enc. 
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ANNEX 


APPLICATION PURSUANT TO REGULATION 17(1) OF THE UNITED 
NATIONS (SANCTIONS — DEMOCRATIC PEOPLE’S REPUBLIC OF 
KOREA) REGULATIONS 2010 


Third Report of Deputy Chief Superintendent of Customs EEE, made in 
support of the application of the Attorney-General under Regulation 17(1) of the United 
Nations (Sanctions - Democratic People’s Republic of Korea) Regulations 2010 (“UN 
DPRK Regulations”), before the undersigned District Judge, State Courts of the 


Republic of Singapore, on 25 August 2020. 
It seized vide ort/Case No.: C2003520/1P/01 


ae As stated in the First Report of DCSC Hii filed on 11 August 2020 (the “First 
Report”), Singapore Customs scized the following goods on 31 January 2020 in 
exercise of its powers under Regulation 14A of the UN DPRK Regulations read with 
Sections 34 and 35 of the Criminal Procedure Code (Cap. 68) (“Seized Goods”): 


(a) 1158 cases x 4 boxes x 3 litres of Dry Red Wine; 

(b) 50 cases x 12 packets x | litre of Orange Juice; 

(c) 25 cases x 12 packets x | litre of Summer Pine Juice; 

(d) 25 cases x 12 packets x | litre of Medly of Fruit Juice; 

(e) 49 cases x 12 packets x | litre of Mango Juice; and 

(f) 25 cases x 12 packets x | litre of Secrets of the Valley Juice. 


ustoms on 11 August 2020 and 21 August 2020 


3. The background facts and outcome of Singapore Customs’ investigations are set 
out in detail in the First Report. ‘lo summarise, shipping documents revealed that 
Sangmyong General Trading Corp (“SGTC") was the client / receiver of the Seized 
Goods. Korea Sangmyong General Trading Corporation (also known to Singapore 
Customs as SGTC) was flagged by the United Nations Panel of Experts as a “DPRK 
end-user” in its 2013 Report! and its 2012 Report? for its involvement in the smuggling 
of luxury goods into the DPRK. 


4. As stated in the Second Report of DCSC fi filed on 21 August 2020 (the 
“Sccond Report”), Singapore Customs gave notice of the application to five parties 
that appeared to have an interest in the Seized Goods, pursuant to Regulation 17(3) of 
the UN DPRK Regulations. As at 20 August 2020, two parties had indicated that they 
would not be contesting the forfeiture of the Seized Goods. As at 25 August 2020, there 


' Report of the Panel of Experts (S/2013/337}. 
7 Report of the Panel of Experts (5/2012/422}. 
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Source: Member State 
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Was no response received from the remaining three parties. Singapore Customs* 
correspondence with the five parties are set out in detail in the Second Report. 


Mention on 25 August 2020, at 10:00 am, Court 7A of the State Courts, Republic 


of Singapore 
5. State Counsc! Gand GRR, on behall of the Atiorney- 


General of the Republic of Singapore, applied for the forfeiture of the Seized Goods 
under Regulation 17(1) of the UN DPRK Regulations. The Seized Goods were proved 
to be designated export items (i.¢. items listed in paragraph 2(a) to 2(f) above)’ and 
designated luxury items (i.c. items listed in paragraph 2(a) above)’. The Seized Goods 
were also proved to be the subject of a contravention of Regulation 5(a) of the UN 
DPRK Regulations which reads: 


“A person in Singapore and no citizen of Singapore outside Singapore shall — (a) supply, 
sell or transfer, directly or indirectly, any designated export item or designated luxury 
item to any person in the Democratic People’s Republic of Korea, whether or not the item 
originated in Singapore”. 


6. Upon the application of the Attorney-General, and upon reading the First and 
Second Reports, the learned District Judge {EEE was satistied that forfeiture of 
the Seized Goods under Regulation 17(1) of the UN DPRK Regulation was made out. 


4 In view of the above, may I seck a court order for the Seized Goods to be forfeited 
to Singapore Customs, and either destroyed or otherwise dealt with. 


Ba: 
Assistant Head 

Trade Investigation Branch 
Singapore Customs 





Sor Director-General of Singapore Customs 


* Regulation of imports and Exports Regulations, Seventh Schedule (Prohibited imports from and exports to 
{including transhipped goods and goods in transit originating from or bound for) country of territory, Third 
Column, DPRK, (18) Any goods that are for the purposes of trade with any person in the Democratic People’s 
Republic of Korea. 

“ Regulation of Imports and Exports Regulations, Seventh Schedule (Prohibited imports from and exports to 
{including transhipped goods and goods in transit originating from or bound for) country or territory, Third 
Column, DPRK, (5)(t) wines and spirits. 
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Annex 64: Reply from Singapore on SINSIMS 


304/419 








PERMANENT REPRESENTATIVE OF THE REPUBLIC OF SINGAPORE 


' 


20 January 2021 


Coordinator 
Panel of Experts 
Security Council Resolution 1874 (2009) 


I refer to your letter (S/AC.49/2019/PE/OC.102) dated 30 August 2019, 
requesting information on SINSMS Pte Ltd (“SINSMS”) and related entities and 
individuals; and Singapore's reply to the Panel dated 20 September 2019. 


SINSMS provided services relating to freight forwarding, packing and 
crating. Lim Cheng Hwee (“Lim”) was the director and a shareholder of SINSMS. Lim 
was in-charge of SINSMS’s business and operations. Hong Leng Ooi (“Hong”) is 
Lim's wifc. Hong assisted Lim with the administrative operations of SINSMS and took 
instructions from him. On seven occasions between December 2013 to July 2018, 
SINSMS, on the instructions of Lim, arranged for the freight of wines and spirits from 
Singapore to Dalian, China, with the knowledge that the said wines and spirits were 
ultimately bound for Nampo, DPRK. Lim knew that supply of the wines and spirits to the 
DPRK was in breach of Singapore's UN (Sanctions — DPRK) Regulations 2010 
(“UN-DPRK Regs”). Lim deliberately concealed the fact that the goods were destined for 
the DPRK, by supplying the goods to the DPRK via transhipment through Dalian and failed 
to declare the final port of delivery to Singapore Customs. Hong was involved in preparing 
the booking confirmations and bills of lading for the shipments, She thus had information 
relating to the said shipments but failed to report the same to the relevant authorities. The 
total value of the prohibited goods supplied to the DPRK in this manner amounted to 
SGD 745,488.87, or approximately USD 562,082. 
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Source: Member State 


21-01647 


Lim, Hong, and SINSMS pleaded guilty to the charges against them on 
12 December 2020. The charge sheets, which were also provided in our letter to the Panel 
on 20 September 2019, are enclosed for the Panel's reference. They were sentenced as 
follows: 


a) Lim: Two months’ imprisonment for three charges of engaging in a conspiracy to 
supply wines and spirits to DPRK, under Regulation 5(a) read with Regulation 
16(1) of the UN-DRPK Regs; 


b) Hong: Fine of SGD 4,000 for two charges of having information about the supply 
of goods to DPRK, and failing to report such information to the relevant authorities, 
under Regulation 14(1)(c)i) read with Regulation 16(1) of the UN-DPRK Regs; 
and 


c) SINSMS: Fine of SGD 30,000 for three charges of supplying wines and spirits to 
DPRK, under Regulation 5(a) read with Regulation 16(1) of the UN-DRPK Regs. 


During court proceedings, the Prosecution emphasized that the legislative 
intent of the UN-DPRK Regs is to give effect to the United Nations Security Council's 
resolutions against the DPRK and that freight forwarders such as SINSMS and its agents 
play a vital role in countering the DPRK’s illicit shipping and sanctions evasions efforts. 
The Prosecution also highlighted the aggravating features of the case, namely, the 
protracted period of offending, the substantial value of the goods involved, and difficulty 
of detection given the deliberate concealment of the fact that the goods were destined for 
DPRK. The presiding District Judge accepted the Prosecution’s submission and fully 
agreed with the sentences as submitted by the Prosecution. 


This outcome is testament to our shared commitment in ensuring the full 


implementation of the relevant UNSC resolutions. We look forward to continuing our 
cooperation and partnership with the Panel. 


Yours sincerely, 


BURHAN GAFOOR 
Ambassador and Permanent Representative 


> — 


Enc. 
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Annex 65: DPRK cyber threat actors in the Reconnaissance General Bureau (KPe.031) 


The United States, in a published document, assessed that most of the country’s cyber operations 
take place in the Cyber Warfare Guidance Unit (aka Bureau 121) of the Reconnaissance General 
Bureau, which has more than 6,000 members with many of them operating from overseas. 
According to the document, three cyber threat actors — Lazarus, Andariel and Bluenoroff — belong 
to the Cyber Warfare Guidance Unit, and the Andariel group has about 1,600 members and the 
Bluenoroff Group has about 1,700 members. The document did not specify the size of the Lazarus 
group. The United States considers the Andariel and the Bluenoroff as subgroups of Lazarus. 


Source:https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN30043-ATP_7-100.2-000-WEB-2.pdf 
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Annex 66: Reply from Japan on a suspect of DPRK-linked ATM heist 


The Panel previously investigated cyberattacks against financial institions and cryptocurrency 
exchanges based on information from a Member State (S/2019/691, paras. 57-68 and annex 21), 
and the Panel notes that the cases correspond to the activities of BeagleBoyz, a newly identified 
cyber threat actor of the DPRK. 


The Panel enquired of Japan about a suspected ringleader of an ATM heist using stolen credentials 
from a foreign bank who reportedly!*° fled from Japan to the DPRK after the attack. Japan replied: 
“[T]he Police of Japan and the relevant authorities have been continuing thorough investigation of 
this case. With regard to the media article quoted in the Panel’s letter, there is no confirmed 
information as of 29 January 2021 that indicates connection between the suspects arrested with the 
case, including [ (readacted), (redacted), (redacted), (redacted) ], and North Korea, including their 
contacts with any North Korean individuals/entities.” 





'45 https://english.kyodonews.net/news/2020/04/2b45db5e3 13b-suspected-ringleader-of-huge-coordinated-atm-scam-entered-n- 
korea. html#:~:text=A %20man%20believed%20to%20be,incident%2C%20investigativ e%20sources%20said%20Saturday.&text=The 
%20fake%20credit%20cards%20used, from%20South%20A frica's%20Standard%20Bank 
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Annex 67: Football players 


Several football players of the Democratic People’s Republic of Korea earn income at teams 
abroad.'*° The Panel is seeking information on the current situation of the three football players, 
Mr. Choe Son Hyok, Mr. Pak Kwang Ryong and Mr. Han Kwang Song. Italy informed that Mr. 
Choe was still in Italy due to the suspension of international flights to enter the DPRK. Concerning 
Mr. Pak, Austria replied that “there is no further information on this case that we have not shared 
with the panel of experts already.” Qatar replied with information about Mr. Han’s deportation in 
January 2021 (figure 1). Several media reported that a Russian football team FC-Tambov was 
planning to contract with Mr. Han (igure 2), while the Panel has not received a reply from the team. 
Concerning several football players who played in Japan and the Republic of Korea,'*’ Japan 
replied “the Government of Japan has generally banned the entry of any DPRK nationals into Japan, 
and there are no nationals of the DPRK whose repatriation is required pursuant to paragraph 8 of 
UNSC Resolution 2397(2017)”. Japan provided information regarding the football players 
requesting not to “disclose the information considering that it includes personal information.” The 
Republic of Korea replied, “No DPRK worker has been granted work authorization or entered the 
Republic of Korea since the adoption of UN Security Council Resolution 2375 on 11 September 
2017. Please note that requested information on individuals cannot be provided in accordance with 
Articles 16 and 17 of the Personal Information Protection Act of the Republic of Korea.” 


The Panel is further collecting information on several cases reported by a media outlet '** in which 


students from the Democratic People’s Republic of Korea in Russian universities were illegally 
working at construction sites. It is reported that in one case, such students were arrested and fined 
2000 rubles. In another case, students were arrested but released as they had been working under 
an internship program (figure 3). 





'46 §/2020/151, para. 132, S/2020/840, paras.127-128. 

'47 Information was collected from various sources including websites of football teams and Korean Football Association in Japan(7#£ H 
HH fee A BRER Hi). This association is listed as “a centaral level organizations” by the General Associaion of Korean Residents in Japan, 
and sharing address with Chugai Travel Co. Ltd. (See embargo section). 

48 BBC, https://www.bbc.com/russian/features-55447145. 
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Figure 1: Reply from Qatar concerning Mr. Han Kwang Song 


Permanent Mission of the 17 ~ jhe Ayal eilall sty]! 
State of Qatar to the United Nations daniel! coll gal 
New York eo 


PTT AT tesa 


2021/0007038/5 
Jysesei | phd Alga) pill 23gIl OF: 


URGENT 


The Permanent Mission of the State of Qatar to the United Nations presents 
its compliments to the Coordinator of the Panel of Experts established pursuant to 
Security Council resolution 1874 on the Democratic People’s Republic of Korea 
and has to honour to refer to its note verbale dated 26 January 2021 (ref. 
2021/006564/5) regarding the DPRK football player Mr. Han Kwang Song, which 
conveyed that, in keeping with the commitments of the State of Qatar per the 
provisions of Security Council resolutions concerning DPRK nationals carning 
income abroad, he had been terminated from Al Duhail Sports Club and no longer 
has any association with the club, and that he would depart from the State of Qatar. 


In that regard, the Permanent Mission of the State of Qatar has the further 
honour to inform the Panel of Experts that the relevant authorities of the State of 
Qatar have confirmed that Mr. Han Kwang Song has departed Doha on Tuesday 26 
January 2021 at 08:05 a.m. on board Qatar Airways flight no. QAI31. 


The Permanent Mission of the State of Qatar to the United Nations avails 
itself of this opportunity to renew to the Panel of Experts established pursuant to 
resolution 1874 the assurances of its highest consideration. 


<, 29 January 2021 


Coordinator 

Panel of Experts on the DPRK established pursuant to UNSC resolution 1874 
United Nation 

New York 


Email: dppa-poe1874@ np aD 


809 U.N. Plaza « 4” Floor « New York, NY 10017 « U.S.A. « Tel: (212) 486-9335 « Fax: (212) 758-4952 
Source: Member State 
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Figure 2: Media report dated 25 August 2020 
«TaM60B» MOxKeT apeHAOBaThb OLIBLMUIErO CeBepoKOpelicKoro urpoka «LOBeHTyca» 
25 asryctra 2020, 12:38aBrop Ceprei PaOKnH 


Hanayaroujmii Katapcxoro «Asb-Jlyxalinb» Kaw KpaH CoH MO2KeT MpOMOJDKUTb Kapbepy B 
«TamOoBe». Ucrounuk Betting Insider cooOmaet, 4uto KyO PIUI coenan npeanoxenne 06 
apeHyje ceBepokopenia. 


21-neTHui dopBapy paHee BbicTynan 3a «Kasbapu» MU cTasl epBbIM CeBepoKopelicKUM 
(byTOosuMcTom, 3a0“BuIMM B Cepun A. 


JIetom 2019 rogy Xan Kpan Coua 3a 5 MiH eBpo mpHodpen «IOBentyc» — on pose 17 
MaTueli 3a BTOpy!0 KoMaHAy YeMUMOHOB Mtannu B TpeTbeM AHBU3HOHE UH He 3a0HJI HM OJHOTO 
Maya. YxKe B 3HMHee TpaHcdepHoe OKHO «lOBe» mposas Hamayaroulero B Karap. 


Otmetum, uto Transfermarkt omeHuBaeT ceBepokopelitia B 2,7 MJIH eBpo. 


Source: Betting Insider, https://betting.team/ru/blog/tambov-khan 





(Summary in English) 


The forward of Qatari Al-Duhail Han Kwang Song may continue his career at Tambov. A 
Betting Insider source reports that the club has made an offer to lease Mr. Han. In the summer 
of 2019, Han Kwan Song was bought by Juventus for 5 million euros. In winter Juventus sold 
Han to Al-Duhail. 
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Figure 3: Media report concerning work of DPRK students (excerpt) 
(English translation) 


North Korean students outside of Russian laws. Why do they come to Russia? 
Anastasia Napalkova 
BBC 


28 December 2020 


Because of United Nations sanctions, workers from North Korea have stopped coming to Russia. But North 
Korean students who want to learn the Russian language or graduate from a local university do come. The 
authorities then find some of these students at construction sites in the Far East. What happens to them after 


that? 


Several students from the Democratic People’s Republic of Korea (DPRK) were detained at the construc- 
tion site of an apartment building in Irkutsk in February 2019. According to Interior Ministry officials, they were 


working there as construction workers, without a work permit. 


Among the detainees was an assistant brigadier: he received instructions from his superiors and distributed 


them among the workers, the court materials say. His name is not in the court documents. 


When detained, he explained to the police that he had “arrived in the territory of the Russian Federation for 
the purpose of employment” and that he had obtained a student visa solely for entry into the country. Since early 
January 2019, he “along with fellow DPRK nationals” had been “working at the construction site without permits,” 


according to court filings. 


Once in court, the DPRK citizen retracted his earlier explanation, stating that he and his comrades were at 


the construction site not for work, but “on a tour from an educational institution”. 


In the courtroom, he was unable to say the name of the institution, its address, programme, cost and period 
of study. A construction site guard told Interior Ministry officials that 10 to 15 DPRK citizens were living at the 


construction site in the back rooms. 
The court fined the student 2 thousand roubles without deportation from Russia. 


There are dozens of such cases in the “Justice” State automated data system. Some students are less fortu- 
nate. In Bashkortostan, a court ordered the expulsion of student An. G. Ch. from Russia with a fine of 2 thousand 


roubles because he was working, although he had come to study. 


Hiring unauthorized citizens is also perilous for companies. A court decided to suspend the operations of 
“Stroy Alliance” in Vladivostok for 14 days because a worker from DPRK, who had arrived as a student at Pri- 


morsky Polytechnic College, was found building a multi-level parking lot. 
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Others are luckier. For example, the court cases were dismissed against students Chon Her Cher and Cho 


Kym Men from Artem Regional Technical College. 


The Migration Service found them assembling fittings at a construction site. The students said that they 
were doing internships, which was consistent with the academic schedule, plus there was no evidence that they were 


getting paid for their work. The court accepted these arguments. 


DPRK citizens have become more frequent visitors to Russia for private, tourist and educational purposes 
in recent years (not counting 2020), as shown by data from the border service of Russia’s Federal Security Service. 
At the same time, the number of work trips has dwindled to nothing: United Nations sanctions prohibiting new em- 
ployment contracts with North Korean nationals were enacted in 2017. The contracts already in place expired in De- 


cember 2019. Work trips of DPRK citizens to Russia then stopped. 
Bringing in workers disguised as students? 


From 5 August 2020, foreign students in Russia can officially work in their free time, and no special per- 
mission is required. State Duma deputy Kazbek Taisaev suggested in a conversation with the BBC that this law 


could help the situation of DPRK citizens who are forced to leave Russia. 


According to court records, there has been at least one attempt to bring North Korean workers to Russia, 
first by sending them there to study. True, this was back in 2018, before the law was adopted allowing students to 


work, but after the ban on work contracts with DPRK nationals. 


The trial took place in September 2020 between two private individuals in Smolensk: Evgeny Pivnyak ap- 
proached Inessa Skakova for help — he asked her to arrange for 96 DPRK citizens to study in Russia. This was “nec- 


essary for business, so that the citizens could legally work in Russia,” says the case file from the witness testimony. 


Skakova testified that Pivnyak planned to employ them after they had learned Russian. The cost of enrol- 
ling one student under their agreement was 10 thousand roubles. Pivnyak transferred an advance payment of 


500,000 roubles. 


Skakova, as an “agent”, was able to arrange for the DPRK citizens to enrol in the “Academy of Additional 
Education” to study Russian. But in order to start studying, the State fee had to be paid: the parties argued about who 
should pay it. 


It is not entirely clear whether the DPRK citizens were required to enter Russia specifically on a student 
visa. Another obscure point is that the case file indicates that the DPRK nationals were to work as “highly skilled 
labour”, but learning Russian is not mandatory for this category of workers, said lawyer Sofia Batura, deputy gen- 


eral director of Confidence Group. 


Pivnyak could not be contacted, Skakova did not respond to the letter from the BBC and the educational 


institution’s phones were not working. 
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The “agent” who found the educational institution for the North Koreans, according to the case file, worked 


for “Megalayn” LLC as the project manager for the reconstruction of a military unit in Krasnoye Selo in 2013. 


At that time there were only two construction companies with that name registered in St. Petersburg. One 
of them is linked to Evgeny Prigozhin and was a contractor for the Ministry of Defence on many projects. There is 


no evidence that DPRK nationals have worked on projects for the Department of Defence or for “Megalayn”’. 
“Defectors” 


Some citizens from DPRK who came to Russia do not want to return to their home country even after their 
visa expires. These are, first and foremost, migrants workers. They are trying to obtain temporary asylum and refu- 


gee status in Russia. 


“Such appeals are isolated cases,” says Novosibirsk-based lawyer Anna Gulevich, who assists DPRK citi- 
zens in the courts. She says that, following the adoption of United Nations sanctions, lawyers had expected an in- 
crease in the number of DPRK nationals seeking asylum. But that did not happen. “They probably didn’t know that 


they were leaving Russia for good,” she explains. 


Lawyer Tatyana Tyutyunnik from Vladivostok is now defending four DPRK citizens who did not want to 
return to their home country. Some took advantage of this opportunity, including against the backdrop of the corona- 
virus pandemic. “If there was no coronavirus, they would have gone home, but they stayed and decided to seek 


help,” she says. 


(Original) 

CeBepoxkopelickue CTYJeCHTbI BHE POCCHHCKUX 3aKOHOB. 3a4eM OHH Tpve32KaioT B Poccuto? 
Auactacua Hanaskosa 

bu-On-cu 

28 nekaOpa 2020 


V13-3a canxyHi OOH B Poccuto nepectamn mpHe3xKaTb padoune u3 CeBepHort Kopen. 3aTo mpue3xKaloT 
ceBepokKopelickHe CTYJCHTHI, KOTOpble XOTAT H3YYNTb PYCCKH AZbIK WIM 3AKOHYUTb MeCTHBIM By3. BiacTu 
HaXOJ{AT HOTOM HEKOTOPEIX H3 JTHX CTYACHTOB Ha CTpolikax Ha JJanbHem Boctoxe. UTo c HHMH Tocie 3TOTO 
mpoucxoyur? 


Ha ctpotike »xunoro ZoMa B Mpxytcxe B despase 2019 roga OBI 3af}epxKaHbI HECKOJIBKO CTYCHTOB H3 
KHJIP. Ilo Bepcuu cotpyquuxos MB/JI, oun padotasM TaM CTpOuTeAMN, He MMes paspelieHua Ha padoty. 


Cpenu 3aep?7KaHHbix OBL TLIOMOUIHUK Opurayupa: OH HOY 4asI YKa3aHWA OT HAYAJIBCTBa HU pacipeAesJLasI Ux 
cpeaqu padounx, TOBOPHTCA B MaTepHaliax cya. Ero uMeHH B cyleOHBbIx JIOKYMCHTax HET. 


IIpu 3ayqepxKaHuu OH OOBACHHI NOWHMUeHCKMM, 4TO "IpHOBLI Ha TeppuTopuio P® c yesb10 "padota m0 


we 


HaliMy"", a yaeOHY!0 BH3y O*POPMHI HCKIIOUMTeIBHO JIA Bbe3a B CTpaHy. C Hayasa sHBapsa 2019 roya oH 
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"BMECTe C 3EMJINKaMH - rpaxkqaHamMu KHJIP paOoraeT Ha CTpouTeIbHOM OObeKTe 63 paspeLIMTeIbHBIX 
MOKYMeHTOB", - fOBOPHTCA B MaTepHasax cya. 


Yxe B cyle rpaxaaHunH KHJIP orka3alca oT CBOMX IIpexHUX OOBACHCHHH, 3adBUB, YTO OH HM ero TOBAapHIIU 
ObIIM Ha CTpolike He 110 paOoTe, a "Ha 9KCKypCHU OT y4eOuoOro 3aBeqeHHA". 


B 3asle cya OH He CMOF CKa3aTb Ha3BaHHe yYeOHOrO 3aBeeHHA, ETO alpec, MporpaMMy, CTOMMOCTS Hu 
TlepHoy o6yueHna. OxpaHHuk CTpolku cKa3an coTpyqHukaM MBYJI, uto 10-15 rpaxgaH KHJIP xupyt Ha 
CTPOUTeILHOM MIOMayKe B MOACOOHBIX NOMeLICHHAX. 


Cy omrpadosal cTyfeHta Ha 2 TBIC. pyOmei Oe3 BbINBOpeHusA c TeppuTopuH Poccuu. 


Takux Jem B Oa3e TAC "IIpapocygue" yecatku. Hexoropbim cTyeHTaM Be3eT MeHbIe. B baurKoptoctaHe 
Cy, MOCTaHOBHI BbIZBOpuTE cTyqeHTa Au I. UW. u3 Poccnu co mtpadom 2 TaIc. pyOmel, MOTOMy 4TO OH 
padotal, xoTa Ipuexal Aa yueOst. 


IIpurmamats Ha padoty rpaxkqaH, He HMCIOWHX pa3spelieHHA, 4peBaTO UH AA KOMMaHHH. Cyy NpuHA 
pellieHve IpHOCTaHOBHThb JeATeIbHOCTb KoMMaHHN "CTpolianbanc" Bo BragquBoctoxe Ha 14 cyToK, noTOMy 
YTO Ha CTPOHTeIbCTBe MHOTOYPOBHEBOM MapKOBKH Obi] OOHapyxeH paooTHHK u3 KHJIP, kotoppiit mpuexan 
Kak cTyfeHT IIpuMopcKoro NOMTeXHMYECKOLO KOJIIE KA. 


JIpyruM Be3erT Compute. Tak, cyqeOuble Wea MpoTuB CTyqeHTOB PeruoHaIbHOrO TeXHHYeCKOLO KONE KAa 3 
ropoya Aptem mo uMeHu You Xep Yep u Yo Kam Meu Onisu Wpexpaensl. 


MurpaunMounas ciry2K0a oOHapy2KiJIa WX 34 MOHT@KOM apMaTypbI Ha CTpolike. CTyMeHTbI TOBOPHJIN, YTO 
IIPOXOAAT IpakTHKy, UTO COOTBETCTBOBaJIO yueOHOMY rpaduky, K TOMY 2Ke He OBIJIO TOKa3aTeJIbCTB, YTO OHH 
MOy4aioT JeHbrH 3a padoty. Cya MpHHAN 9TH apryMeHTEI. 


Tpaxyane KHJIP B nocneqHve rogbl cTaiM Yale Mpve3xKaTb B Poccuto C YaCTHbIMH, TYPHCTH4YeCKUMH U 
y4eOHBIMH WeamMu (He cyutTas 2020 roga), cleqyeT 13 WaHHbIx Norpanu4Holi ciryxKOEt OCH Poccun. B To 
%Ke BPCMA, KOIMYECTBO padouHnx M0e3AOK COMO Ha HeT: B 2017 rogy Oninu IpHHATHI caHkKyHH OOH, 
3allpelarolive 3aK10UaTb HOBbIe TPyYAOBble JOTOBOpbI Cc rpaxkqaHamu CesBepuHoli Kopen. J[eiicrBue yxe 
3AKJIIOUCHHBIX JOTOBOPOB 3aKOHYHIIOCb B eKkaOpe 2019 roga. Torga xe IpeKpaTusuch padoune M0e3qKH 
rpaxyan KHJIP B Poccnw. 


IIpuse3tu padbounx Nox, BUOM CTyeHTOB? 


C5 aprycta 2020 roqa HHOCTpaHHble CTyAeHTHI B Poccuu MoryT O*uuMAaIbHO NOApabaTIBaTb B CBOOOAHOe 
OT y4eObI BpeMA, HU ClelHasIbHOe pa3spelleHue Ha 9TO He Tpebyetca. Jlenyrat Tocaympr Ka36ex Taiicaes 
lipeamosaran B Oeceze c bu-Ou-cu, 4TO STOT 3AKOH MOXKET MOMOUYB MONOKeHHIO rpaxyaH KHJIP, koroppre 
BbIHYK]CHbI NOK AATb Poccuw. 


CorslacHo MaTepHasiaM CyOB, Obisia KaK MMHUMYyM OfHa TOMbITKa IpuBe3sTu B Pocculo ceBepoKopelicKux 
padounx, CcHayasia OTMpaBHB Ux Ha yyeby. Ipapaa, sTo Onio B 2018 rogy, elle 10 IpHHATHA 3aKOHAa, 
MO3BONAIOWerO CTYACHTaM padoTaTb, HO Tocse 3allpeta Ha 3aKIOUeHHe padounx AOTOBOpoOB Cc rpaxkqaHaMu 
KHJIP. 


Cya, mpoucxogun B ceHTaOpe 2020 roma MexTYy JBYM4 4acTHBIMH JIMIlamMu B Cmomencke: Eprenuit [upHak 
ooOparusica kK Mnecce CkakoBoli 3a MOMOMIbIO - OH Mpocus eé ycrpouTs 96 rpaxgaH KHJIP na yyeby B 
Poccun. DTo "HeoOxogHMO JIA OU3HECA, YTOOI WAaHHbIe rTpaxkTaHe MOMIM 3aKOHHO TpyAHTbcs Ha 
Tepputopun Poccun", ropoputca B MaTepHamax Jesla CO COB CBUeTelA. 
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Co cmos CkakoBoi 3amucaHo, 4uTo [ImBuak naHupoBasl UX TpyqOyCTpOlicTBO NocIe U3y4eHuA pyccKoro 
A3bIKa. CTOHMOCTb ycTpolictBa Ha yuyeby OAHOFO CTyAeHTa 0 UX FOrOBOpeHHocTH coctaBusa 10 ThIC. 
pyOnet. [Iupuak nepepen mpegonmaty 500 TEIca4 pyOmei. 


CkakoBa B KayecTBe "areHta" CMOrJIa OpraHH30BaTb NoctTynseHuve rpaxaaH KH]P ana oOyuenua pyccKoMy 
B "AxkayjeMHio JONOMHUTeIbHOTO OOpa30BaHHua". Ho aa Havana OOy4eHuA HyXKHO OBIIO elle OMNAaTUTb 
TOCHOMMJMIMHY: CTOPOHbI CHOPWIM, KTO WOJDKeH ee MaTUTb. 


He 0 KOHIIa ACHO, JOJDKHBI IM ObIIM TpaxaaHe KHJIP pbexats B Poccuto MMeHHO 10 yaeOHoH Bu3e. Ene 
ONMH HeACHBIM MOMEHT - B MaTepHamax [ella yka3aHo, 4TO rpaxyane KHJIP nomxHpl ObUIN padoTaTb Kak 
"BRICOKOKBaIMPUUMpoBaHHad padoyasd cua", HO W3y4eHHe PyCCKOFO He ABIIACTCA OOAZATCMBHBIM [IA TOM 
KaTeropHu paOoTHHKoB, roBopuT ropucT Codusa batypa, 3aMecTuTesb reHepasibHoro WupektTopa Confidence 
Group. 


Cpa3aTpca c [I“BHaAKOM He yHaslocb, a CkakoBa He OTBeTHJIa Ha HHCbMO bu-6u-cu, TeMePoubI yueOHOoro 
3aBeCTCHUA He paOorarorT. 


"AreHT", KOTOpad Hallisia It CeBepoKopeliies yueOHoe 3aBeeHHe, COracHo MaTepHasiaM Jema, padotana B 
OOO "Merasaitn" HayasIbHHKOM TpoOeKTa MO PeKOHCTpyKUMH BOMHCKOM YacTH B Kpacuom ceue B 2013 rogy. 


B To Bpema B CanHxt-IleTep6Oypre ObII0 3aperHCTpupOBaHO TObKO Be CTPOHTeJIbHBIC KOMMAaHHU C TAKUM 
Ha3BaHHeM. OHa 3 HUX CcBa3aHa c Eprenvem [I puroxkKnHbIM UH Oba MOApATYHMKOM MHHO OOpOHE! 10 
MHOrHM lipoektaM. J|aHHbIX 0 TOM, 4YTO rTpaxaaHe KHJIP Tpyqumucb Ha WpoekTax MHHOOOPOHEI WIM 
"MerasaiHa", HeT. 


"TlepeOexunKH" 


Hexoropbie rpaxyane 13 KHJIP, npnexasmime B Poccnt, He XOTAT BO3BpallaTbca Ha POAMHy axe Tocie 
OKOHYAaAHHA BU3bI. B WepBylo O4epeyb peub UCT MMCHHO O TpyMOBbIX MUuTpaHTax. B Poccun OH MbITAaIOTCA 
MIO YYINTh BPeMeHHOe YOeXUIe U cTaTyc OexKeHIIa. 


"Takve oOpallleHua - 9TO CAMHMUHbIe Cy4an", - ropoput azBoKxat Anua T'ynesny u3 Hopocuoupcxa, 
KoTOpad NOMOraeT rpaxaaHam KHJ]IP B cyyax. Ilo ee cnoBam, nocne npHHaATHaA cankyuH OOH topuctsi 
*KasIM pocta wicna rpaxyzanH KH/JIP, koroppie AoOnBarotca yoexuuja. Ho sToro He pon30mI0. "CKopee 
BCerO, OHH He 3HasIH, 4TO yesxKaloT U3 Poccuu HaBcerya", - OObACHACT OHA. 


Anpoxkat Tatpava TioTIOHHHK 43 BraquBoctoka ceiyac 3alulaeT YeTBepbix rpaxyaH KHJIP, koroppie He 
3aXOTeIM BO3BpallaTbcead Ha powuHy. Hexoropple BOCHONb30BaIIMCb ITOH BO3MOXKHOCTBIO B TOM UNCIIe Ha 
(poHe TaHyzeMuH KopoHaBupyca. "Ec Obl He ObIIO KOpOHaBUpyca, OHM yexasIN ObI MOMOH, a TAK OCTAaINCb 
VM peliMiu OOpaTuTEcA 3a NOMOLIbIO", - rOBOPHT OHA. 


Source: BBC website, https://www.bbc.com/russian/features-55447145 
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Annex 68 : Replies from Nigeria to the Panel concerning bilateral agreement in the field 
of health and medical sciences with the DPRK 


(1) Letter dated 23 September 2020 





316/419 


Ref.No. PMN/DPR/15 September 23, 2020 


Your Excellency, 


REPORT OF THE FEDERAL REPUBLIC OF NIGERIA ON THE 
IMPLEMENTATION OF THE MEASURES IMPOSED ON THE 
DEMOCRATIC PEOPLES’ REPUBLIC OF KOREA (DPRK) BY 

SECURITY COUNCIL RESOLUTION 2397 (2017) 


We wish to refer to your letter with ref. No. 
S/AC.49/2020/PE/OC.167 of June 29, 2020, requesting for an 
update on the current repatriation process for DPRK nationals 
earning income in Nigeria and other sundry matters. 


a. We wish to note that, even before your aforementioned 
inquest, the Nigeria Immigration Service (NIS) had further 
discovered that additional Thirty-Seven (37) DPRK nationals were 
present in some states of the federation. 


3. Following the above discovery, the Minister of Interior 
proceeded to grant approval for their subsequent deportation in 
March 2020. However, the outbreak of Covid-19 and the ensuing 
lockdown, as well as restrictions of international flights have stalled 
the deportation process. In addition, the NIS has notified the state 
governments of the federation on the need to abide by UNSC 
resolutions on the employment of DPRK nationals. 


4. With regard to the operation of Haekumgang Trading 
Corporation in Nigeria, investigations have revealed that the 
company is neither domiciled nor operational in Nigeria. 


PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 
828 SECOND AVENUE 

NEW YORK, N.Y. 10017 

TELEPHONE (212) 953-9130 

FAX (212) 697-1970 
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9S. With respect to enquiries made on the implementation of the 
Bilateral Agreement in the field of health and medical sciences 
between Nigeria and DPRK, it is pertinent to note that based on the 
terms of the Agreement, ‘Parties shall bear the cost of its personnel 
and where there is a joint project the cost shall be shared between 
the parties except otherwise agreed’. Nigeria will continue to 
implement Security Council resolutions and fulfill its international 
obligations. 


6. Please accept, Excellency, the assurances of my highest 
consideration. oa 





AmbasSador Samson S. Itegboje’ 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the United Nations 
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(2) Letter dated 4 November 2020 


318/419 


‘PPT Hai * 


Ref.No: PMN/DPR/15 November 4, 2020 


Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Your Excellency, 





Further to our letter of even reference dated September 23, 
2020 on the Implementation of the Measures Imposed on the 
Democratic People’s Republic of Korea (DPRK) by Security Council 
Resolution 2397 (2007). Kindly find attached herewith, document 
{Annex B) containing the names, passport number, company name, 
address and location of the thirty-seven (37) DPRK nationals 
awaiting deportation, as provided by the Nigeria Immigration 
Service (NIS). 


2. Kindly also note that the terms of the Bilateral Agreement 
between Nigeria and DPRK signed on June 17, 2020, in the field of 
health and medical sciences, exist only in the areas of ‘Public health 
disease control and prevention, institutional capacity in the field of 
health as well as political sensitization and cooperation which 
further requires that both parties shall bear the cost of its 


+, PERMANENT MISSION OF NIGERIA TO THE UNITED NATIONS 


% AR. 828 SECOND AVENUE 
oe ae NEW YORK. N.Y. 10017 


TELEPHONE: (212) 953-0130 
FAX: (212) 697-1970 
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personnel and, where there is a joint project, the cost shall be 
Shared between the parties except otherwise decided. 


3. The following are the main areas of interest jointly agreed 
upon by the parties as contained in the Bilateral Agreement: 


3 Communicable diseases HIV/AIDS, Tuberculosis and 
Malaria, polio and measles eradication; 


ll. Non-communicable diseases, primary health care and 
emerging and re-emerging diseases: 


ii. Biotechnical development and Ophthalmology. 


4. Please accept, Excellency, the assurances of my highest 
consideration. 





Ambassador Samson. S. Itegboje 
Deputy Permanent Representative 
Permanent Mission of Nigeria to the United Nations 
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Annex 69: Corman Construction 


The Panel has been investigating about 30 nationals of the Democratic People’s Republic of Korea 
affiliated with Corman Construction & Commerce Senegal SUARL.'*? Corman Construction is for- 
merly known as Mansudae Overseas Project Group of Companies in Senegal. 


The Panel has obtained internal financial records that indicate Corman Construction was sending 
revenue to the Democratic People's Republic of Korea embassy. According to the ledger, these 
transactions, which totalled approximately USD 3,500 from September 2019 to August 2020, were 


recorded as “G9| AAO] CHAT Eto] HIS” (“dedicated to the embassy by the chairman of the 


party”). The ledger also listed the consignee for these transactions as the “embassy.” For detail of 
the activity of Corman see finance section. 





149 §/2020/151, para.144. 
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Annex 70: Reply from Thailand to the Panel concerning DPRK workers 


Information requested by 


the Panel of Experts established pursuant to UNSC Resolution 1874 (2009) 


as per the Panel of Experts’ Note No. S/AC.49/2021/PE/OC.26 dated 7 January 2021 


The Royal Thai Government wishes to provide information related to “Mokran Lake 
Restaurant” in the Magnolias Pattaya Boutique Resort, Pattaya, as follows: 

1. On 29 November 2019, Thai authorities conducted on-site inspections at Mokran 
Korean Restaurant/Mokran Lake Restaurant, located in the Maenolia Pattaya Boutique 
Resort, Pattaya, Chonburi province. This on-site inspection of the restaurant was included in 
Thailand’s Final Report pursuant to paraeraph 8 of UNSC Resolution 2397 (2017), sent to 
the Chair of the Security Council Committee established pursuant to resolution 1718 
(2016). 

2. During the on-site inspection, the authorities found that Mokran Korean 
Restaurant/ Mokran Lake Restaurant was already out of business and no North Korean 
nationals were found in and around the vicinity. Concerned authorities continue to monitor 
the locale as a precaution measure. 

3. Concerning the POE’s inquiry into the operations of the Mokran Korean 
Restaurant/ Mokran Lake Restaurant, the Thai authorities have reported that the restaurant 


remain permanently closed for business. 





Source : The Panel 
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Annex 71 : Reply from Georgia to the Panel’s enqury concerning presence of the 
DPRK nationals 


1. Georgia replied to the Panel that there were no DPRK nationals on Georgia 
Government’s controlled territory. 


2: With regards to the Georgian regions of Abkhazia and the Tskinvali 
Region/South Ossetia, Georgia replied to the Panel that Georgian Government has 
no effective control over these regions, hence it did not have information on the 
Panel’s enquiry regarding the travel and/or presence of DPRK workers from Russia 
to Abkhazia, Georgia and the Tskinvali Region/South Ossetia, Georgia. 
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Annex 72: Overseas banking representatives 


According to the February 2020 legal proceedings of a Member State'*°, between December 2015 and 
January 2019, Han Jang Su carried out prohibited activities as the Moscow-based representative of FTB.'*! 
On five occasions, from November 2017 to July 2019, the Panel requested information from the Russian 
Federation regarding Mr. Han’s whereabouts, his financial activities, and his status as the Moscow-based 
representative of FTB. 


e According to the court proceedings, on 10 January 2018, Han Jang Su provided documentation to 
a Russian bank that confirmed the status of Ko Chol Man, Han Ung, Ri Jong Nam, and O Song 
Hui as members of FTB’s board of directors. 


e According to the court proceedings, on 29 January 2018, Han Jang Su provided a signature card to 
a Russian bank for FTB’s account, containing the signatures of the previously mentioned board 
members, as well as Ri Yong Si, Jo Un Hui, O Song Hui, and Ri Jong Won.!”? 


e In April 2018, the Russian Federation submitted a notification to the Chair of the Security Council 
Committee established pursuant to resolution 1718 (2006) that Russia would request an exemption 
from the asset freeze provisions for Mr. Han to cover basic living expenses. 

e In July 2018, the Russian Federation submitted to the Panel that “it has taken all measures under 
Russian national legislation to implement the relevant resolutions of the Security Council” regard- 
ing Mr. Han. 


e According to the court proceedings, on 13 August 2018, Han Jang Su aided Ri Chun Song with 
information on how to establish a Russian bank account for a foreign company. 


e In November 2018, the Panel sent a letter of inquiry to the Russian Federation regarding 
information, provided by another Member State, that indicated that Mr. Ri Jong Won was serving 
as a Moscow-based deputy representative of FTB. The Russian Federation replied in December 
2018 that Mr. Ri Jong Won “arrived in Russia on 5 February 2018 as an official accredited member 
of the Embassy of the Democratic People’s Republic of Korea to the Russian Federation.” 


e According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence doc- 
uments, which specified Ko Chol Man as the beneficial owner of FTB’s Moscow-based account. 


e According to the court proceedings, on 10 January 2019, Han Jang Su received due diligence 
documents, which specified Kim Kwang Chol (Korea Ungum Corporation) as the beneficial owner 
of Ungum’s bank account. 


e According to the court proceedings, on 27 January 2019, Ri Myong Jin and Jo Un Hui—members 
of FTB in Pyongyang—received a communication affirming Han Jang Su’s status at FTB Moscow. 


e According to the court proceedings, in September 2019, Han Jang Su facilitated a payment on 
behalf of Unha Daesong Trading Company to accounts held at two banks located in Russia. 





'50 See, https://www. washingtonpost.com/context/u-s-indictment-usa-v-ko-chol-man-et-al/e872ed0c-7f79- 
4122-abc5-b7ce2bd47e99/. 

'S! See paragraph 177 of S/2020/151 and paragraph 125 of S/2019/171. 

's2 This suggests that Mr. Ri was continuing to act as an FTB representative while also acting as an officially 
accredited member of embassy personnel. 
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e In February 2020, the Russian Federation informed the Panel that Mr Han Jang Su left Russia in 
2019. 


In response to the Panel’s enquiry regarding these differences, the Russian Federation replied: “With re- 
gard to the request of the Panel of Experts concerning citizens of the Democratic People’s Republic 
of Korea, Hang Jang Su and Ri Jong Won, we ask the Panel to let itself be guided by the reliable 
information already provided, rather than allow itself to be influenced by the idle speculations and 
insinuations being fed to it periodically by a certain Member State.” 


China 

In October 2017, the Panel sent an inquiry to China regarding the status of several DPRK nationals believed 
to be working on behalf of FTB in China. Among others, these individuals included Kim Tong Chol 
(KPi.068), Ko Chol Man (KPi.069), Ri Chun Hwan (KPi.074), and Ri Chun Song (KPi.075). The Panel 
asked for, inter alia, travel records, financial records, diplomatic accreditation records, and any measures 
taken by China’s competent authorities to investigate and/or expel the individuals. On 25 January 2018, 
China informed the Panel that its competent authorities had listed the designated individuals as being for- 
bidden to enter or transit through China and had requested Chinese banks and financial institutions to freeze 
their assets. 


In May 2018, the Panel once again requested information from China regarding the status of FTB repre- 
sentatives operating within China. In its July 2018 reply, China stated that it had “taken corresponding 
measures in accordance with the requirement of the resolutions” and that it “...has closed all the 
representative offices of the DPRK financial institutions in China in 2016, and all of the relevant 
representatives in China have left China”. China indicated that it could not verify whether the individuals 
have a relationship with the designated financial institutions. 


In November 2019, the Panel once again sent an inquiry to China requesting information about Han Yong 
Chol (KPe.047), who was suspected of continuing to operate as an FTB representative in Beijing. China 
replied that it “has closed all the representative offices of the DPRK financial institutions in China, and all 
the relevant representatives in China have left China.” In response to the Panel’s enquiry, China replied 
“There is no transaction involving Ri Chun Hwan in April 2019. There is neither any Ri Chun Song in- 
volved transaction record related to the payments from accounts located in China to any Chinese or Russian 
companies in 2016 and 2017, or any acceptance of payments in June 2017.” This is different from infor- 
mation in the February 2020 court proceedings, namely: 


According to the court proceedings, Ri Chun Hwan (KPi.074) acted as FTB’s representative in Zhuhai, 
China from October 2013 to at least April 2019. 


e According to the court proceedings, in December 2018, Mr. Ri Chun Hwan received a 
communication, in his capacity as a China-based FTB representative, from Mr. Ri Myong Jin (FTB 


Pyongyang). 


e According to the court proceedings, in April 2019, Mr. Ri Chun Hwan confirmed to FTB 
Pyongyang that he directed a payment from his China-based accounts. 
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e According to the court proceedings, Ri Chun Song has acted as FTB’s representative in Beijing, 
China from 2015 to 2019. 


e According to the court proceedings, in November 2016 Ri Chun Song directed payment to a Chi- 
nese company from a China-based account. 


e According to the court proceedings, in May 2017, Ri Chun Song directed a payment to a Russian 
company from a China-based account. 


e According to the court proceedings, in June 2017, Ri Chun Song received payment into a China- 
based account. 


In response to the 


China has closed all representative offices of DPRK _ financial 
institutions in China according to the Security Council resolutions. All the 
relevant representatives have left China. Chinese banks have always strictly 
implemented the targeted Security Council sanctions, and would not provide 
any financial services to individuals or entities designated by the Security 
Council. Considering its cooperative relationship with the Panel, China has 
overcome great difficulties and has had the commercial banks to carefully 
investigate the two individuals mentioned in the Panel’s letter. There is no 
transaction involving Ri Chun Hwan in April 2019. There is neither any Ri 
Chun Song involved transaction record related to the payments from 
accounts located in China to any Chinese or Russian companies in 2016 and 
2017, or any acceptance of payments in June 2017. 
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Annex 73: Korea Ungum Corporation and Unha Daesong Trading Company account num- 
bers and relevant transactions 


Agrosoyuz Commercial Bank 
Account: 408078 10800000000010 
Account Owner: Korea Ungum Corporation'™ 
Transactions: 
e@ September 2017 payments from [REDACTED] 
February 2018 payments from [REDACTED] 


Sputnik Bank 
Account: 408078 10240000000002 
Account Owner: Korea Ungum Corporation 
Transactions: 
e February 2019 payments from [REDACTED] 


Asia Pacific Bank 
Account: 40807810700580000008 
Account Owner: Unha Daesong Trading Company'™ 
Transactions: 
e September 2019 payments from [REDACTED] 


Russian Financial Society 
Account: 408078 10300000000599 
Account Owner: Unha Daesong Trading Company 
Transactions: 
e September 2019 payments from [REDACTED] 


Sberbank 
Account: 408078 10250000000032 
Account Owner: Unha Daesong Trading Company 
Transactions: 
September 2019 payments from [REDACTED] 


Source: A Member State 





'53 Korea Ungum Corporation (aka TS Ungum Corporation; Korea Yngum Corporation, Korea Ungum Company) is a suspected front 
company for DPRK’s Foreign Trade Bank (designated KPe.047). See, paragraphs 172-173 in the 2020 Final Report (S/2020/151). 

'S4 Unha Daesong Trading Company (aka “Unha Daisong”) is a suspected front company for DPRK’s Foreign Trade Bank (designated 
KPe.047). 


328/419 21-01647 


$/2021/211 





Annex 74: Corman Construction & Commerce SUARL Registration Documents 


Décret N° 2012 - 886 du 27/08/2012 
mnsreme pe vicconome: — [ORIGINAL] qryersrestremran cto 


“AVIS D'IMMATRICULATION 


Le numéro ci-dessous vous est définitivement atiribué a la suite des modifications intervenues dans le no 
dimmatricuiation. 


N.LN.E.A: 006422422 4 y i 4 









En cas de désaccord sur les renseignements portés sur cet avis, veuillez y apporter les reciifications souhaltées et le retourner @ : 
SERVICE REGIONAL DE LA STATISTIQUE ET DE LA DEMOGRAPHIE DE DAKAR 


Rocade Fann Bel-Air Cerf-Volant BP 116 Dakar 
RP - SENEGAL 





Sewers 





DAKAR, le 23/06/2017 
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DENOMINATION : <<CORMAN CONSTRUCTION & COMMERCE>> SUARL 


NOM COMMERCIAL : CORMAN CONSTRUCTION & COMMERCE ENSEIGNE: SIGLE:CCC 

ADRESSE DU SIEGE : Dakar (Sénbgall, Cis Assecsbide Ouskam, ville 0° 163, NN" ROCM DU SIEGE-SN.DKR.2017.B,16435 
ADRESSE DE L' ETABLISSEMENT CREE : 

FORME JURIDIQUE : SUARL 

CAPITAL SOCIAL 1 000 000 Fefa DONT NUMERAIRES 4 000 000 F CFA DONT EN NATURE 0 F CFA 





RENSEIGNEMENTS RELATIFS A L'ACTIVITE ET AUX ETABLISSEMENTS 
ACTIVITE : Activité Principale(Préciser) Réalisation & construction de b&timents et tous Travaux de macgonnerie et de c 










PRINCIPAL ETABLISSEMENT OU SUCCURSALE :<<CORMAN CONSTRUCTION & COMMERCE>>SUARL 
Adresse : 
Origine : 








BS Achat £3 Apport 5 Prise en location gérance 


Prénom : 










l [SEV AEN 
Ft 2) — 
SSIGN eaten jaire) SCP NDIAYE & NDIAYE Associés 
Ag Y DEMANDE D'IMMATRICULATION AU R.C.C.M 
wisest piss ps tai an wn apt da 
0 0 9 ral a 6té verifide par le greffier en Chef soussigné qui a procédé 
arinscriptoa Ll x 
Le 72/06/2017 sous le NUMERO SN.DKR.2017.8.16435 
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* Cotte intercalaire doit IMPERATIVEMENT Gtre annexé au formutaire Mo lorsque les rubriques 15 et 16 de ce formulaire 
n'ont pu tre entiérement renseignées. 


INSGRIRE Ci-DESSOUS LES NOMS, PRENOMS, DOMICILE PERSONNEL, DATE ET LIEU DE NAISSANCE, NATIONALITE, DATE ET 
LIEU DU OU DES MARIAGES, REGIME MATRIMONIAL, CLAUSES RESTRICTIVES OPPOSABLES AUX TIERS , SEPARATION DE 
BIENS, DE TOUS LES ASSOCIES TENUS INDEFINNIMENT ET PERSONNELLEMENT DES DETTES SOCIALES / 


INSCRIRE Cl-DESSOUS LES NOMS, PRENOMS, DATE ET LIEU DE NAISSANCE, ADRESSE, QUALITE ( Priciser : Gérant, PDG ,PCA, 
Administrateur ou associés) CONCERNES ET QUI N'ONT PAS PU ETRE INSCRITS SUR LE FORMULAIRE Mo EN RUBRIQUE 14: 





La conformité de la déciaration avec les pidces justificatives produites en application de l'acte uniforme 
‘sur le droit commercial général a 66 verifi¢e par le greffier en Chef soussigné qui a procédé 4 linscription 
lo 22106/2017 sous le NUMERO SN.DKR.2017.B.16435 





(reporter ici le numéro de formalité figurant sur le formutaire Mo) 
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ENREGISTRE Csf Ngor Alma DIRECTION GENERALE DES IMPOTS ET DOMAINES 
Le 21/06/2017 12:45:10 Pe 
Ne 28 
alae casas DECLARATION D' EXISTENCE 
De la Société Anonyme ou civile ou commandite simple 
ou société en nom collectif; | CORMAN CONSTRUCTION & COMMERCE SUARL 
Faite par SCP NDIAYE & NDIAYE Associés , demeurant au 10, Rue Mohamed V BP 22922 DAKAR Ponty 
en qualité de Notaire. 
Dénomination de la Société: CORMAN CONSTRUCTION & COMMERCE SUARL 
Objet de la Société: Réalisation & construction de batiments et tous Travaux de magonnerie et’de menuiserie ; 
Batiment Travaux Publics (BTP); : wOtiss yet] 
Ingénierie technique, financiére et architecturale; : wee / 
La maitrise d’ouvrage; nN, es i ed 
Travaux publics, Batiments ; voiries et Réseaux divers ; Terrassement, “4E Hohames — 
Le génie civil, 
Fournitures de biens et équipements ; 


Achat et Vente de Matériaux de Construction; (Engins lourds, grue fixe, grue mobile, excavateur, chargeurs, camions) 
Assistance technique dans les procédures administratives et financiére ; 
La conception, la production ou !’assemblage, la commercialisation, l’installation d’équipement solaires et leur représentation exclusive 


L’importation, l’achat, la vente, la fourniture et la distribution de tous matériels et quipements s’y rapportant ; 

La formation, I’entretien, la maintenance et le service aprés-vente ; 

Toutes activités liées 4 l'industrie immobiliére (L’acquisition, la Propriété, a Gestion, !'administration par bail ou autrement et la 
disposition des immeubles et droits immobiliers; I’ exploitation et la location-gérance de tous immeubles et droits immobiliers); 


Recherche de financement et Etude de faisabilité 

Société de négociation et d’import-export 

Le Négoce; le Négoce international ; le Partenariat commercial ; 

A SOSA AS a eat votes Ca ES 

L'importation, la transformation, I'exportation, la misc en ceuvre, la maintenance de tous biens matéricls et/ou immatériels relatifs aux 

domaines d'intervention de la société. 

Assistance en Commercialisation ; 

Commerce général 

Import- Export 

Le tout directement ou indirectement pour leur compte et pour le compte de tiers, soit seuls, soit avec des tiers par voie de création de 
sociétés nouvelles, d’apport, de fusion, de sociétés en participation, ou de gérance de tous biens ou de droits ou autrement. 
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Annex 75: SCI ADJA Seneba and Corman Construction contracts and transactions 


According to documents obtained by the Panel, SCI ADJA Seneba, which is a subsidiary of EMG Universal 
Auto Group, entered into at least two contracts with Corman Construction between May 2017 and October 
2017. EMG Universal Auto is a group of Senegalese companies owned and operated by Mr. Mbaye Gueye. 


In May 2017, MOP Senegal entered into a contract with SCI ADJA Seneba to perform construction services 
at a Sengalese hotel. The period of performance for the work was October 2017 to October 2018 (Figure 
1). The contract, which does not state a value, is signed by Mr. Mbaye Guye representing SCI ADJA 
SENEBA and Mr. Im Song Sun representing MOP Senegal. 


In October 2017, Corman Construction entered into a contract with SCI ADJA Seneba to perform construc- 
tion services at or near a local airport. The value of the contract was CAF 83,000,000 (approximately USD 
150,000) and was to be paid in four installments (Figure 2). On page 2 of the contract, Corman Construction 
is listed as “CORMAN GROUP OF COMPANIES.” Both the email address and phone number listed are 
the same used by MOP Senegal. The contract names “Monsieur Cholung Choe” as the representative for 
Corman Construction.’ 


Figure 3 shows two payments made from Mr. Mbaye Gueye and EMG Automotive, respectively, to Corman 
Construction. The first payment is dated 25 February 2017 in the amount of CAF 900,000 (approximately 
USD 1,600). The second payment is dated 13 December 2017 in the amount of CAF 24,900,000 (approxi- 
mately USD 45,000). Although the Panel is unable to assess the purpose of the first payment, it is likely 
that the second payment (dated 14 December 2017) is an installment on the October 2017 contract. Repre- 
sentatives from SCI ADJA Seneba have not responded to the Panel’s request for information. 





'SS The Panel assesses that “Cholung Choe” is likely the same as Mr. Choe Song Chol— a known representative of MOP Senegal. 
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Figure 1. May 2017 Mansudae Overseas Project, Senegal, contract with SCI ADJA SENEBA 





334/419 21-01647 


$/2021/211 





oit approbation du plan du bureau de 





21-01647 335/419 


$/2021/211 





Figure 2. October 2017 Corman Construction Contract with SCI ADJA SENEBA 
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Figure 3. Payments from SCI ADJA Seneba to MOP Senegal and Corman Construction 
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Annex 76: Patisen and Corman Construction 


Patisen is a Sengal-based food processing company, founded in 1981 and headquartered in Dakar (also 
known as Patisserie Senegal). According to documents obtained by the Panel, Patisen signed a contract 
with MOP Senegal in September 2016 (Figure 1) to perform construction-related services on a loading 
dock. The contract is valued at CAF 750,000,000 (approximately USD 1,353,000) and signed by Mr. Choe 
Song Chol. 


In January 2018, Patisen signed a contract with Corman Construction for interior construction related ser- 
vices at a salt factory— including, demolition, paving, and painting (Figure 2). The contract was valued at 
CAF 15,638,228 (approximately USD 28,200). Mr Choe Song Chol is listed on the contract as representing 
Corman Construction. Additionally, Corman Construction lists its email address as the same email address 
used by MOP Senegal. 


Documents obtained by the Panel suggest that Corman Construction and Patisen signed into an additional 
contract for supplemental construction services in May 2018 (Figure 3). It is not known to the Panel whether 
these services were performed, but media sources indicate the presence of Democratic People's Republic 
of Korea labor at the site in September 2019 (Figure 4 and 5). The contract value was CAF 2,327,354 
(approximately USD 4,000). 


Figure 6 shows three payments from Patisen to Corman Construction. The first payment is dated 13 Febru- 
ary 2018 and payable to Mr. Choe Song Chol in the amount of CAF 26,008,638. The second payment was 
for CAF 7,500,000 on 2 May 2018 and the third payment was for CAF 2,000,000 on 2 July 2018. The 
second payment was payable to Mr. Im Song Sun— a representative of both MOP Senegal and Corman 
Construction. Representatives from Patisen have not responded to the Panel’s request for information. 
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Figure 1. September 2016 contract between Patisen and MOP Senegal 
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Figure 2. January 2018 contract between Patisen and Corman Construction 
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Figure 3. May 2018 contract between Patisen and Corman Construction 
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Figure 4. Reported DPRK nationals at the Patisen worksite, 16 September 2019 





Source: https://www.voanews.com/africa/despite-un-sanctions-north-koreans-work-senegal 





Figure 5. Undated Photo of Patisen Loading Docks 








Source: Google Maps 
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Figure 6. Payments from Patisen to Corman Construction 
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Annex 77: Corman Construction work on the Diamniadio Lake City development 


Based on information obtained by the Panel, as well as publicly available information, the Panel made 
inquiries into alleged work performed by Corman Construction on the Diamniadio Lake City development 
project in Dakar, Senegal. In its response to the Panel’s inquiry, representatives from the company in charge 
of the Diamniadio Lake City development project stated that their organization did not have “any partner- 
ship or commercial relationship with the company Corman Construction & Commerce SUARL...” The 
representative further stated that in July 2019, representatives from Corman Construction visited the project 
site to offer their services but those services were declined. 


The Panel has obtained additional financial records, however, that indicate at least two payments were made 
to Corman Construction and Commerce for work performed on the Diamniadio Lake City development 
project. These payments occurred in May and June 2020, in the amount of CAF 15,000,000 and CAF 
21,000,000, respectively. 
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Annex 78: Corman Construction Financial Accounts 


Figure 1. Corman Construction Account Statement at Banque Atlantique 
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Figure 2. Corman Construction check from Banque Sahelo-Saharienne, payable to Patisen 
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Annex 79: Passport for Pak Hwa Song 
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Annex 80: Passport for Hwang Kil Su 


WOAUL OB | Sgmeers of Acthonty 


i Khe 


ar eee, eetnel «tnt 


i me 


“ENaezesERR _. Democratic People's Republic of Korea 
x y 

| eee SWeae Cor) nae S7¢? | hee & 

| Fes 2 PRK : 654331363 ~~ 

| ~ 7 | = el € a 

| ue uw . S44 
were ow A @4 [caus 3 
HWANG  KILSU OPR KOREA : 
oe Ae ee a ‘ 
08 DEC 1973 PYONGYANG 
TOC4) lee ot te GMOS! ine ov Loup 
14 JUL 2014 14 JUL 2099 e 
COTS | ears Arey -¥- 
MINISTRY OF FOREION AFFAIRS 





POPRKHWANG<<KILSU<<< <<< KKK KKK KKK KEK KKK KK KKK 
654331 35634PRK731 209261907 140< <<< <<< 66K << KKB 


21-01647 357/419 


$/2021/211 





Annex 81: Corporate Registration and related documentation for Congo Aconde SARL 


Figure 1. Corporate Registration document, dated 26 February 2018 


DECLARATION Ml de CONSTITUTION DE PERSONNE MORALE 
ou COd'OUVERTURE d’un ETABLISSEMENT SECONDAIRE 


ou CId'OUVERTURE d'une SUCCURSALE d'une personne morale ETRANGERE 





FORME JURIDIQUE : SARL.N'RCCM. du siége : 
CAPITAL SOCIAL : 16147271 COF DONT NUMERAIRES : 


a. Wh 





|ACTIVITE : ACTIVITE PRINCIPALE : (préciser) Aménagement des places publiques Embellissement de lenvironnement Décoration 
q toutes les opérations financiéres, commerciales, industrielles, mobiliéres et immobiliéres, 
“<<! ene 


Origine ° lll Création [J Achat [") Apport "I Prise en location gérance [1 Autres 
(préciser) : 
Prénoms : 
N* RCCM : 


ETABLISSEMENTS SECONDAIRES " {euros que cohi cies) Non Ou Grace 
Adresse : 
Acivité 





ASSOCIES TENUS INDEFINIMENT ET PERSONNELLEMENT (*) 


15 | (*) La totaite des renseignements relatifs 4 cos associés doit IMPERATIVEMENT figurer sur le formutaire complamentaires M.o Bis annaxd 
DES INFORMATIONS : 
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Figure 2. Corporate National Identification record 
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Figure 3. Congo Aconde corporate tax document 











Kinshasa, 15 HARS 2018 


REPUBLIQUE DEMOCRATIQUE DU CONGO 
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Figure 4. Articles of Incorporation signature page 
1c 


Z. En outre les soussignés donnent mandat a Monsieur PAK 
HWA SONG résident au n° 104 Avenue ULINDI Quartier Golf Commune et _ 
Ville de Lubumbashi a l’effet‘de prendre les engagements suivant au nom et 
pour le compte de la société CONGO ACONDE S.A.R.L Ta LURUNSRSE 


Article 28 : Les frais, droits et honoraires des présents statuts sont a charge de 
la société. 


Fait a Lubumbashi, le 21/02/2018 en 6 
originaux 


LES ASSOCIES 
1. Monsieur PAK HWA SONG 


2. Monsieur HWANG KIL SU 
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Figure 5. Capital Declaration 


DECLARATION DE SOUSCRIPTION DU CAPITAL SOCIAL 


Nous soussignés: PAK HWA SONG et HWANG KIL SU 
déclarons par la présente avoir souscrit le montant de 10.000USD (dollars 
américains dix mille) comme capital social de la société CONGO ACONDE 
S.A.R.L en sigle C.A 


Fait a Lubumbashi le 21/02/2016 
LES ASSOCIES SIGNATAIRES 
1. PAK HWA SONG 


2. HWANG KIL SU 





*The Panel is investigating the date discrepancy with the date on the capital declaration. 
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Annex 82: Congo Aconde account numbers and domicile statement 
















Afriland First Bank 
Ne NAMES ACCOUNT N° DATE OF OPENING 
a | PAK HWA SONG 14/06/2019 
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| 23/02/2018 


CONGO ACONDE SARL 
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(© - Afriland First Bank CD 





Nous soussignés AFRILAND FIRST BANK CD SA, dont le Siége 
Social est au n°767 Boulevard du 30 juin, BP 10470 a 
Kinshasa/Gombe, 


Attestons que CONGO ACONDE SARL, STE EN FORMATION, 
entretient le compte suivant ; 


- COORDONNEES CORRESPONDANTS / BMCE BANK 
SWIFT CODE =: BMCEFRPP 


mANUSD AN 


- COORDONNEES AFRILAND FIRST BANK CD 
SWIFT CODE =; AFCDCDKIXXX 


QOuvert dans nos livres 4 l'Agence de Lubumbashi avec un versement 
de SUS 10.000,00 pour la constitution du capital social. 


En foi de quoi, fa présente attestation est délivrée pour servir et valoir 
ce que de droit. 


Fait & Lubumbashi, le 23 Février 2018 


Pour Afriland First Bank CD SA 
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Annex 83: Passports of Han Kyong Ho, Ri Yong Gwang and Rim Chol 


Figure 1. Han Kyong Ho’s passport 
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Figure 2. Ri Yong Gwang’s passport 
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Figure 3. Rim Chol’s passport 
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Annex 84: Congo Aconde and Monuments in Haut Lomami 


Haut Lomami : inauguration des monuments Mzee Kabila et Ilunga Mbidi a Kamina 


Agence Congolaise de Presse (French) 
Mercredi 23 Janvier 2019 


Kamina, 23 janvier 2019 (ACP).- Le gouverneur du Haut Lomami, Kalenga Mwenzemi a procédé mercredi 
a Kamina, au dévoilement du monument Mzee Laurent Désiré Kabila construit 4 la jonction des avenues 
Lumumba et de l'Eglise. Peu aprés, il a aussi dévoilé celui de l'empereur luba, Ilunga Mbidi Kiluwe, érigé 
au rond-point de la gare au croisement des avenues de la Base et des Manguiers. 


Cette cérémonie qui n'a connu aucun mot de circonstance s'est déroulée en présence des députés et des 
ministres provinciaux du Haut Lomami ainsi que de nombreux curieux venus admirer ces oeuvres d'art. 
Ces monuments ont été construits l'année derniére par la société sud-coréenne, Congo Akonde qui n'a donné 
aucun détail sur ces réalisations. Toutefois, ces travaux ont été entiérement financés par le gouvernement 
provincial du Haut Lomami. 


Source: Agence Congolaise de Presse 
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Annex 85: Contract award letter dated 23 February 2019 


Figure 1. Surety Bond Declaration by Congo Aconde’s Bank to the City of Lubumbashi 
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‘€ e Afriland First Bank CD 





Afriland First Bank CD/Agence de Lubumbashi, n° 92, Avenue SENDWE 
Lubumbashi/Haut-Katanga, RDC 


Bénéficiaire : Ville de LUBUMBASHI 
Sis 1041, Avenue ULINDI Q/Golf, Commune et Ville de Lubumbashi. 


Date : 10/10/2018 


Nous avons été informés que CONGO ACONDE Sarl (ci-aprés dénommée de 
Soumissionnairen) a repondu & votre Appel d'Offres AAO N° N° 003/MARIE V. L'SHI/Cel- 
Techn-MP/2018 pour réhabilitation et addition d'ouvrage au bassin de la ville, 
Commune de Lubumbashi, prés du stade de Ia Victoire dans la province du Haut - 
Katanga. (Ci-aprés dénommée « |' Offre ») 


En vertu des dispositions du dossier d'Appel d'Offres, l'offre doit étre 
accompagnée d'une garantie d' offre. 


A la demande du Maitre de |'Ouvrage, nous AFRILAND FIRST BANK CD, nous engageons 
par la présente, sans réserve et imévocablement, G vous payer & premiére demande, 
toutes sommes d'argent que vous pouniez réclamer dans Ia limite de $US 108.225 (Dollars 
américains cent huit mille deux cents vingt-cing). 


Votre demande en paiement doit étre accompagnée d'une déclaration attestant que le 
Soumissionnaire n'a pas exécuté une des obligations auxquelles il est tenu en vertu de 
l'Offre, & savoir : 


a. s'il retire |'Offre pendant la période de vaiidité qu'il a spécifiée dans la lettre de 
soumission de |l'offre ; ou 
b. si, s'étant vu notifier l'acceptation de |'Offre du Maitre de |'Ouvrage pendant la 
période de validité telle qu'indiquée dans |a lettre de soumission de l'offre ou 
prorogée par|'Offre ou prorogée par le Maitre de l'Ouvrage avant |'expiration de 
cette période, il: 
ne signe pas le Marché ; ou 
ne foumit pas la garantie de bonne réalisation du marché, s'il est tenu de 
le faire ainsi qu'il est prévu dans la clause 38 des instructions aux 
soumissionnaires. 
La présente garantie expire (a) si le marché est octroyé au Soumissionnaire, lorsque nous 
recevrons une copie du marché signé et de la garantie de bonne exécution émise en 
votre nom, selon les instructions du Soumissionnaire ; ou (b) si le marché n'est pas octroyé 
au Soumissionnaire, Gla premiére des dates suivantes : (i) lorsque nous recevrons copie de 
votre notification au Soumissionnaire du nom du soumissionnaire retenu, ou (ii) vingt huit 
(28) jours aprés l'expiration de |'Offre. 
Toute demande de paiement au titre de la présente garantie doit étre recue a cetté 
date au plus tard. La présente garantie est régie par les Régles uniformes de la Cham 
de Commerce Intemationale (CC\) relatives aux garanties sur demande, Publicatio 
no : 458. 








Le Chef de Guiche' 


Michael BAZODILA 
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Figure 2. Notification of Contract Award by the City of Lubumbashi 


REPUBLIQUE DEMOCRATIQUE DU CONGO Lubumbashi,te 97 F VA ok Sf o2F 
PROVINCE DU HAUT KATANGA 
x x! 
2 Nt. OFZ serincmanevn LE/LSHI2019 
x 
VILLE DE LUBUMBASHI 


BUREAU DU MAIRE 

TRANSMIS copia pour information & 

~ Madame le Maire Adjoint ; 

~ Monsieur le Mandataire du Budget; 

~ Madame le Comptabie Urbain : 
Monsieur le Chef de Service Urbain de 
la Décentralisation et Réformes 
Institutionnelies 
(TOUS) @LUBUMBASHI 


Objet : Notification d'attribution de A Monsieur le directeur Général de la 
marché public des travaux Société CONGO ACONDE 
pour la réhabilitation et 4 LUBUMBASHI 


addition d’ouvrages au Bassin 
‘de la Ville de Lubumbashi 


Monsieur le directeur Général, 


Jai lavantage de porter 4 votre connaissance 
que le marché susmentionné en marge, vous a été attribué 


Vous serez invité 4 mon office pour la signature 
du contrat aussitét les formalités administratives terminées. 


Veuillez agréer, Monsieur le Directeur Général, 
expression de ma franche collaboration 
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Annex 86: Request by Congo Aconde to lift the Surety Bond 


| 


CONGO ACONDE SARL 





N. Ref . 0OS/19/CA Lubumbashi, le 18 Avril 2019 


A 
Monsieur le Chef de 'Agence 
De I Afriland First Bank CD 
A 
LUBUMBASHI 


Objet. Levée de la caution de soumission 


Monsieur le Chef de 'Agence, 
J'ai honneur de venir auprés de votre haute autorité, solliciter la levée de la 
caution de soumission a l'appel d'Offre N°OO3/MAIRIEV.L'SHUCel-Techn-MP/2018, 


En effet, je suis votre client sous le numéro de compte es 
USD au nom de CONGO ACONDE dont le montant de caution est ' 
(Dollars américains Cent huit mille deux cents vingt-cing) 


En attendant une suite favorable, veuillez agréer, M. le Chef, lexpression de nos 
considérations distinguées 


Le Directeur Général 
M. Pak Hwa Song 





Adresse: Avenue Ulind|, Lubumbashi/Golf N°RCCM: CD/LSH/RCCM/18-8-00029 
EL: #243 851217131 E-mail congoacondeSigmail.com N*Compte AFRI: 000190000302030648501-21 
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Annex 87: Hwang Kil Su at a project site in Kolwezi, dated 22 November 2019 


21-01647 


€ Tweet 


Mairie de Kolwezi 
@MairiedeKolwezi 


L'autorité urbaine Madame Véronique UPITE KAMINA 
aeffectuée une visite d’inspection sur l'avenue 
Laurent DESIRE KABILA dans la matinée de ce 
vendredi 22 novembre 2019 en fin de s’‘imprégner de 
l'évolution des travaux exécutés sur la dite avenue. 
* See 





8:40 AM - Nov 22, 2019 - Twitter Web App 


2Retweets 12 Likes 


o 
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Annex 88: The Mole: Undercover in North Korea 


The Panel has written to several Member States and entities concerning scenes portrayed in The 
Mole. The Panel is continuing its investigation. 


Cambodia 
For the Panel’s enquiry and Cambodia’s response, see para. 90 and annex 43. 


Canada 
Canada has responded to the Panel concerning a scene in The Mole. 


Denmark 
Denmark has provided information concerning scenes in The Mole to the Panel. 


Jordan 
One scene in the film depicts Mr Hisham al-Desouki — a Jordanian national — describing a 


scheme to violate UN sanctions through a proposed joint venture between Korea Narae Trading 
Corporation and Aktham Trading.'*° In response to the Panel’s inquiry, the Hashemite Kingdom 
of Jordan described Mr al-Desouki as an “infamous swindler” who maintains a small office with 
no staff and has never shipped any goods to the Democratic People's Republic of Korea. Jordan 
also supplied the Panel with the pro-forma invoice and contract (figure below) that was portrayed 
in the film and noted that “... the deal was never implemented, and al-Desouki’s goal was to obtain 
money without implementing his part of the deal...” 


Sweden 
Sweden has provided information concerning scenes in The Mole to the Panel. 


Uganda 

The Panel noted that the documentary suggests that international arms dealers from the 
DPRK and nationals from a European country discussed the construction of a facility on an 
island in Lake Victoria in Uganda in 2017. The suggested facility, while to be disguised as 
a hospital or resort, was potentially for the manufacture of Methamphetamine and arms from 
components sourced by or from the DPRK. The documentary also depicted subsequently 
negotiating with the representative of the island’s owner and local officials about purchasing 
the island and constructing the facility. The documentary suggests that the project was never 
realized. The Panel has not yet received a reply to its enquiry from Uganda (see para.150). 





'56 According to documents obtained by the Panel, Mr Hisham al-Desouki is the owner and operator of Aktham Trading. 
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Figure: Copies of invoice and contract 


Ayla oid! Gunga 
oo pile eee aa Aktham ‘Prading best 


E / 1] Performa Invoice ‘/ 
A.T. /  No.£xX.02/2017 
TO; Date; NOV 11.2017 


Government of the DPR of Korea 
Mr. Alejandro Cao de Benos 
Special Delegate , 

Government of the DPR of Korea 





Price | Qty |‘ TotatPrice 
|MTUSD: M/T uso 


345 | 5000 | 2.725.000.00 | 
280 | 5000 | 1.400.000.00 » 
| 


} 


- Description 








Diesel fuel -— EN 590 
2 | Gasoline - 95 Octanes 

; Country of Origin; Russia Federation - Physical & 
| chemical indicators according to attached specification 


4 





j 3.125.000.00 | 
[ Tota! Price | Three million and one hundred and twenty-five thousand US dollars Only. ___—| 
TERME & CONDITIONS: 


1-Prices quoted are CIF Prices and valid for 30 days from the date of Performa Invoice . 

2- Payment terms : In USD to be made by MT 103. 

3- Inspection ; from any accredited company at the cost of sellers . 

4- Supporting documents for the consignment: invoice Certificate of origin - Transfer 

polis Certificate of inspection - Bill of landing & Product Injection Report/ Vessel 
tails . 


5- Delivery within a period not exceeding forty days at Nampo port from the date of 
recelpt of your Payment. ; 


&- Bank detaits:- 

BANK NAME ; ARAB BANK , AMMAN JORDAN 
ACCOUNT NAME ; AKTHAM TRADING ESTABLISHMENT 
ACCOUNT NO ; 0135 /030979 / 500 

IBAN ; 1021 ARAB1350 0000 0013 5030 9795 00 








General Manager hee ae . wht ‘ 
* Hisham Aldasougi ae ae 
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Aktham Trading Est. 


PETROLEUM PRODUCTS SUPPLY AGREEMENT, <a 


Sale Contract No. PI.EX 02/2017 


July 2018 


Narea Trading Corporation 





Democratic People's Republic of Korea 
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A.T.E 


ay jlo esi asa 0 
Aktham Trading Est, 


t 


Ref: Pl, No. EX 02/2017 Date: 4/67/2018 


PETROLEUM PRODUCTS SUPPLY AGREEMENT 
BETWEEN: 


blish - a company existing under the laws of the Hashemite Kingdomntot Jordar 
and me its registered office at 481 Prince Hassan Street Amman. tea 
is 


[Hereinafter referred to as the Seller Party A] 
AND 


Narea Trading Corporation . 2-1 Ponghwa-dong , Pothonggang District , Pyongyang , DPR Kore 


hy 
‘th 


[Hereinafter referred to as the Buyer Party B} : | 3 


The Buyer and the Seller are hereinafter collectively referred to as the “Parties “and. :- 
individually as the “Party”. ‘is 


Whereas: 4 
(A) The Seller Is engaged in the business of marketing and selling petroleum 

products including lubricants and has offered to sell certain Products (as defined below) 
to the Buyer during the term of this Agreement; it 
{B) The Buyer is engaged in the business of purchasing and trading petroleum 

products; eae 
{C) The Buyer is desirous of purchasing the Products from the Seller and the Seller ag 
has agreed to supply the Products to the Buyer on the terms and conditions as set out fy : 
in this Agreement. i ' : 
QUANTITY, Total Purchase Order Is 5000 metric Tons Diesel Fuel & 5000 metric Tons Gasoline aE ; 
ORIGIN, Russia Federation = 





1% 
ie 


THEREFORE, IT {S AGREED AS FOLLOWS: oe i ! 
1. DEFINITIONS ee fle 
In this Agreement, unless the context requires otherwise, the following terms shall have ithe 
meanings ascribed against each: 

“Agreement” means this Petroleum Products Supply Agreement; / 

“Bill of Lading” means the fading record made at the time the product is loaded into ns ships, 
tanks . ; 


“Delivery Location” means Nampo part or Songrim port 

“Consignment” — each monthly volurne of GASOLINE 5000 metric tons +/- 10% and Dh ESEL 
+/- 10% delivered in a single consignment monthly , for twelve months ; 

“Effective Date” —— the date on which the Agreement comes into force; 

“HSSE” means health, safety, security, and environment; 


SELLE BUYER 
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A.T.E Athan Trading Est. 


“{ncoterms 2000” shall mean the international commercial terms published by the Internati 
Chamber of Commerce (ICC) and titled Incoterms 2000; 
“Off Spec Fuel” means any fuel supptied or offered to be supplied by the Seller that does nat.cbnform tc 
the Specification; 
“Product” or “Products” means Diesel fuel — EN 590 & Gasoline~95 Octanes that confor to the 
Specification in Diesel fuel , EN 590 & Gasoline — 93 to 95 Octane d 
“Quantity” means 5000 +5000 metric tons of diesel fuel & gasoline +/- 10% in total; he 
“Specification” means the technical specification as EN S90 & Gasoline — 95 Octane a 
“Surveyors” shall mean SGS or other third party surveyor as Seller and Buyer may mitally 
agree; 
“Working Day” means any day other than a Saturday, Sunday, or any day on which banking 
institutions in UK / USA & China, are authorized or required by applicable law to close for business. 


2. SUPPLY OF PRODUCT if ii 

2.1 The Seller agrees to supply to the Buyer, and the Buyer agrees to purchase from the Seller, 
the Product. 

2.2 The Seller shail deliver the first Consignment in thirty days from the Effective Date . 
2.3 All Consignments shall be delivered by the Seller at the tanks, ship,, or tanker trucks at th Detivery 
Location. i 

2.4 The Parties represent that they shall comply, and shali cause their authorized representatives 
and personnel to comply, with all safety procedures and the HSSE standards and procesluies as 
observed In the industry. 


e 





3. SPECIFICATIONS, RISK & DELIVERY OF PRODUCT 

3.1 The Seller shall deliver each Consignment (which shall, unless otherwise instructed by the Buyer, be 
of equal proportions of the Quantity) CIF to the Delivery Location. tH 

3.2 The Seller shall obtain at Its own risk and expense any export license and other official : be 
authorization or other documents and carry out all customs formalities necessary for : 
export of the Product and for its transit through any country en route to the Delivery tbcation. 
3.3 The Seller shall, at its own expense, provide the Buyer with the delivery order and the aan 
transport documents which the Buyer may require in order to take delivery of the Product: j 

3.4 The Seller shall provide the Buyer with all documentation required Within fifteen days oF Fe receipt of 
the advance payment. Documents required are: 

™ “Bill of Lading ue 
™ *Commercial Invoice bi 
™ *Certificate of Quality S 
™ *RTC numbers and volumes 

*Copies of the Refinery consignment note confirming the date and time of loading ihe aut of Fue 
loaded, the location where the Fuel was loaded, and the designated delivery location: 

*Statement and Composite Quality Certificate (C+ test) and the Composite Quantity Certicsehereby 
Surveyors confirms that the Fue! has been found to comply with the Specification for the volume'and 
quality shipped from the Supply Point up to the Delivery Location . 

* All permits, licenses, approvals and other documentation required for the export and transit a the 
Consignment from the Refinery to the Dellvery Location . 

*A duplicate of the insurance policy 

3.5 The Seller shail at all times adhere to and comply with the Quality Plan. 





HE % 





4. NOTIFICATION OF PROPOSED DELIVERY : 
Seller shail notify Buyer in writing no later than Five Working Days prior to the first day of the. 
proposed delivery of each Consignment at the Delivery Location, (the “Delivery Date”). ‘Buyer 





tw 
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21-01647 


as slat) as { tase 5.0 
Aktham bie Est. 


shall, no later than two Working Days after the date of receipt of such delivery notice, conhih a an 
writing Its ability to accept the consignment on the Delivery Date and shall ensure availability of a 
tank, ship, or tanker trucks to download the full Consignment in accordance with Its a in 
paragraph 5. 


5. BUYER’S OBLIGATIONS ON DELIVERY 7 

5.1 The Buyer shall deposit each Consignment into the Buyer's tank, ship, , or tanker at the Pelvery 
Location. 

5.2 The Buyer shall bear the cost of testing of the Products by the Surveyors in Accotdance with 
the procedures set forth under the headings “RTC Testing” and “Storage Tank Testing”. : te 
5.3 The Buyer shall accept the Sellers Notification of Proposed Delivery, as described: in‘ 





Paragraph 4 of this Agreement. 
5.4 The Buyer shall, subject to compliance by the Seller take all necessary steps to vane 
fuel at the Delivery Location. 





6. PRICE iE ¢ 
6.1 The unit price per metric ton CIF to the Delivery Location shall be calculated as follows tothe 
Delivery Location ; 
A. Diesel fuel EN 590 Price MT 345 USD ~ CIF 1%. 
B. Gasoline 95 Octane Price MT 29S USD - CIF aa 





7. PAYMENT OF PRICE tig 
( 30% of the contract value TT advance payment and 50% of the contract value TT after copy of Bill of 
landing Send by email to buyer and 20% of the contract value by MT within 5 working days after the 
consignment Is arrived at the delivery location.) ‘| i 

7.1 Within ten (10) days after the Effective Date of this Agreement, Buyer shall obtain the 
issuance of an made ( 30% TT advance payment and 50% TT after copy of Bill of landing Send by email to 
buyer and 20% by MT within S working days after the consignment is arrived at the delivery focation.) 
7.2 Payment shall be made for each Consignment amount of the Unit Price multiplied by the gmount of 
fuel in metric tons certified in the Composite Quantity Certificate. Payment shall be made at sight agains 
presentation of the following documentation in original or by electronically signed email. M < 7 

{i} Commercial invoice stamped by Buyer’s agent, three originals or copies, signed by the Seller’ 
indicating the date, the quantity of the fuel in metric tons, and the Specification of the fuel; © E 

{ii} Duplicate of the bills of lading showing quantity of fue! in metric tons dispatched; ; ‘ ra 

(ii) Composite of Quantity Certificate . os 
(iv) Composite of Quality Certificate. t. i 
7.3 In the event that the Issuing Bank, Advising Bank, or Confirming Bank fails or ‘eos td: bay the 
sight draft presented by Seller, Seller has full rights to sell the Consignment to any other party § at Seiler s 
discretion. 

7.4 Buyer may only transport a Consignment from the Delivery Location after payment in flo bf the 
sight draft is received by Seller. 

7.5 Ail amounts payable under this Agreement, or any portion of the Price, shall be payable by the 
Buyer in United States Dollars (USD) by electronic funds transfer without my offset, “repo or 
counterclaim. 

8. TERMINATION 

8.1 If the Seller shall commit any breach of this Agreement and does not remedy the ner thin’ 10 
days after the notice of default from the Buyer, the Buyer may terminate this Agreement. Jn the event 
of such termination by the Buyer, the Buyer shall have no obligation or llability to the Seller other 
than to pay the Seller for amounts due in respect of Product delivered at the Delivery beaten a; 


pad 


* 


<a 
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8.2 The Buyer shall have the right to terminate this Agreement by givin Ata 

sere em Agi cannot a within 60 days a pr Effective Dute Such netioe shan iar a 
eller w e option to deliver nments 

reac are ck st fe and receive payment for three further monthly ii ec after 

8.3 The Seller may terminate this Agreement with immediate effect and without prior notice if Buyer 

breaches any of its obligations and/or violates any of the provisions of this Agreement: 5 

9. NOTICES Te 

9.1 If there is a state of emergency was paramount to prevent the entry and exit of ships t9 the Korean 

ports The delivery and discharge of the tank shall be in(free alongside ship) terms in international waters 

. Without any modification in the contract and without any additional expenses. reef 

9.2 All notices and other communications given under this Agreement must be in writing 

(electronically signed email and fax acceptable}, in the English language, and shall be Mig - 

deemed to have been properly given and delivered to the other party hereto at its ©.” 

address listed below. Any such notice given will be deemed to have been given or : ii: ; 

received at the time of delivery, or the next Working Day following the date of sending, if; i Z: 

sent by facsimile on a day that is not a Workjng Day, ae 

9 / iis 

fy wf} as aU petal nee 

AKTRAM Corp. For Trappyt 
A.C.T 81% 






Seller: 
Aktham Trading Establishment 
Mr. Hisham AL Dasouqi 4 
General Manager 


Buyer: 

Narae Trading Corporation 

Mr. Alejandro Cao de Benos 

On behalf of the President of the Narae Trading Corporation 





vl: 
10. INCOTERMS ge: 
Incoterms 2000, including the provisions therein under the heading “CIF”, are hereby ekpréssly 
incorporated Into and form part of this Agreement. In case there Is any Inconsistencyjpetween a 
term(s) herein and the applicable term in Incoterms 2000,the {8:4 
term(s) of this Agreement shail apply. tye 

11. FORCE MAJEURE i} $ : 

if Buyer or Seller is affected by a Force Majeure Event which prevents, hinders or delaysit from: er In 
performing any of Its obligations under this Agreement then the affected pertysnall a$stioh : 
reasonably practicable after and in any event after the commencement of the preven 
hindering or delay due to the Force Majeure Event, notify the other party in writing giving cet: 
the nature of the Force Majeure Event, the date on which it began to effect the affected party’s + 
obligations and its likely effect an the affected party's ability to perform its obligations under thi 
Agreement. Provided that the affected party has notified the other party pursuant to this clause; the 
affected party shall be excused from performance of, and shall not be liable for any delay orf Ture to 
perform under, this Agreement to the extent that the performance Is prevented, hindered of fielayed by 
the Force Majeure Event. tip 

For the purposes of this Agreement, “Force Majeure Event” means, with respect to any obligation of a 
party (the “Affected Party”) under this Agreement any event or circumstance that: bik: 

{i} is beyond reasonable control of the Affected Party in performing such obligations and Is’ pot, the 
result of the fault or negligence of the Affected Party (including the Affected Party's Affiliates and 
any of its or their employees, directors, officers, agents, or contractors) and which by the exercise of 
reasonable efforts under the circumstunces, the Affected Party could not reasonably be’ expetted 
to avoid,-apdt which prevents the Affected Party from performing such obligation; Fit 3 







5 ie 
is 
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(if) is not the direct or indirect result of the failure of the Affected Party to perform any 
of its obligations under this Agreement; . ae 
iii} materially or adversely affects the ability of the Affected Party to perform any of ioe 
its obligations under this Agreement; at 
{iv) the occurrence of which the Affected Party has provided notice of to the other Hit 
party hereto in accordance with this section; rei: 
(v) is not due to the negligent or intentional acts, errors or omissions of, or material or negligent or 
intentional failure to comply with any requirement of an applicable governmental authority by, 
the Affected Party or any affiliates, contractors, agents or employees of the Affected Party: : 
(vi) which is of an extraordinary nature; or ne 
(vil) is a direct or indirect result of the action or omission of an applicable governmental authority 
which materially adversely affects the ability of the Affected Party or any of its affiliates to petform ar- 
of its obligations under this Agreement tle; °' 
12. GOVERNING LAW LEE 
This Agreement shall be governed by and construed in accordance with the laws of England and 
Wales without regard to its principles of conflicts of law that would require the application of laws of 
another jurisdiction. HF ae 
13. DISPUTE RESOLUTION rite 
(i) Mutual Discussion. If any dispute, controversy or claim arising out of or relatingto this Agieement 
or breach thereof arises, including any question regarding its existence, validity, or termination {a 
“Dispute”) the parties hereto shall attempt to settle such Dispute, by mutual discussions. iff: * 
(ii) Arbitration. In case of any Dispute not resolved by mutual discussion, either party hereto 
may, by giving the notice to the other party hereto, refer to the Dispute to binding arbitration ‘at the 
London Court of International Arbitration (the “Court”). The arbitration will be condu : : by a 

te a 


Aktham Trading Est. 


sole arbitrator chosen in accordance with the Rules. i 
The arbitration fee shail be borne by the losing party hereto unless otherwise awarded by } | 
the Court. The arbitration shall take place In London, United Kingdom. The languageto | 
be used in the arbitral proceedings shall be English. ttR 

(if) Arbitration- Final. An arbitral award shall be final and binding upon both parties heretpjand shall 
be immediately enforceable. Judgment on the award may be enteredand execution had in dnvcpurt 
having jurisdiction or application may be made to such court for a judicial acceptance of the ward and 
an order of enforcement and execution, as applicable. Any damages which may be awarded by the, 
arbitrator shail bear interest from the date of any relevant breach or violation to the date off £ 
satisfaction of such award at a rate equal to the lesser of (i) the ten percent (10%) or (ii) the maximum 
rate permitted by applicable law. jie: 
14, MUTUAL REPRESENTATION & WARRANTIES : : 
Each party hereto represents and warrants to the other party hereto as of the Effective Date: :° - 
(i) Itis duly formed, validly existing and in good standing under the laws of the state‘and C uritry of its 
organization; - aE ey 
(ii) It has all requisite power and authority to conduct its business, to own or lease its propeities, and to 
execute, deliver and perform its obligations under the Agreement; gif 1 ~ 

{ili) The execution, delivery and performance by it of this Agreement and the consummation of 
the transactions contemplated hereby have been duly authorized by all necessary action on }ts part, and 
do not and will not violate any provision of its governing documents, any indenture, contract bf ; 
agreement to which it is party, or any applicable law; and Pay 

{iv) The Agreement is a legal, valid and binding obligation of such party hereto enforceable 
against such party hereto in accordance with its terms. fe: 

15. SELLER’S REPRESENTATIONS & WARRANTIES 

Sefler represents and warrants to Buyer, as of the date of delivery of the Product: Phe s 

{l) Seller has good title to the Product , and the Product Is delivered free and clear of all liens, ecurity 
interests, adverse claims, privileges or encumbrances; fib: 


tr 








Ate 











sad owls om ACA AR ORAANRE Om. vat oo tee PR ne od 


21-01647 381/419 


$/2021/211 





7 aa shecll iS tad 
Aktham Trading’ Est. 
A.T.E Pe 


sj a 
qe 
ri 
is 


Py 


(ii) Seller has the right to sel! and deliver the Product to Buyer under the terms of this Agree emmient; 
(iii) The Product conforms to the Specification; and ee 
(iv) Seller has all necessary licenses and permits to supply the Product pursuant to the terms; of this 
Agreement. G 
16. ENTIRE AGREEMENT 
This Agreement comprises the full and complete agreement of the parties hereto with | 4 
respect to the subject matter hereof, and replaces and supersedes all prior communica Loci, 
understandings and agreements between the parties hereto, whether oral or written, expressed or 
implied, with respect to the matters addressed herein. 
17. SUCCESSORS & ASSIGNS 

This Agreement is binding and enforceable on the parties hereto, and their affiliates, $ ree s, 
assigns, and legal representatives. 

18. SEVERABILITY i iB 

Should any part of this Agreement be held invalid or unenforceable for any reason, such riding wil not 
affect the remaining parts, which will continue in full force and effect. 
19, COUNTERPARTS % 

This Agreement is executed in two (2) originals fn the English language, each of which will bd itbemed an 
original! but ali of which will constitute one and the’same instrument, one (1) such original py gach 
party hereto. The Parties acknowledge this Agreement may be translated into a language: other 
than English. Should any discrepancy arise between the English language version of this Agreement 


and any such translation, the English language version of thls Agreement shall prevail. HE EE 

20. WAIVER & AMENDMENT ‘LE 

None of the terms and conditions of this Agreement will be deemed waived or amended by } e ther party 
hereto unless such waiver or amendment Is executed in writing by a duly authorized agent br, 


representative of each of the’ parties hereto. The failure of either party hereto to corfetace 


rs 


¢ 
} 
i 


wae ven 


atom: 


% 
bee 





hereunder will not waive or amend any right of such party hereto under this Agreement or pwise 
The right of either party hereto to require strict performance will not be affected by any; previous 
waiver, action or course of dealing. ti ; 1 

21. ASSIGNMENT te | 
Neither party hereto may (i) assign this Agreement or (ii) assign Its rights or delegste its obliga’ ons 
under this Agreement in whole or in part, without the prior written consent of the other pa 

excepting that Seller shall have the right to assign Its rights, but not its obligations, without si wen 
consent of the Buyer. 

22. CONFIDENTIALITY 

22.1 This Agreement, the information that it contains, and all information exchanged relating 
to it, including without limitation any pricing information, are confidentia! between t ae 

Buyer and the Seller. Neither the Buyer nor the Seller shall, without the other's written con eet, siscis 
such information on any basis to any person other than its directors , officers, employees, a 
professional advisers who need to know the same for the purposes of this Agreement and sha he 
bound by the same obligation of secrecy. 

22.2 Notwithstanding the above, If a Party receiving confidential information is required bylow : 

or in the course of any judicial, arbitral or administrative proceedings or in the course of any jother 
compulsory process to disclose any Information which It Is obliged to keep confidential; the Party 
concerned may to that extent and for those purposes only disclose such information provided always 
that such Party shall {if it is lawfully so permitted) first give to the other Party a prompt notice etre 
requirement to disclose. - 

23. LIABILTY AND INDEMNIFICATION 

23.1 The Sever shall protect, defend, indemnify and: hold harmless the Buyer and its : 
ontractors and agents (the “Buyer's Indemnifled Parties”) from and against anya and all 
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claims, demands, losses, damages, costs, actions, suits, liabilities, judgments and expenses 
(including but not limited to legal fees and court costs), and any fines, penalties and assessinents, that 
may be asserted against or incurred by the Buyer’s indemnified Parties, arising out of, inesulting 
from, or otherwise connected with the negligence or intentional wrongful performance or. ee 
performance of this Agreement by the Seller 

The Buyer shall protect, defend, indemnify and hold harmiess the Seller and its employ bis! 
contractors and agents (the “Seller’s indemnified Parties”) from and against any and all clap $ 
demands, losses, damages, costs, actions, suits, liabilities, judgments, and expenses finr 
but not limited to legal fees and court costs), and any fines, penalties, and assessments,'t rat may 
be asserted against or incurred by the Seller’s Indemnified Parties, arising out of, resulting FO} 
otherwise connected withthe negligence or intentional wrongful performance or ngn<. 
performance of this Agreement by the Buyer. Hee 

23.2 The Seller and Buyer shall take out with reputable insurance companies such insurance : at 

as is reasonably required to satisfy any obligations they may have arising out of this aground. 
23.3 Any cargo insurance obtained by the Seller In respect of this Agreement responsiblity shall: 

(a) Contain a waiver of subrogation by its insurers in favor of the Buyer with respect to labilties arising 






out of this Agreement. gle 
(b} Name the Buyer as co-insured or additiona! insured with respect to fiabifities arising Sut of this 
Agreement. i 








23.4 The Seller shall, as and when required by the Buyer, produce to it such evidence as may’: *, 
reasonably be required of cargo insurances it is required to take out under this Agreement. 
23.5 If the Seller falls to supply, the seller undertakes the following ; ES 
1- Refund of the advance payment to the buyer. ii iff i 
2- (Performance Bond 2% )The seller shall pay 2% of the value of the contract to the buyer a. 
compensation for the expenses . a 
: 7 i 
IN WITNESS WHEREOF, the parties have met together in person and caused this Agreement to be 
executed as of the Effective Date. : ee: 






FOR SELLER: 

Aktham Trading Establishme! 
Mr. Hisham At Dasougi 
General Manager 


Date 


FOR BUYER: 

Narae Trading Corporation 
Mr. Alejandro Cao de Benos 
On behalf of the President of the Narae Trading Corporation 


Date 
Alejandro Cao de Benos :f 
a mdon, U.K; Barcelona , Spain ) 
Special Delegate 
Comuuittee for Cultura! Relations 
President 
Korean Friendship Association 





Tel: +34 616 496.994 
korea horea-dpriafo 
hip: www horewdprinfe 
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Appendix A — Seller's and Buyer Bank information's 


Seller's Bank Co-ordinates to receive LC and T/T 


BANK NAME ; ARAB BANK , AMMAN — JORDAN 
ACCOUNT NAME ; AKTHAM TRADING EST 





Buyer Bank 


BANK NAME ; 
ACCOUNT NAME ; 
ACCOUNT NO; 
IBAN ; 


FOF HOE ORE EOe Oe HOE OEE 188 TREES TEE ETG HET ETE NIT EEE OOS HER EEE EEE EEE EES HEE ES EOE EET HONS eE ETE EET ttn eRErEFeEeses | 


The shipping address of the buyer ihe 


Shipping address billing address ils 
Korea Narea Trading Corporation 
2-1 Ponghwa-dong ; 
Pothonggang District me fit 
Pyongyang, tie: 
DPR Korea 
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Appendix B — Specification: te 
UNLEADED MOTOR GASOLINE 


PREMIUM EURO-95 (an-95-4) Evaporation Class E 


Technical Regufations {TR} “On requirements to motor and aviation gasoline, diesel and m: 


3 
jet fuel and fuel ofl” and GOST R 51866-2002 {EN 228-2004) l : 
rly 


tem 


Ne Parameter 


Lead concentration, me/dm? 

tran gongentration, mgsdca* 
Manganese concentration, mg/dm’ 
Density wt 15,56, ke/en* 

Sulphur concentration, ma/ke, max. 
‘Daldation stabllity, min., hot fess than - 


of gesoline,max, mn 
Copper corrosion test (3 h at 50°C}, scale unit 
Appesrance 

Hydrocarbons, vol, %,.max.: 

+ olefins 

- aromatics - . - 

Benzene, vol, %, max, 


xy Re Whe aX. 
Oxygenstes, vol. %, max.: 
- methanol 

- ethanol 

+ isopropyl alcoho! 

- bobutyl alcoho! 

- tert-butyl alcohol 

- ethers (C, and higher) 

+ other oxygenates _ 


rF5Re® ®© NOH EWN 


EES 





MAX sti sae: 





16 = Olstillatinn: 

evaporated gasoline, vol. % at: 

70 °C (evap. at 70) 

100°C (evep. at 100) 

150 °C (evap. at 250), min. 

Final boiling palnt, °C, not higher than 

exfesidue, %, (vol), max 

42: ail vapeur 


18 Monomethylanifine, vol. %, max 


Gums concentration washed by solvent, mg/100 em? 





tlockiidex gy ace 


Specified Va 

TF 

R518 
oration 





7 absence 
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ALC,.F jie 
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DIESEL FUEL EURO 
A, B, C, D, E, F GRADES 
GOST R 52368-2005 (EN 590:2009) 









Parameter Specified Volur 


Cetane dumbeg min, 






Cetane index, min. 
Dansity at 25 °C, kg/m 
PAH, % (wt), max. 
Sulphor, ng/g. imax, 
Typet 

Tyrell 

Type iii 


> WN 


w 


6 Flash point in closed cup, %, higher than 
7 COR OF 10% nels, Mm (wet), enim. 
8 Ash, % (wt.), max. 
9 Water, mavkg. fas 
10 Total contamination, mg/kg, max. 
11 Copper Korrasion test {3 b at 50°C), scale unit 
22 Oxidation Stability: 
total sediments, g/m?, max. 


14 Kinematic ndamieial at 40 me) saab 





15 Distillation: 
. ee ey ae a 
wt nso ly 
95% (vol) gistiliabes pevemperetur, net tiger sim 


10 
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Annex 89: Han Ulaaan LLC 


Mongolian authorities noted that Hanne Ulaan and Mr Choi controlled twelve bank accounts but only two 
were active. While in Mongolia, Mr Choi deposited USD 200,000 into Hanne Ulaan’s accounts. According to 
the Member State, Hanne Ulaan LLC transferred USD 19,665 to Russia in April 2019, USD 69,000 to Hong 
Kong in July 2019, and USD 89,300 to Malaysia in August 2019 to purchase “refined sugar and soybean oil.” 
Mongolia determined that in at least one case — the transaction to a Malaysian company — the Malaysian 
company’s stated business activity did not match customs records and documentation. Although the transac- 
tion was purportedly for the purchase of “soybean oil”, the Malaysian company only manufactures automotive 
and industrial types of oil. 


Mongolia further noted that Mr Choi requested a funds transfer to a bank in Poland, which was ultimately 
blocked because the correspondent bank identified the receiver as a Democratic People's Republic of Korea 
national. Further investigation revealed that the receiver's address matched the Democratic People's Republic 
of Korea’s embassy address in Poland. Based on these financial activities, Mongolian authorities have pre- 
liminarily assessed Mr Choi and Hanne Ulaan LLC to be a Democratic People's Republic of Korea front 
company for the purpose of evading sanctions. Furthermore, Mongolian authorities have taken decisive action 
to freeze approximately USD 13,800 in bank accounts linked to Hanne Ulaan LLC and Mr Choi. 
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Annex 90 


1 


: Information about Kim Su-I 


. Mr. Kim Su-Il: 


Date of Birth: 4 March 1985. 
Passport: 


+ (i) Official Passport No. 745220480 issued by Ministry of Foreign Affairs of the 
Democratic People’s Republic of Korea (DPRK), on 2 June 2015, valid until 2 June 2020; 


+ (ii) Passport No. 108220348, valid until 18 May 2023. 


Head of the Representative Office of Korea Puhung General Trading Corporation from 15 
March 2017, currently has no work permit in Viet Nam. 


Residence: Apartment 1213, B2 Chung cu An Loc 2, Vu Tong Phan street, An Phu ward, 
District 2, Ho Chi Minh City. 


Family: 
+ Wife: EE official passport Noy 
+ Child official passport No 


. Korea Puhung General Trading Corporation; 


Business registration certificate: No. 069, issued on 13 February 1999 by the Ministry of 
External Economic Relations of the DPRK. 


License for establishment: Expired on 31 December 2019 (No. 79-04842-01 issued by Ho 
Chi Minh City Department of Industry and Trade, first-time issued on 15 March 2017, 
renewed on | March 2018). Ho Chi Minh City Department of Industry and Trade sent the 
notice of 26 June 2020 to terminate activities of this Office. 


Address: Floor 23, A&B Tower, No. 76A Le Loi street, Ben Thanh ward, District 1, Ho Chi 
Minh City. 

Scope of business: food, pharmaceuticals, footwear, coffee, dried fruits, textiles, furniture and 
equipment from Viet Nam for export. 


The total value of export contracts from the Office ranged from $120,000 to $787,827; the 
Office had transactions with a number of Vietnamese partners, such as Richy Food Souther 
JSC, Baohung Candy Import Production and Trade Co., Ltd., Laiphu Corporation, Annie's 
Farm Co., Ltd., Namviet Beverage Manufacturing and Service Co., Ltd., Haviet Investment 
Trading and Ex-Import JSC. In 2019, the Office did not have a report on its operation as 
required. 


3. Travel information of Mr. Kim Su-Il 


15 August 2019: Exited Viet Nam. 


15 September 2019: Entered Viet Nam (04.10am, flight CA741 from Guangzhou, China to 
Noi Bai, Ha Noi, then travelled to Ho Chi Minh City). 


1-2 November 2019: Presence noticed in Vung Tau city. 


Source: Member State 
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Annex 91: MCM International Trading Company Limited 


Juristic Person Information 
MCM INTERNATIONAL TRADING COMPANY LIMITED 





Registered No : | 0105558186070 





Registered Type : | MCM INTERNATIONAL TRADING COMPANY LIMITED 
Registered Date : | 24/11/2015 


Status : | Operating 
Registered Capital (Baht) 4,000,000.00 


Address : | PHRA KHANONG NUEA VADHANA BANGKOK 


iguana wow” 70209 : Other management consultancy activities, not elsewhere classified 


Industrial group in latest , ‘ 
financial atatemant: 70209 : Other management consultancy activities, not elsewhere classified 


Fiscal Year (submitted 
financial statement) : 2599 2555 


Board of Directors List : | 1.CHOL MINMYONG 














wiuty Mu ies avarnfaga 
Authorized director : 
uavisevuanaAquavutan/ 


Tel. : | 023815204 








Fax. : 





Note: 











Remark(s) 


1. Juristic person information: This information is for general use which is open for the public benefits only. It cannot be used as 
legal references. 


2. Financial statement: The financial information is derived from financial statement submitted by juristic persons. The fact shall be 
further considered by users. 


3. In case the financial statement is never submitted, the system will display an industry group according to the registration record 
or the company’s certificate. 


4. “Industry group in the latest financial statement” means the business type as specified in the document when the latest financial 
statement was submitted to DBD. 


Printed Date 29/10/2020 Printed Time: 00:38:03 Page 1 
URL : http://datawarehouse.dbd.go.th/bdw/company/profile/ 29/10/2020 00:38:02 
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Juristic Name : MCM INTERNATIONAL TRADING COMPANY LIMITED 


Registered No : 0105558186070 


Amount and proportion of Shares by Nationality (For The Year 2016-2020) 


Tha 3 persons 
Ge 1.96Me 
N 2 persons 
Korean 
we 4.00 va 
All 5 persons 
‘Natonatpes 
No Nationality 
1 The 
2 N. Koreaey 
At Natoraines 


Ure art 


‘5,000,000 


3,000,000 


2,000,000 


1,000,000 


No of Shares (share) 


19,600.00 


Remark(s) : The capital investment by nationality is roferred to the latest submitted shareholders tist. 


Investment Amount (Baht) 


1,960,000.00 


Source: https://datawarehouse.dbd.go.th/company/profile/5/0105558 186070 
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Annex 92: DPRK cyberattacks against a Chilean bank 


Based on an open-source report, the Panel is investigating alleged Democratic People's Republic of 
Korea attempts to hack a financial institution in Chile. In response to the Panel’s request for infor- 
mation, Chile’s national authorities stated that, “the Office of the Public Ministry in Chile, Special - 
ized Unit for Money Laundering, Economic and Organized Crimes (ULDECCO) has indicated that 
the criminal investigation initiated in connection to the cyber-attack against [the bank] is still a non- 
formalized investigation...” The Panel continues its investigation 
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Annex 93: Adverse impact of the Security Council sanctions on the humanitarian situa- 
tion in the DPRK and China’s endeavors in facilitating humanitarian assistance to the 
DPRK, non-paper by China 


1. Sanction measures have caused adverse impact on the humanitarian situation in the DPRK. 


As a result of Security Council sanctions, the humanitarian and livelihood situation in the DPRK 
has been facing grave challenges. Serious problems exist in the fields of food, health, sanitation, employ- 
ment and basic economic industries. 


There is a severe shortage of food. The DPRK is beset by poor agricultural production, low-level 
mechanization, old seed technology, aged water conservancy facilities and other infrastructure, insufficient 
natural disaster preparedness, and low yields of grain. Under the Security Council sanctions, the DPRK 
does not have enough foreign currency to procure agricultural material; the import of agricultural machinery 
and equipment has almost suspended; the DPRK is less able to fight natural disasters such as drought, flood 
and typhoon; and the country’s food production is even more difficult. According to media reports, the 
annual food production of the DPRK stood between 4.1 million tons and 4.8 million tons from 2009 to 
2019, with an annual food shortage of several hundred thousand tons. According to the OCHA, among the 
DPRK’s 25 million population, 10.1 million suffer from food insecurity and are in urgent need of food 
assistance. According to the UNICEF, nearly 20% of children of the DPRK show signs of stunting; around 
1 million children under the age of five suffer from diarrhea resulted from malnutrition; and about one third 
of childbearing-age women suffer from anemia which affects infant health. 


The medical condition is poor. Lack of medicine is common among hospitals in the DPRK. Tuber- 
culosis, hepatitis, and malaria remain high-incidence diseases, with tuberculosis causing around 16,000 
deaths each year. According to the OCHA, more than 8.7 million people have limited access to quality 
health service; around 9 million people are at risk of being malaria infected. Nearly all medicines and med- 
ical devices in the DPRK are imported. There is a serious shortage of vaccines, antibiotics, nutrients, an- 
thelmintics, infusion bottles, injectors, and X-ray films. Import of some medical devices is prohibited as 
they fall into the category of electrical products. Rural families mainly rely on herbal medicine in addition 
to some basic medicine they get occasionally from doctors. The sanitation and hygiene facilities are back- 
ward. Sanction measures prohibit the DPRK from importing water purifying equipment, pipes and valves 
made of iron and steel. So far, a sound tap water pipeline network has not been set up in the DPRK. Ac- 
cording to the OCHA, about 8.4 million people have no access to safely managed water sources. Due to 
insufficient power supply, 24-hour water supply is not available in the DPRK, and families use buckets to 
store water, worsening water quality. Waste water and garbage disposal systems are lacking. In rural areas, 
the underdeveloped methods of disposing excrement and waste have caused further deterioration of water 
and soil pollution. 


The industries directly related to people’s livelihood are barely surviving. Affected by Security 
Council sanctions, basic industries, including coal, metal, mechanical manufacturing, are unable to import 
mechanical equipment and parts, and many factories cannot maintain operation. Chemical industry finds it 
difficult to update technology and equipment; chemical industry is making little progress; the supply of 
livelihood-related materials such as fertilizers, pesticides and agricultural films cannot be guaranteed. 
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Moreover, sectoral sanctions prohibit the DPRK from exporting textiles, mineral ores and seafood, causing 
an estimated loss of at least 200,000 jobs. 


2. The Chinese government always attaches great importance to humanitarian assistance to the 
DPRK. 


The Chinese customs authorities have established standard operational procedure and working 
method, and actively solved problems during customs clearance of humanitarian goods to the DPRK. Per- 
sonnel and posts are designated for the job. With these efforts, the efficiency of customs clearance has 
continued to improve. Since the outbreak of COVID-19, the DPRK has carried out strict prevention 
measures, and the normal transportation between China and the DPRK has almost suspended. Under such 
circumstances and meeting pandemic prevention requirements, the Chinese customs authorities have made 
great efforts to overcome difficulties, and provided as much convenience as possible to humanitarian aid 
to the DPRK through special arrangements and simplified procedures. 


Dalian customs is the main customs dealing with cargo transportation between China and the 
DPRK. From January to October this year, Dalian customs has conducted customs clearance for 47 batches 
of humanitarian goods, including 27 batches from the UNICEF, 2 batches from the WHO, batches from 
the WFP, 3 batches from the ICRC, and 7 batches from other NGOs. 


While strictly implementing sectoral embargo measures of the Security Council resolutions, the 
Chinese commerce authorities have provided expeditious grant of temporary export permits for humanitar- 
ian goods procured in China to ensure their timely arrival in the DPRK. The goods include one refrigerator 
vehicle for vaccines transportation procured by the UNICEF, and two aquaculture vans procured by the 
French NGO TRIANGLE GENERATION HUMANITAIRE. 
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Annex 94: Non-paper from a Member State, “Negative impact of the UNSC sanctions against 
the DPRK on the humanitarian situation in the country” 


The UNSC sanctions designed to eliminate the DPRK’s nuclear weapons and ballistic missile pro- 
grams caused a huge negative effect on the humanitarian situation in the country. 


Massive repatriation of working North Korean migrants only aggravated internal socio-eco- 
nomic problems, led to the drop of the standard of living of dozens of thousands of people. For many Korean 
families income earned by their relatives abroad was the main source of their subsistence. According to 
estimates each overseas DPRK worker provided financial support to ten family members at least. Further- 
more, the decreased money turnover damaged the market elements of local economy, nullifying the pro- 
gress achieved in the recent years. 


Due to the discouraging effect of sanctions against Pyongyang the UN OCHA failed to raise suffi- 
cient sum for the implementation of humanitarian aid programs in the DPRK (25,1 million USD (23,5%) 
out of required 107 million USD were gathered by September 1, 2020). Similar dynamics was in 2018 (29% 
raised) and in 2019 (27% raised). 


North Korean national healthcare problems grow out of import restrictions on medical equipment 
and its supplements related to coercive measures and of a deficit of foreign currency due to export re- 
strictions. This led to the closure of the unique high tech dental hospital in the country. Many other hospitals 
ceased to perform various medical services, e.g. biochemical blood tests, chemotherapy and radiotherapy 
for cancer patients because of the absence of necessary precursors. With breast and womb cancer being 
among the most widespread diseases in the country, such scenario makes Korean women especially vul- 
nerable. 


A difficult situation has developed in the energy sector. Amid growing scarcity of hydrocarbons in 
the country many thermoelectric power stations suspended their operation, for example Sonbong county 
power plant. Carbon-operated power plants lowered their output as they require certain quantities of liquid 
fuel in order to operate efficiently. As a result, Pyongyang and the majority of DPRK cities experience 
rolling blackouts on a regular basis (electricity is turned on during 2-3 hours per day). Rural areas are devoid 
of electric power almost completely. The locals have to rely heavily on firewood (e.g. to fuel cargo trucks), 
the latter leading to even bigger damage to forests in the peninsula. 


The agricultural sector suffers from acute fuel shortages as well. Unable to use the fuel-consuming 
farming equipment, Korean farmers are forced back to implement less effective methods (up to using draft 


cattle and manual labour). This leads to decreasing food security. 


Source: Member State 
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Annex 95: Statement by a Member State on the economic and humanitarian situation in the 
DPRK 


Today, sadly, I must report to you that the economic and humanitarian situations in the DPRK have 
not improved since our previous meeting, and today we are probably seeing the worst economic conditions 
in the Kim Jong-un era, though for reasons we are all aware of, it remains impossible to say precisely how 
much ordinary North Koreans are suffering. 

Despite the growth of hardship, the DPRK continues to prioritize the stability and continuity of the 
Kim family regime over all other national priorities. This policy trajectory requires the KWP, the state, and 
the KPA to pursue policies of economic and diplomatic isolation; to prioritize politically directed state- 
development over economic/market-driven development; and it requires the DPRK to prioritize WMDs 
and repressive internal security controls over higher general living standards and global integration. 

The DPRK’s policies have also led the UNSC to unanimously adopt increasingly stronger interna- 
tional sanctions resolutions against targeted individuals, organizations, and sectors to halt the DPRK’s ille- 
gal WMD programs and preserve a regional security balance that is in the interest of all responsible stake- 
holders. These sanctions have probably slowed the development of DPRK’s WMD programs by cutting off 
vital sources of foreign currency and raising the costs of illicitly obtaining funds and resources. They may 
also have some small cost in terms of affecting the livelihood of the North Korean people, but these effects 
pale in comparison with the costs resulting from the North Korean system itself, and in the absence of 
credible mechanisms that can assure financial flows and materials can be delivered directly to the North 
Korean people, rather than being coopted by the regime for its own illicit purposes, there is simply little we 
can do to mitigate these costs, especially if our primary objective is to slow the growth of the DPRK’s 
WMD programs. 

This year, unfortunately, in addition to the predictable difficulties the North Korean people face, 
times have been particularly challenging for additional reasons: First, we assess declines in consumption 
and production resulting from the DPRK’s response to the spread of coronavirus in neighboring countries— 
policies which have brought unprecedented isolation and control in the KJU era. Second, destruction 
wrought by three successive typhoons to agriculture production and infrastructure (which I am happy to 
discuss in detail if you are interested). Third, prioritization of the celebrations of the 75th anniversary of 
the KWP and the upcoming 8th KW Party congress has led to a number of wasteful “white elephant” pro- 
jects and massive labor diversion this year. 

These political choices have saddled the North Korean people with economic and social policies 
that have made them significantly poorer, more isolated, and more repressed than all other people in the 
region. I suspect it is not controversial to assert to this group that the DPRK people on the whole are victims 
of their regime, not beneficiaries. However, despite the growing toll that these developments are taking on 
the lives of the people of the DPRK, the leadership has shown no sign of changing course, altering its core 
policies, or changing its posture towards international assistance and diplomacy—A change which we still 
welcome and continue to encourage and seek out despite the DPRK’s disinterest in responding to our mul- 
tiple offers. 


I. SANCTIONS AND ECONOMIC REFORM/DEVELOPMENT 


The burden of domestic economic policies, multiplied this year under the added strain of corona- 
virus mitigation, typhoon recovery, and white elephant projects are the clearly costliest short- and long- 
term drivers of economic hardship in the DPRK. Under the DPRK’s countless wasteful economic policies, 
GNI has fallen behind regional partners for decades, and with each year the gap gets wider. At the end of 
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2019, the DPRK’s GNI per capita stood at 1.408 million KRW ($1,200), approximately 1/27 (4%) of that 
of South Korea. This gap is so wide now that it should be obvious that no realistic amount of humanitarian 
aid or sanctions relief is going to eliminate the economic gap between the DPRK and its neighbors in the 
region, particularly the ROK. This can only come from a fundamental transformation of the DPRK’s eco- 
nomic system which puts growth and productivity ahead of propaganda and credibly protects a wide range 
of decentralized economic activity from political interference—and these policies must be carried out for 
decades. 

However, the DPRK leadership probably assess that these kinds of policies are not yet in the best 
interests of the Kim family system as they would likely undermine the regime’s ideology and legitimacy, 
require a devolution of some of Kim’s authority to collective leadership, and weaken Kim’s control over 
the fiscal levers he needs to sustain the personalized regime. In other words, the kind of policies that would 
increase growth could be destabilizing or even regime-threatening to the Kim family if not implemented 
carefully and properly. It is these internal dynamics that are probably the best explanation for why the 
DPRK has been so reluctant to boldly implement significant changes, and why instead they fall back onto 
policies of general isolation, state-led economic development, and nuclear deterrence. 

Some have raised the argument that robust sanctions enforcement and a corresponding loss of hard 
currency earnings by the regime has been a significant driver of the DPRK’s recent turn away from eco- 
nomic reforms--because a lack of hard currency in official coffers will blunt enthusiasm for reform efforts 
among officials, or decreased capital flows will restrict private sector entrepreneurship and mute beneficial 
social changes. 

In response to these arguments, I would like to say first of all that the economics literature shows 
overwhelmingly that dwindling official coffers are a more robust predictive variable of substantive eco- 
nomic reforms than growing official coffers. In most cases it is dwindling coffers that force officials to 
reinvent their agencies and policies so they are no longer loss-making enterprises. Full coffers tend to delay 
structural reforms because they relieve political pressure to fix broken systems. I don’t think there is any 
dispute to this among development economists. I think we were seeing this to some degree in the DPRK, 
but eventually the public desire to expand decentralized economic incentives was becoming a growing 
political problem for the regime, and it halted this trend with traditional repressive mechanisms. 

But what about the second argument that sanctions are hurting grass-roots entrepreneurship? To 
paraphrase the argument, “what if overseas workers cannot come home with savings and training gained 
abroad, won’t it be more difficult for them to start private businesses and promote social change with their 
knowledge?” This is an interesting “bottom-up” model of reform, but misses many key facts relevant to 
the North Korean case. First, many overseas workers come from “middle-class” and relatively privileged 
families in Pyongyang (according to published reports and to my own personal conversations with some of 
them), so they are not from among the downtrodden with low “songbun.” They already have capital to pay 
bribes and fees required to get sent abroad in the first place, so they are probably already able to start small 
businesses if they are so inclined and properly connected (a condition that is probably more important than 
obtaining investment capital). 

Second, the vast majority of the income that North Koreans earn abroad is retained by the state- 
owned enterprises that employ them—so the regime is the primary beneficiary of their labor, not them- 
selves. Third, while abroad NKs live highly controlled and monitored lives with little time off, so the little 
unauthorized information they do obtain is explained away with propaganda indoctrination or workers are 
ordered to keep this information secret when they are debriefed on their arrival back home. Consequently, 
the “social loss” to the DPRK of minimizing the number of overseas workers is dramatically smaller than 
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advertised by this school of thought. Now would North Koreans prefer to live abroad and earn more money? 
Sure. So would I, but in the absence of a credible mechanism to make sure that the funds these workers 
earn can be kept away from the DPRK’s WMD programs, we have no other choice other than to restrict 
their deployment. The UNSC has already unanimously determined this. 

Also, if we look at the trajectory of economic reforms in the Kim Jong-un era, they appear 
uncorrelated with any sanctions enforcement. Agricultural and enterprise reforms were publicly launched 
months after KJU took power (spring 2012) and rolled back almost immediately afterwards—nearly five 
years before the UNSC unanimously implemented sectoral sanctions and bans on overseas workers in 2017. 
However, after the DPRK rolled back its first attempt at agricultural reform in 2012, it continued to exper- 
iment quietly with economic adjustment measures under the slogans of “our style economic management, 
plot responsibility system, and socialist enterprise responsibility management system” even as international 
sanctions were tightened. Eventually these new economic policies were formally added to the DPRK con- 
stitution in April 2019, well after the implementation of sectoral sanctions in 2017. This reinforces that 
domestic concerns are the primary drivers of economic reform in the DPRK, not international sanctions. 

But we still don’t know many details of the DPRK’s changing economic policies or how much they 
boost output. It appears, however, that the regime’s desire to preserve the ideology and legacy of the pre- 
vious leaders has probably played a role in constraining reform and protecting poor economic institutions. 
For example, the organization of cooperative farms around Kim I]-sung’s “Sub Work Team Units” has 
probably hindered the regime’s ability to implement economic incentives in agriculture which could sig- 
nificantly increase the amount of food produced domestically. 

The third pillar of reform in the North Korean system, apart from agriculture and enterprise man- 
agement has been the adoption of Special Economic Zones. North Korea has continued to try and drum up 
support for its Special Economic Zones throughout the KJU era, however, the government appears to have 
stopped prioritizing the creation of SEZs after the death of Jang song-thaek, who, along with his entire 
patronage network and some of their families, was purged and executed for insufficient loyalty to the leader 
and mismanaging state resources. Since Jang’s execution, only a handful of SEZs have been announced. 
International sanctions may play a role in making the DPRK’s SEZs less economically desirable, but it is 
impossible to separate this impact from the effects of poor location, poor infrastructure, corruption, and 
North Korean bureaucracy—particularly in light of the fact that investors can shop around for the best SEZs 
to fit their needs. But SEZs that did launch in the DPRK also have had a limited impact on the North 
Korean population or the DPRK’s economic policies. These SEZs generally import all their inputs and 
export all their final goods to another country with few forward or backward linkages to the DPRK. Addi- 
tionally, the DPRK retains most earnings of its workers just as if they were deployed overseas. 


2. FOOD SECURITY 


I don’t think it would be controversial to assert to this group that the primary cause of the DPRK’s 
perennial food shortages is its own inefficient domestic agricultural and economic policies. Food shortages 
are not a failure of overzealous sanctions enforcement or a failure of international assistance. 

If the DPRK implemented meaningful reforms to cooperative farming, like the leadership in Peo- 
ple’s Republic of China did in the 1980s, the DPRK probably would not need to import staple grains to 
feed its people. It is the DPRK’s stubborn refusal to eliminate agricultural quotas; failure to invest in agri- 
cultural equipment and fertilizer production; and inability to offer long-term, tradeable leases in land man- 
agement (among other policies); that have resulted in chronic food shortages and frequent need for supple- 
mental imports. 
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Despite the annual poor performance of DPRK’s agricultural policies, it still does its best to dis- 
courage effective humanitarian assistance, even in dire years like this one where the country has been more 
thoroughly isolated than at any time in its history (due to the coronavirus lockdown) and while at the same 
time suffering unusually harsh weather (three typhoons). 


3. The DPRK does not publish reliable or comprehensive data on adverse events with humanitarian 
consequences. The data they do release is intended to facilitate their policy goals, not reflect real 
observations. Consequently, messages sent domestically and internationally are frequently contra- 
dictory and this hinders our ability to assess the reality of the situation. 

4. The number of aid workers and diplomatic staff in the DPRK is probably at an all-time low (at least 
since the 1990s), and the prospects of increasing their numbers are nil in the current environment. 

5. The aid workers that are in the DPRK face increased restrictions on their movement (even more 
than usual), so they cannot conduct their programs or independently monitor the true status of hu- 
manitarian conditions in the country. This significantly raises the cost of providing humanitarian 
assistance and this cost has been a disincentive to providing more assistance. 

6. The DPRK has politicized humanitarian assistance. It is only accepting aid in areas that the KWP 
considers a priority, and it is only accepting aid from countries that do not pose an ideological 
problem for the regime or demand procedures that minimize diversion. 

7. That said, the aid that the DPRK has received has almost certainly been diverted to meet the needs 
of the leadership, relieving pressure on them to reform their systems or open a door to diplomacy 
with other countries that seek to help the North Korean people. 


Despite the negative assessment I have given you today, Rodong Sinmun has reported on this year’s 
harvests of corn, rice, and potatoes in neutral to mildly-positive terms, which indicates that the KWP is not 
yet worried about a severe food shortage this year. They report that harvesting is done and threshing is 
underway and that many farms are overfulfilling their requirements under the 80-day battle for production. 
In addition, media reports of food prices remain well within observable norms even though there was some 
short-term volatility related to coronavirus lockdown. However, neither of these sources address the variety 
of foods that are available, and this has almost certainly declined owing to coronavirus mitigation policies 
on imports and restrictions on internal movement. But again, since the number of humanitarian and diplo- 
matic staff in the country is at a relatively low and their ability to travel, especially out of Pyongyang, is 
even more constrained, it is difficult for us to acquire detailed information on the actual status of ordinary 
North Koreans, many of whom the regime considers expendable. 


S$. HEALTH CARE 


With regards to the provision of health care assistance, many of the same criticisms apply. The 
DPRK’s approach to improving health care this year is the “white elephant” model. This is exactly the 
wrong approach to employ. The regime has focused all its energy on hastily building a showcase hospital 
in the heart of the capital city. Construction was started, apparently, without a comprehensive plan for even 
completing the building. Construction was rushed to meet an artificial political deadline (which it did not 
meet). Also, the regime began construction without securing the equipment and supplies needed to run it. 
Staffing the hospital will also be an issue once it is completed. No doubt the doctors will eventually be 
pulled from other exclusive hospitals in Pyongyang such as the Ponghwa Clinic, the Pyongyang College of 
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Medicine under KISU, or the Red Cross Hospital. The DPRKs ability to scale up production of highly 
skilled doctors still remains severely constrained by their own budget priorities and travel restrictions. 

Meanwhile DPRK’s coronavirus mitigation policies and political concerns have made the provision 
of health care much more difficult: 


1. Import restrictions and have likely reduced the flow of medical supplies from China. International 
aid projects that have been approved by this committee have been unable to carry out their projects 
on time and most have had to request extensions. In addition, the regime’s quarantine measures 
have probably reduced smuggling as well. 

2. The DPRK refuses to talk to or negotiate with the ROK on aid projects that this committee has 
approved. 

3. There are relatively fewer aid workers and NGOs in the country to evaluate conditions and coordi- 
nate assistance. The aid workers that are there are restricted to Pyongyang. 

4. DPRKs focus on white elephant hospital diverts resources from where they could do more good, 
such as the elimination of chronic diseases such as TB, typhoid, cholera, and malaria. It would 
probably be more meaningful, from a health perspective. International aid organizations are happy 
to help with this work, but the regime remains fearful of foreign intervention. 


So in summary I want to reiterate that the DPRK has plenty of “low-hanging fruit” when it comes 
to policy options that will improve the livelihoods of its people. These policy options remain unexploited 
not because of international sanctions but due to fears of instability among the ruling political coalition. 

To blame the enforcement of international sanctions on the status of the DPRK’s economic and 
humanitarian situation it to miss the target. If we do actually care about the North Korean people and their 
livelihoods, then our policies must rest on the shared knowledge that it is the regime that is to blame for the 
plight of its people, and we should focus our policies on the regime to offer it the incentives to give up its 
WMD programs and join the global community. If we don’t do this, we will run the risk of subsidizing the 
regime’s current policy priorities which means funding the development of the WMD programs we are 
trying to curtail and sustaining the isolation of the North Korean people. 


Source: Member State 
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Annex 96: Information provided by a Member State on the humanitarian consequences of 
sanctions 


A Member State provided the following points to the Panel: 


1. Since the start the COVID-19 outbreak, the North Korean regime has implemented highly restric- 
tive and intrusive sanitary measures under the direction of the ad hoc inter-ministerial committee 
for the fight against the epidemic led by the Ministry of Health. [the Member State] assesses that 
the spread of COVID-19 in North Korea is perceived by its leadership as the most imminent and 
acute threat to its survival considering the almost non-existent health infrastructures. 

2. In addition, [the Member State] assesses that North Korean authorities have seized the opportunity 
of the pandemic to further isolate the country from the rest of the world by closing the Sino-Korean 
border and emptying the country from all international presence, with the departure over time of 
both humanitarians and diplomats. 

3. While official data claim that there is no death so far from COVID-19 and the supreme leader has 
congratulated the people, the army and the Party for successful victory against the virus, local 
newspapers such as the Rodong Sinmun regularly mention the active mobilization of different units 
in the fight against the virus. Considering the lack of reliable and transparent data. 

4. With regard to the health situation, [the Member State] is not able to provide information on the 
actual death toll, which remains, highly uncertain. Nevertheless, in July, Kaesong City underwent 
lockdown after the return from a former defector who happened to be COVID-19 positive. In the 
following months, other cities and provinces also went under lockdown: the city of Sinuiju in Sep- 
tember, the city of Manpo in October and the entire province of Chagang in November. At the 
moment, according to open sources, around 54,000 soldiers are said to be quarantined. 

5. [the Member State] assesses, that the policy followed by North Korean authorities, in particular the 
closure of the border withl China, has consequential impact on its economy. In particular, the 
lengthy blocking of imports for quarantine by North Korean customs at the border has resulted in 
food shortage and rationing of staple food such as oil and sugar, causing major disruption of supply 
chains, even in Pyongyang. Moreover, increased volatility in currency trading has been reported 
over the past weeks, probably underpinned by greater economic imbalances. 

6. This shutdown greatly impaired the humanitarian work of international NGOs and United Nations 
agencies. Due to the complete ban to leave Pyongyang, NGOs were forced to put all of their projects 
on hold (projects being carried out outside of the capital city) and got deprived of any kind of 
monitoring capacity. Also, several NGOs reported to us that their equipment had been blocked sine 
die at the border for the reasons mentioned above. Finally, considering the impossibility to pursue 
their mission and the extremely difficult living conditions in Pyongyang, the two [NGOs] had to 
suspend their projects and evacuate their international personnel (3 people) last August. For the 
same reasons, almost all humanitarians were forced to leave the country in the following months, 
only three of them remaining beginning of December. 

7. [the Member State] assesses that sanctions adopted by the United Nations Security Council have 
had no significant impact on the humanitarian situation in North Korea and that the framework of 
the international sanctions regime effectively takes into consideration the humanitarian exception. 
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8. UNSCR 1718 (2006) and following are not intended to have adverse humanitarian consequences 
for the civilian population of North Korea or to affect negatively or restrict those activities, include- 
ing economic activities and cooperation, food aid and humanitarian assistance that are not prohib- 
ited by resolutions. 

9. [the Member State] recalls that the humanitarian situation in the DPRK results first and foremost 
from decisions taken by its leadership. While neither food nor pharmaceutical imports are forbidden 
by international sanctions, the population continues to greatly suffer from malnutrition and medi- 
cines shortages. North Korean authorities also have yet to provide free, safe and unrestricted access 
to humanitarian actors in order assess the situation in North Korea in an independent manner. 

10. [the Member State] supports the important work of simplification and transparency undertaken by 
the 1718 Committee in the past years to facilitate humanitarian aid as displayed by the recent adop- 
tion of the updated version of [AN7 2.0 which is helpful in improving equipment routing proce- 
dures. The exemption mechanism created by UNSC 2397 (2017) has been a useful addition to 
facilitate the work of humanitarian organizations, including [...] NGOs active in North Korea. 
Thanks to the work of successive 1718 Sanctions Committee presidencies, the timeframe for ex- 
amining requested exemptions was dramatically reduced, including for COVID-19 related exemp- 
tion requests, which have all been approved within a few days. 

11. Additionally, [the Member State] supports the ongoing efforts by the 1718 Sanctions Committee 
and the Department for Political and Peacebuilding Affairs to reestablish a banking channel in sup- 
port of humanitarian activities in North Korea. 
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Annex 97: Estimated DPRK petroleum products demand by sector 
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Estimated Diesel Fuel Use in the DPRK, 1990, 1996, 2000, 2005, 2008-2010, 
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Annex 98: Report of the Special Rapporteur on the situation of human rights in the Demo- 
cratic People’s Republic of Korea at the 75th session 


The following are excerpts from the “Report of the Special Rapporteur on the situation of human rights in 
the Democratic People’s Republic of Korea,” available at: https://undocs.org/A/75/388. The Panel does 
not take a position on the statements and has not verified the veracity of any claims made therein. 





“The Special Rapporteur regrets that he has not been invited to conduct an official visit to the Democratic 
People’s Republic of Korea. Owing to travel restrictions, he has also been unable to undertake any official 
missions to the Republic of Korea or neighbouring countries since his visit to Japan from 2 to 4 December 
2019 and to Thailand from 28 to 29 November 2019. Limitations on the availability of first-hand 
information and the lack of opportunities to hear the voices of people from the Democratic People’s 
Republic of Korea bring additional challenges to a comprehensive review of the human rights situation in 
the country. The Special Rapporteur held a series of online meetings with victims of human rights 
violations, their family members, civil society organizations, United Nations agencies and governments. 
Through that engagement, he learned of the worrying human rights situation of people impacted by the 
COVID-19 preventative measures, the effects of sanctions on economic and social rights, and human rights 
violations relating to the existing labour system in the Democratic People’s Republic of Korea.” [p.3] 


sal 


“The increased implementation of sanctions has started to seriously affect the entire economy of the 
country, which is having adverse consequences on the exercise of the economic and social rights of the 
people. The Panel of Experts established pursuant to Security Council resolution 1874 (2009)considered 
that the four new sanctions adopted in 2017 “could exacerbate an already difficult situation in the country 
for those employed in sectors directly or indirectly affected by sanctions”, including through loss of 
employment and increased restrictions on commercial activities (S/2020/151, annex, para. 209). The textile 
sector, one of the export-prohibited sectors, and informal commercial activities, for instance, are dominated 
by women, and any detrimental consequences on those sectors have a particular impact on women’s rights. 
Since the adoption of additional sanctions in 2017,lexports from the Democratic People’s Republic of 
Korea have significantly decreased, from $2.63billion in 2016 to $1.65 billion in 2017 and $200 million in 
2018.2The country’s exports to China experienced a 90 per cent decrease in 2018 compared to 2017 and 
its tradedependence on China increased to 95.2 per cent in 2019. Foreign currency reserves have been 
decreasing and ordinary citizens in the country have been suffering from the failing economy and increasing 
demand from the Government to provide monetary and labour contributions.” [pp. 3-4] 


[...] 

“In January 2020, when the global COVID-19 outbreak began, the Democratic People’s Republic of Korea 
had to contend with difficulties relating to the pandemic in conjunction with one of the most severe 
sanctions regimes imposed on anycountry in the world, as well as systemic economic problems and 
unusually bad weather conditions. Since January 2020, the authorities have suspended all travel in and out 
of the country, imposed travel restriction between cities and regions and introducedstrict quarantine 
measures. In August and September 2020, the country was hit hard by a series of natural disasters resulting 
in damage to infrastructure, including roads, railroads and bridges, and houses and crops. Owing to strict 
COVID-19 preventative measures, the international staff presence of the United Nations humanitarian 
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agencies in the country has fallen below 20 per cent, which will have an impact on their response. Several 
Political Bureau meetings of the Central Committee of the Workers’ Party of Korea were held to discuss 
issues involving COVID-19 and typhoons. 


On 19 August, at the Sixth Plenary Meeting of the Seventh Central Committee of the Workers’ Party of 
Korea, Chairman Kim Jong Un reportedly admitted that the authorities had failed to improve the lives of 
citizens. The adopted decisions stated that the “economy was not improved in the face of the sustaining 
severe internal and external situations and unexpected manifold challenges, thereby planned attainment of 
the goals for improving the national economy has been seriously delayed and the people’s living standard 
not been improved remarkably”. That realistic assessment of the economic challenges in the country should 
be the basis for a new five-year economic plan to be announced in January 2021.” [p.4] 


ol 


“Farmers suffered from a lack of necessary agricultural inputs such as fertilizer and gasoline at a critical 
time when they were planting seeds, growing seedlings and transplanting rice. In the first half of 2020, the 
import of fertilizer totalled $4.38 million, which is one ninth of the import of the previous year. Access to 
agricultural supplies, which was already negatively affected by sanctions prior to the implementation of 
COVID-19 preventative measures, was further limited owing to the border shutdowns and movement 
restrictions. The lack of supplies is likely to impact the harvest in September and October 2020, which 
constitutes 90 per cent of the country’s food production. On 19 May 2020, a research institute report 
estimated the amount of annual rice production of the Democratic People’s Republic of Korea to be 1.36 
million tons,1418,000 tons less than the 2018/2019 production estimate. If the estimate is accurate, that will 
be the lowest harvest since 1994 (about 1.5 million tons),which saw the Arduous March and the onset of 
famine. Furthermore, flooding caused by heavy rains in August and September 2020 left thousands of 
hectares of crops damaged. As a result of the pervasive discrimination in the public distribution system, 
ordinary citizens, including farmers, do not receive rations. Prospects of a further deepening of food 
shortages and widespread food insecurity is a serious concern, not only owing to the danger of starvation, 
but also concerning the health and well-being of large segments of the population due to poor nutrition. The 
Special Rapporteur urges the Government to invest the necessary resources to overcome that serious food 
insecurity and to break the cycle of isolation. He also calls on the international community to reassess the 
implications of the measures being taken, including sanctions, that impact the right to food.” [pp. 7-8] 


fac] 


“In a briefing paper issued by the Korea Institute for National Unification in August 2020, the author argued 
that while China might provide the Democratic People’s Republic of Korea with support to mitigate the 
crisis resulting from COVID-19, such support would not be sufficient to offset completely the shocks that 
the sanctions cause to the country’s economy. The sanctions imposed on the country make it difficult to 
enjoy the basic human right to an adequate standard of living. The negative impact of the sanctions on the 
people is particularly worrying when the country is further isolating itself and information received from 
within the country is further limited with the reduced presence of the international community and only a 
trickle of escapees arriving in the Republic of Korea. Under the unprecedented situation of the COVID-19 
pandemic, the need to re-evaluate parts of the sanctions regime is more compelling than ever. The Special 
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Rapporteur welcomes the swift response of the Security Council Committee established pursuant to 
resolution 1718 (2006) to provide humanitarian exemptions. He recommends that the Security Council 
study the policy on a standing exemption for humanitarian organizations. He also urges the Secretary- 
General to conduct a study on the humanitarian impact of sanctions, as recommendedby the Panel of 
Experts established pursuant to Security Council resolution 1874 (2009)(S/2019/171and Corr.1, annex, 
para. 180). The Government of the Democratic People’s Republic of Korea is further isolating the country 
from the rest of the world and the authorities are slowing down the acceptance of humanitarian aid. That is 
a dangerous trend and the Special Rapporteur encourages the Government to reflect on that policy and 
urgently reverse it. The measures to contain the outbreak of COVID-19 must not compromise programmes 
aimed at advancing basic human rights such as the rights to health, food, water and sanitation and housing, 
which are equally necessary to combat the COVID-19 pandemic in the short and the long term.” [p.9] 


fase] 
“The Special Rapporteur recommends that the international community: 


(a)Urgently reassess the implications of measures being taken, including sanctions, on the right to 
food of the people in the Democratic People’s Republic of Korea.” [p.21] 


[...] 
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Annex 99: Survey to NGOs on the effects of COVID on humanitarian operations 


In order to assess the impact of COVID-19 on humanitarian organizations operating within the DPRK, the 
Panel sent a survey of questions to 38 organizations. Eleven organizations (29%) responded to the Panel’s 
inquiry.'°’ These included both UN organizations as well as non-governmental organizations that applied 
for exemptions either directly to the 1718 Committee, or through a Member State or the UN Resident Co- 
ordinator in the DPRK. At the outset, the Panel clarified that responding to the its inquiry was optional and 
that it had no bearing on the exemption approval processes within the 1718 Committee. The following 
questions were sent to the organizations. 


QUESTION I: Please provide detailed information and data on whether your organization 
experienced delays in shipments or reductions in operational capacity due to issues related to 
quarantine measures in the DPRK and/ or (please specify) implementation of UN sanctions. To 
what extent have COVID-19 related delays impacted your humanitarian operations, including 
monitoring ? 


QUESTION 2: Do you anticipate further delays or reductions in operations, and if so on 
what grounds? 


QUESTION 3: What is your assessment of the impact of the COVID-19 pandemic within 
the DPRK, and in what way has it influenced the overall humanitarian situation? Please include 
details of the evidence on which your assessment is based. 


QUESTION 4: If your operations require humanitarian exemption approvals from the 
1718 Committee, has the approval process met your needs? What, if anything, could be improved 
upon in the exemption process, or in the implementation of UN sanctions, to better meet your 
operational needs and objectives? 





'S7 Two organizations rescinded their responses due to security concerns. 
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Table 1. Humanitarian organizations’ responses to the Panel’s survey 


Response Summary 


The border controls and travel restrictions enacted by the DPRK Government beginning in January 2020 in 
response to the COVID-19 pandemic have had a significant impact on the shipment of supplies and movement 
of personnel in support of its humanitarian operations. 

Essential medicine, nutritional supplements, and water purification tablets, which were cleared for shipment by 
the 1718 Committee, were delayed for nearly four months at the border. Climate-controlled storage resulted in 
additional costs. 

In-country personnel and those returning have experienced difficulties accessing target populations to deliver 
humanitarian assistance. 

The organization is currently unable to engage directly with the government and fully expect border closures 
and travel restrictions to continue through 2020. 

Due to COVID-19 related restrictions, the organization assesses that, “...that approximately 440,000 children 
and pregnant and lactating women will not receive micronutrients, approximately 95,000 acutely malnourished 
children will not receive necessary treatment and approximately 101,000 kindergarten-aged children will not 
receive fortified foods. Furthermore, approximately 89,500 people will not have access to safe drinking water.” 
The organization further notes that, “The restricted movement of people is a concern especially for those requir- 
ing medical treatment be it for chronic conditions, be it for severe acute malnutrition (children) or tuberculosis. 
The schools have been closed for extended periods, leading to a lot of missed classes. The shortage of imported 
goods in Pyongyang is a clear pointer that other external inputs (for example for agriculture) may be in short 
supply as well. The strict border closure will affect the livelihood of small traders and industries relying on cross- 
border trade.” 

The organization notes that IAN 7 has been an important step in clarifying the procedural processes. Although 
the six-month timeframe to ship items has helped, additional flexibility with shipping timeframes is “critical due 
to the ongoing delays resulting from the COVID-19 pandemic.” 


COVID-19 related travel restrictions “severely restricted work,” which has resulted in the delay of drilling water 
wells that provide clean water to vulnerable populations. 

Unable to conduct cross-border transfers of needed materials and the travel restrictions have hampered overall 
implementation and monitoring efforts. 

The ability to continue operations will depend on whether travel restrictions and border closures are relaxed. 
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“The exemption process has met our organizational needs. We recently received a one- year exemption extension 
instead of the standard six-month. The one-year period is greatly appreciated.” The organization recommends 
that the Committee adopt a one-year standard in order to help organizations working in-country to better utilize 
resources. 


The organization has experienced a temporary suspension of activities due to travel restrictions. 
Beginning in March, the organization has withdrawn most of its international staff located in Pyongyang. The 
office is currently operating with reduced staffing levels. 

Shipment delays are hindering operations. Disinfectant kits, which were approved for delivery in March, were 
not delivered until June. The organization has additional shipment in pending status. 

Will likely continue to experience delays as long as travel restrictions remain. The domestic travel ban has made 
independent monitoring and assurance activities “impossible.” 

“.. the humanitarian impact of COVID-19 is going to be severe and threatens to undo much of the progress 
made in areas such as food security, nutrition and health. However, it has to be noted that any assessment of the 
impact of the COVID-19 pandemic within the DPRK is based on assumptions rather than evidence at this point.” 
The hardest hit will be those requiring medical treatment for chronic conditions, severe acute malnutrition, or 
tuberculosis. 
Noted significant improvement over the last 1.5 years in terms of the application process, but would prefer to 
have exemption extensions valid up to one year. The organizations also reiterates the need for a stable banking 
channel and recommends a “green-list” of items eligible for multi-year extensions (e.g., water pipes, plastic 
sheeting for agricultural needs, and personal protective equipment). 


COVID-19 has significantly increased procurement lead times and has contributed to delivery delays. Repro- 
ductive health kits, for example, were procured in the first quarter of 2020 but were delayed in transit. 

Storage of temperature-controlled items have led to increased overall costs. 

The continued lack of a banking channel has disrupted the organization’s cash-flow. 

Travel restrictions have diminished the ability to conduct field visits and the lack of rotating staff and recupera- 
tion since January 2020 has increased fatigue and reduced operational capacity. 

Because of limited cash availability, reduced staffing, and in-country restrictions on travel, the organization 
anticipates further reductions in implementation activities. 

The organization notes the need for “special guidance on customs clearances at the operational level, particularly 
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in transit countries” in order to reduce lead times. The organization goes on to suggest that “that the Committee 
consider the provision of IT equipment and supplies to the DPRK government, which could strengthen and 
enable statistical agencies responsible for data production and analysis.” 


The organization explained that applying for sanctions exemptions took, in some cases, more than six month, 
but noted that most of the delay was due to local authorities that needed additional time to review requests. 
Even after the Democratic People’s Republic of Korea lifted some of the border closures, the organization ex- 
perienced challenges and delays with importing goods because of a growing back-log and prioritization for 
medical supplies and equipment. 

Travel restrictions and restrictions on the movement of in-country personnel has hindered monitoring capability 
and capacity, as the organization is unable to bring in new personnel or supplies. 

The organization does not expect a change to its circumstances in 2020 and notes that, “...restrictions may have 
affected humanitarian results, but the extent cannot be known because of lack in-country personnel and moni- 
toring capabilities.” 

Recommends that the Committee continues to streamline the application and approval process. 


The organization has experienced significant delays due to measures imposed by the Democratic People’s Re- 
public of Korea and measures imposed by third-party countries. Shippers and freight-forwarders remain in short 
supply and there continues to be a dearth of “feeder-vessels” to carry goods from Dalian, China to Nampo Port, 
Democratic People’s Republic of Korea. The lack of sufficient feeder-vessels is due primarily to the closure of 
land border crossing and the country’s request that all supplies be sent via sea. 

Travel restrictions have negatively impacted both implementation and monitoring efforts. 

The lack of a banking channel and international flights have led to cash-flow problems that are now affecting 
local implementation activities. “This has hampered [the organization’s] ability to conduct in-country activities 
such as technical workshops, cascade training to the provinces, and joint technical monitoring with the Ministry 
of Public Health. The absence of international flights has also prevented [...] international experts from training 
and coaching government counterparts on different technical areas.” 

Sustained border closures and global travel restrictions will continue to hinder operations. The organization notes 
that “humanitarian work has literally come to a standstill.” 

In terms of recommendations, the organization suggests “extending the approval time from 6 to 12 months, 
especially during the pandemic, which would help mitigate procurement and shipping challenges related to the 
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redacted shipping/ freight-forwarder options.” 


Although the organization’s exemption was approved in April 2020 none of the humanitarian supplies could be 
procured in time given the Democratic People’s Republic of Korea’s COVID-19 related border closures and 
travel restrictions. These supplies included agricultural equipment, food processing equipment, and “critical ma- 
terials” for water supply activities. 

Implementation and monitoring activities by the international teams have been restricted since January 2020 and 
the majority of the organization’s budget for DPRK activities is suspended. This has impacted the delivery of 
food security, agricultural, and water and sanitation activities that would benefit more than 67,000 people. 

The organization has had to reduce its financial portfolio for 2020 and has had to make substantive programmatic 
changes to DPRK activities. “The technical support required to maintain and sustain previous operations will be 
significantly disrupted. The restrictions might also affect future programming activities and normal operations.” 
In terms of recommendations, the organization notes that COVID has “increased the complexity of the operating 
environment” and that six-month extensions are too short. The organization also advocates for “blanket waivers” 
for specific items and highlights the continued need for an operational banking channel 


Measures put in place due to COVID-19 have resulted in the schools being closed. Consequently, school-aged 
children may not be receiving proper nutritional requirements and meals. Due to COVID-19, the Democratic 
People’s Republic of Korea had refused shipments of food items, which the organization was forced to store at 
the Chinese border. These food items were damaged or sold off, resulting in a financial loss to the organization. 
Due to border closures, shipments of children’s winter clothes (e.g., coats and boots) will not arrive. The organ- 
ization is concerned that many children are not prepared to endure a long and cold winter without warm clothes. 
Stalled shipments of vinyl sheeting, which is used for greenhouses and subsistence farming, are also stuck at the 
border, further jeopardizing food security. Medical supplies, such as dressings, heating equipment, and syringes, 
are delayed and the hospitals in need have run out of supplies. Other medicines were held at the border in climate- 
controlled containers, which has resulted in increased expenses for the organization. 

Due to in-country travel restrictions, the organization is unable to monitor several of its agricultural projects. In 
the second half of 2020, the organization had to cease all monitoring activities. 

The organization describes difficulties with transferring funds — noting several experiences with banks that 
blocked humanitarian-related transactions. 
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e The organization makes three relevant recommendations: first, that the 1718 Committee establish a stable bank- 


ing channel and second, that the 1718 Committee work with banks to ensure humanitarian-related transactions 
are not impeded. Finally, in order to coordinate more effective procurement and delivery, the organization rec- 
ommends the 1718 Committee establish and publish a “white list” of goods that can be exported to the DPRK 
without first seeking Committee approval. 


The organization claims that “the sanctions on North Korea most influence the North Korean civilians. In various 
humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean people directly 


or indirectly. As for the health care sector, export bans are imposed on some medical equipment under HS Code 
90, including ultrasound machines, respirator, stethoscope, thermometer for pregnant women and under the HS 
Code 79 through 89, including medical sterilizer for the prevention of mycobacterium tuberculosis complex and 
machine of dental prosthesis, dental scanner, so that they cannot be provided to North Korea without the Com- 
mittee exemptions approval.”!*® 

The organization “has seen donations sharply reduced and many sponsorships canceled. In 2019, donations de- 
creased by 72.9% compared to the previous year (2018), and in 2020 (from January to November), they de- 
creased again by 27.7% compared to the previous year (2019). The current situation brings our future projects 
to a head with no hope for resumption.” 








'58 The Panel notes that medical items mentioned are not covered by sectoral sanctions and that member states should ensure their customs clearance processes and 
procedures avoid “over enforcement.” 
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Annex 99 (a): Statements from NGOs regarding UN sanctions 


The following quotes have been compiled from the responses to the Panel’s survey to NGOs. The Panel 
does not take a position on the statements and has not verified the veracity of any claims made therein. 


NGO I 

“We can arguably say that the sanctions on North Korea most influence the North Korean civilians. In 
various humanitarian sectors, such as health care and agriculture, the sanctions impact the North Korean 
people directly or indirectly. As for the health care sector, export bans are imposed on some medical 
equipment under HS Code 90, including ultrasound machines, respirator, stethoscope, thermometer for 
pregnant women and under the HS Code 79 through 89, including medical sterilizer for the prevention 
of mycobacterium tuberculosis complex and machine of dental prosthesis, dental scanner, so that they 
cannot be provided to North Korea without the Committee exemptions approval. The same goes for the 
agricultural sector. Fuels, fertilizers, and agricultural tools and equipment are subject to export limita- 
tion, which have severely impacted on food security in the country. Humanitarian assistance to North 
Korea is highly influenced by relations between North Korea and the international community and po- 
litical conditions. Now North Korea is increasingly challenged by climate change and natural disasters. 
The North Korean people are the hardest hit by the challenges. WFP said the sanctions on North Korea 
have disrupted the humanitarian supply chain and delayed the delivery of supplies. It takes months for 
goods to be delivered to North Korea. Shipping companies are hesitant to carry humanitarian goods to 
North Korea, given the strict and complicated inspection, penalty, and possible entry restrictions into 
other ports” 


NGO 2 

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually 
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in 
China and send them to DPRK through NK-China border. We have partners in China who handle from 
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose 
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, 
intermediary banks [...] reject to handle it. In conclusion, money transfer is very difficult resulting in 
humanitarian aids is not available on time. If the sanction is really exempted for humanitarian operations, 
money transfer problem must be solved firstly.” 


“We appreciate 1718 committee to approve our exemption in a short time, but the application for ap- 
proval process was not easy. To find out HS Code, specification, manufacture and manufacturing com- 
pany of all goods were really tough. That’s why many NGOs give up send goods to DPRK. Moreover 
many NGOs provide same goods to DPRK such as soybean produce equipment and greenhouse build- 
ing materials but we usually do not know which organization sends which goods to DPRK because we 
do not disclose it in public. So it will be very helpful if 1718 committee makes a list of goods approved 
exemption and, disclose it to NGOs, and allow organizations sending them to DPRK without further 
approval.” 
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NGO 3 

“UN Security Council says that UN sanctions are not applied for humanitarian operations but it actually 
hinders humanitarian operations. As an international NGO we purchase goods for humanitarian aids in 
China and send them to DPRK through NK-China border. We have partners in China who handle from 
purchase to delivery of goods to DPRK. We need to send project expenses to them but when we disclose 
the purpose of transfer is to help DPRK, banks in [a third country] reject it, and even they accept, 
intermediary banks(usually US banks) reject to handle it. 


NGO 4 

“There are other multiple challenges for UN Agencies due to the closure of international banking chan- 
nels which has resulted in a disruption of cash flow to continue day-to-day programme and operations; 
and the COVID-19 prevention measures that restrict capacity building initiatives and in-country moni- 
toring field visits. Only disbursement of essential life-saving medicines through the government chan- 
nel could be managed without the presence of international staff and using alternative monitoring mech- 
anisms.” 
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Annex 99 (b): Summary of suggestions from NGOs 


The following list of suggestions has been compiled from the responses to the Panel’s survey to NGOs. The 
Panel does not take a position on the suggestions and has not verified the veracity of any claims made therein. 


21-01647 


In order to prevent the indiscriminately and unreasonable use of sanctions, encourage, at a request from 
humanitarian aid actors, their suppliers of food, medicines, children goods to apply for exemptions. 


To send information of exemption to the shipping companies, appointed by consigner for delivery of 
humanitarian cargos and to recommend a trusted banking channel to the humanitarian aid actors when 
granting the exemption. 


To consider measures to ensure DPRK civil populations’ access to humanitarian assistance and safe 
delivery of humanitarian aid and to prevent obstruction and the delivery of, or access to, or distribution 
of humanitarian assistance. 


To provide special guidance on custom clearances at the operational level, particularly in transit coun- 
tries. This would speed up the process and reduce the lead-time for humanitarian deliveries. 


To consider introduction as a condition of granting exemption for a longer than usual period of time 
request to the humanitarian organization to report to the UNSC every six months, on its the implemen- 
tation, and on any impediment to the delivery of humanitarian aid. 


To consider adopting regulations which would make it easier for humanitarian groups to bring laptops, 
ambulances, and other aid-related items into the DPRK. Allow the humanitarian programming through 
provision of IT related equipment and supplies. 


To return to the idea of a “green list” of humanitarian goods for which multi-year exemptions could be 
granted at lease for a limited range of general-purpose commodities (for example: water pipes, plastic 
sheeting for agriculture, personal protective equipment etc.) 


To study the idea of adoption of a “white list” of entities, sort of accredited companies, who were for 
more than once approve for exemption for DPRK humanitarian aid and share it with banks worldwide 
to facilitate the transfer for the humanitarian aid purposes and to appoint specific banks in the exemption 
process so that NGOs can use these banks to transfer money to purchase commodities under exemption. 


To study a suggestion on obtaining general clearances from the Committee for commonly procured 
medical items and supplies at one time, which would avoid repetitive submissions for the same items. 
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Annex 100: Consolidated list of recommendations 
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1. The Panel recommends that the Committee to consider issuing a new list 
of WMD and ballistic missile-related items to which measures imposed in 
paragraph 8 (a), (b) and (c) of resolution 1718 (2006) apply. 


2. The Panel recommends that Member States exercise vigilance in screening 
international academic exchanges with scholars of the DPRK by verifying both 
subjects and sponsors to comply with paragraphs 10 and 11 of resolution 2321 
(2016), paragraph 17 of 2270 (2016), and paragraph 8 (a), (b) and (c) of resolu- 
tion 1718 (2006). 


3. The Panel reiterates its recommendation that Member States report any 
known transfers of refined petroleum products to the DPRK in full conformity 
with resolution 2397 (2017). 


To the Committee 


4. The Panel recommends the designation of the following vessels for 
violation of paragraph 5 of Security Council resolution 2397 (2017): 


- An Ping IMO No. 7903366), formerly Sierra Leone-flagged 
- Heng Rong (IMO No. 7913098), unknown-flagged 

- Rich United IMO No. 9129213), unknown-flagged 

- Run Da IMO No. 8511172), formerly Mongolia-flagged 


5. The Panel recommends the designation of the following vessel for violation 
of paragraph 5 of resolution 2397 (2017), and reiterates its recommendation for 
designation of the vessel for violation of paragraph 11 of resolution 2375 (2017): 


- Xing Ming Yang 888 (IMO No. 8410847), unknown-flagged 


6. The Panel continues to recommend the following vessels for designation 
for further violation of paragraph 5 of resolution 2397 (2017): 


- Diamond 8 IMO No. 9132612), formerly Sierra Leone-flagged 
- Hokong (MO No. 9006758), unknown-flagged 

- New Konk (IMO No. 9036387), unknown-flagged 

-  Subblic IMO No. 8126082), unknown-flagged 

- Unica IMO No. 8514306), unknown-flagged 

- Yun Hong 8 (MMSI No. 413459380), China-flagged 


7. The Panel recommends the designation of the following vessels for 
violation of paragraph 11 of resolution 2375 (2017): 


- Enterprise AMO No. 9153331), formerly Togo-flagged 

- Ri Hong (aka Klausen) IMO No. 9162318), formerly Sierra-Leone 
flagged 

- Tae P(h)yong (IMO No. 9018751), DPRK-flagged 
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To Member States, on best practices with regard to the activities of the DPRK 


On due diligence measures related to the evasion of sanctions 


8. The Panel recommends that Member States continue to foster industry- 
wide awareness on the challenges posed including new tactics in sanctions eva- 
sion by culpable individuals and relevant steps to mitigate these risks. This can 
be disseminated in the form of industry-wide advisories and circulars. 


On due diligence measures related to ship-to-ship transfers 


9. The Panel recommends that parties engaged in ship-to-ship transfers of 
refined petroleum in areas where such illicit transfers are known to occur 
authorize the ship captain or an assigned crew member to send an email to the 
relevant flag registry providing notification of the event, ship identifiers (name, 
IMO and MMSIJ) of the vessel involved, the material and volume of the transfer, 
the date and time of the start and stop of the transfer, and the location of the 
transfer. 


10. The Panel recommends that relevant counterparties in the maritime 
supply chain to consider implementing controls that allow for proper 
verification-of-origin checks for ships that conduct ship-to-ship transfers, 
particularly in areas where illicit transfers are known to occur. Such steps could 
include requirements for complete, accurate shipping documentation, including 
bills of lading that identify the origin and destination of cargo and copies of 
export licenses, where applicable. 


11. The Panel recommends that Member States exercise vigilance to identify 
and prevent the illicit operation of vessels obtaining DPRK fishing permits, 
which may use various methods to obfuscate their activities and identities. 


12. The Panel recommends that Member States exercise vigilance in 
inspection of cargo, including luggage of individuals traveling to or from the 
Democratic People’s Republic of Korea, as required by paragraph 13 of 
resolution 2321 (2016) and paragraph 18 of resolution 2270 (2016). 


13. The Panel recommends that Member States exercise vigilance concerning 
the transfer of artworks of the designated entities to comply with the asset freeze 
requirements of relevant resolutions. 


14. The Panel recommends designation of the Korea Paekho Trading 
Corporation and Paekho Art Studio. 


15. The Panel recommends that Member States streamline their export 
control lists to reflect the list of prohibited luxury goods in a manner consistent 
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with the objectives of resolutions 1718 (2006), 1874 (2009), 2094 (2013), 2270 
(2016) and 2321 (2016), avoiding unnecessary broadening of their scope taking 
care not to restrict the supply of ordinary civilian-use goods to the wider 
population nor to have a negative humanitarian impact. 


16. The Panel reiterates its recommendation that Member States encourage 
their business entities and nationals exporting luxury goods to include a contrac- 
tual provision to prevent resale to the DPRK. 


17. The Panel reiterates its recommendation that Member States and relevant 
organizations encourage shipping and transportation companies to provide thor- 
ough systems for checking consignees, bearing in mind the risk of transshipment. 


18. The Panel recommends that Member States continue to exercise vigilance 
in screening the visa and residency status of nationals of the DPRK in order to 
prevent the circumvention of the obligations contained in the resolutions. 


19. The Panel notes the DPRK’s reliance on corporate service providers to fa- 
cilitate its sanctions evasion activities and encourages Member States to 
continue to address opaque corporate registration rules and regulations that 
may afford anonymity to sanctions evasion activities. 


20. The Panel recommends that Member States conduct enhanced due dili- 
gence on contractors and subcontractors for development projects, especially 
those in sub-Saharan Africa that involve municipal loans, grants or foreign di- 
rect investment. 


21. The Panel recommends that Member States work with freelance IT com- 
panies to promote and enhance sanctions compliance implementation capacity 
and capability. 


22. The Panel recommends Choe Song Chol and Im Song Sun for designation 
by the Committee. 


23. The Panel recommends Pak Hwa Song and Hwang Kil Su for designation 
by the Committee. 


24. The Panel recommends that the Committee review the NGO responses to 
the Panel’s survey to help inform future decision-making and to better assess 
humanitarian aid needs and impact (annex 99). 


25. The Panel notes the importance of the arrangements for re-establishing 
the banking channel. 
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26. The Panel notes the usefulness of biannual briefings by the relevant United 
Nations agencies on the unintended impact of sanctions and recommends that 
the Committee continue this practice. 


27. The Panel recommends that the Security Council continue to address issues 
and processes that mitigate the potential unintended adverse impacts of sanc- 
tions on the civilian population of the DPRK and on humanitarian aid operations 
to benefit the vulnerable population of the DPRK and overcome the conse- 
quences of the COVID-19 pandemic. 


28. The Committee should continue to streamline the processes and proce- 
dures for applying for humanitarian exemptions. 


29. The Panel recommends that Member States submit their reports in full 
con-formity with resolutions 2371 (2017), 2375 (2017) and 2397 (2017). 
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